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Introduction and Overview 7

1 Introduction and Overview

PassMark OSForensics is a powerful, comprehensive

forensics tool for discovering, identifying and managing

Lfi . digital evidence that is found in computer systems and
(&) r digital storage devices. OSForensics is organized into a
i"}, Bl collection of modules for simplifying the task of analyzing

= the vast amounts of data on live systems and storage

media with a simple, easy-to-use modular interface.

Such modules include a File Name Search module which

can identify evidence material by file name in seconds,
as well as more sophisticated module such as a Deleted
— File Search module for identifying harder to locate digital

E =R e B
E S_SF E SF EE_fe_=ic = evidence artifacts.
For a summary of the included modules and functionality,
see the Features page.
2 How to Purchase OSForensics

Price
US Dollars: $899 (single user)
Purchase Online Here

Discounts apply when ordering 5 or more copies at once.

What happens when you order

After the order is processed, a License Key will be returned (via E-Mail). This Key is then entered with
the User Name into the initial window. At this point the program then changes permanently into the full
licensed version.

What you get when you license the software
e 6 Months Free Email and Phone Support in addition to normal forum support.
http://www.passmark.com/about/contact_us.htm
e Free minor upgrades & bug fixes as they become available
http://www.osforensics.com/download.html

e The removal of the initial startup window.

Unlocked advanced features

© 2017 PassMark™ Software
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Search for alternate file streams.

e Sort found files by image color.

e Use multiple processor cores to speed up decryption.

e Customize system information gathering.

e Import / Export Hash Sets

e Maximum of 3 cases limitation is removed

e Maximum of 10 items per case limitation is removed

e Maximum of 10 recent activity items allowable to be exported is removed.
e Maximum of 2,500 files and emails allowable to be indexed is removed.
e Maximum of 250 index search results limitation is removed.

e Maximum of 5 login details per browser limitation is removed.

e Restore multiple deleted files at once.

e View NTFS $130 directory entries.

e Watermark in web browser screen capture is removed.

e Bootable without an operating system.

Confidentiality

All personal details supplied when placing an order will be strictly confidential. Online orders will only be
accepted over a secure, encrypted connection.

Multi-user & Site Licenses
Please contact us for details if you require multi-user or site licensing for your organization.
Questions & more information

If you have any questions we would be happy to hear about them. Contact

sales@passmark.com
Navigating OSForensics

OSForensics is organized into multiple feature modules for discovering, identifying and managing digital
forensics artifacts.

© 2017 PassMark™ Software
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= “ Digital investigation for a new era
Version 4.0.1 [Beta]

The Workflow navigation buttons on the left side of the window allows the investigator to switch
between multiple modules simultaneously, allowing forensic analysis operations to be performed in
parallel. The order of the navigation buttons in the Workflow can be customized to reflect the
chronological order of the organization's forensic workflow. The workflow order can by customized by
right-clicking any navigation button and selecting 'Customize Workflow'. Alternatively, there is a
'Customize Workflow' icon under the 'Housekeeping' group in the Start Window.
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Customize Workflow >

Customize the Workflow by selecting the modules
that appear in the sidebar. Use the Up/Down buttons
to re-arranging the ardering of the modules.

OO |

Module 2

Manage Case

File Mame Search

Create Index

Search Index

Recent Activity

Deleted Files Search

Mismatch File Search

Memory Viewer

Prefetch Viewer

Raw Disk Viewer v

Cancel

<] <] <] <] ] =] ] <] ] ] R

In addition to the Workflow navigation buttons, all modules can be accessed via the Start Window when
OSForensics starts up.

The start window contains a brief description of each feature on mouse over. A green pulsating light
appearing next to the sidebar button means that the module is currently performing a task. A blue light
means that a task has been completed.

Features

OSForensics contains a collection of modules for searching, collecting, analyzing and recovering digital
artifacts that can be used as legal evidence in court. The main features of OSForensics are outlined as
follows.

Case Management
This module is used to aggregate results from all the other modules into a single location, a Case,
allowing for later analysis of the findings as a whole and reporting on findings.

File Name Search
This module allows for searching for files/directories via its filename.

Indexing
Indexing allows for full text searching within the contents of a file. Also capable of searching within email
archives and pulling text out of unallocated disk sectors.

Recent Activity
This module allows an investigator to scan the system for evidence of recent activity, such as accessed
websites, USB drives, wireless networks, and recent downloads.
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Deleted Files Search
Search for and recover files that have been recently deleted from the hard drive.

Mismatch Search
Finds files that have a file extension that is different from what the contents of the file suggests. Eg. A
.jpeg file renamed to a .txt file.

Memory Viewer

The memory viewer allows an investigator to collect and analyze digital evidence in volatile memory
storage. Due to the non-persistent nature of memory, some digital evidence may only be available on a
live system.

Prefetch Viewer
The Prefetch viewer displays the information stored by the operating system's Prefetcher, which
includes when and how often an application is run.

Raw Disk Viewer
The raw disk viewer displays the raw sector-by-sector contents of a disk. Data hidden in the sectors
outside the file system can be identified and analyzed with this module.

Registry Viewer
The registry viewer allows Windows Registry Hives, including the live system where files can be
locked / in use, to be opened and viewed within OSForensics.

File System Browser
The file system browser displays all devices added to a case in a hierarchical fashion, similar to
Windows Explorer. Unlike Explorer, additional information specific to forensics analysis are displayed.

SQLite Database Browser
The SQLite database browser displays the contents of SQLite database files in an organized manner,
allowing for ease of navigation and searching.

Web Browser
The web browser provides a basic web viewer with forensics capabilities. This includes the ability to
save screen captures of web pages and add them to the currently opened case.

Passwords
Recover and decrypt passwords from various sources.

System Information
The detailed information about the system's core components can be viewed and exported.

Verify/Create Hash
Create hashes (SHA1, MD5, CRC32) of files or entire hard disk.

Hash Sets
A hash set is a tool to quickly identify known safe or known suspected files to reduce the need for
further time-consuming analysis.

Signatures
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4.1

Signatures are snapshots of a system's directory structure at different points in time. Signatures can be
compared in order to identify files that have been added, deleted and changed.

Drive Preparation
Drive Preparation allows byte pattern verification tests to be performed on fixed and removable drives
attached to the system.

Forensic Imaging
Save a bit-by-bit copy of a disk into an image file. Restore an image file back to the disk. Create a
logical image of files/directories of interest.

Internal Viewer
The internal file viewer allows previewing of most common file formats from within OSForensics without
needing to open an external application.

Email Viewer
The e-mail viewer provides a simple interface for browsing and analyzing e-mail messages with
forensics capabilities.

Thumbnail Cache Viewer
The thumbnail cache viewer extracts the thumbnail images stored in Windows' thumbnail cache files for
viewing. Thumbnail cache files may contain evidence of images that have been deleted on the system.

ESE Database Viewer

The ESE database viewer displays the tables and records contained within ESE database files. Various
Microsoft applications including Windows Search and Microsoft Exchange Server store data with
potential forensics value in the ESE database file format.

$UsnJrnl Viewer

The $Usndrnl viewer parses and displays the log records stored in the NTFS $UsnJrnl volume change
journal. This information is useful for identifying suspect files (eg. malware) that no longer exist in the file
system or $MFT.

Plist Viewer
View the contents of Plist (property list) files which are commonly used by OSX and iOS to store
settings and properties.

Case Management
In the case management window can be used to create and manage cases. Cases are used to group
together findings from other functions into a single location that can be exported or saved for later

analysis.

A new case must be created, or a previous case loaded, before it is possible to add items to a case
from the other functions.
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Hel
Q Manage Case =k
Select Caze
Title Create Date Location it
‘wednesday, 9 Februam 2011, 15:16:36  C:\JzershMichael\Documents zzbd ark\OSF ore| |
IndexingCaze  MAA K:\IndexingCazets i
My Case Friday, 1 Aprl 2011, 10:02:01 C:\Users\MichashDacuments\PassMark\DSFore
MewCasaTestd Thursday, 3 December 20010, 15:01:16  C:\Uzers\MichaelDocumentz'Paszh ark\05Fore ™
N - :

New Case
Clicking the new case button will allow you to generate a new empty case in which to collect data into.
A case must have a name, and may have an associated investigator although this is not required.

By default a case is created as in the OSForensics folder situated in the user's My Documents folder.
On creation a sub folder will be created in the target location that will contain the case, there is no need
to select an empty folder.

The timezone selection when creating a new case is used to change the display of times to match a
preferred timezone, internally where possible all times are stored in UTC. Note that daylight saving time
is not automatically accounted for.

Import Case
Add a case to the list that is not in the default case folder and load it.

Load Case
Loads the currently selected case from the list. You can also simply double click in the list to perform
the same action.

Delete Case

Deletes the currently selected case. The user is given the option to backup the case data to a specified
location before deleting.

Case Manager

Once a case is created/opened, the contents of the case can be managed from this window. All Case
items are displayed in the list, grouped by the Case item type.
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tanage Curent Case

Edit Case Details... Generate Report... Wiew Log... Add Estemnal Report. ..
Add Device. . Add Attachment... Add Mote. . Add Evidence Phota...
e liems Title Madule Case ltem &
Lists
Open
List of deleted fles Deleted Files DF 2016-10-11 18-12-6%.htrl -~ Tuesday. October 11, 2016, 17:12:53 4K
Delete
Properties
Werify

lle oysiem orowser

Web Snapshots

Tuesday, October 11, 2016, 17:20:33 &M
Tuesday, October 11, 2016, 11:20:55 AM

Tuesday, May 1, 2012, 11:54:33 &M
Tuesday, May 1, 2012, 11:33:53 AM
Thursday, April 26, 2012, 10:36:03 Ak v

O5Forensics website capture  Web Browser 2016-10-11 18-20-33.png

Passmark website capture Web Browser 2016-10-11 18-20-55.png
Indexes

C unallocated Create Index C unallocated

by Index - C Create Index by Index - C

by Index - fileio_ntfz-0 Create Index My Index - fileio_ntfs-0

Manage Current Case

Edit Case Details

Edit the properties (eg. name, investigator, time zone, logging options) of the case.

Generate Report

Creates a HTML report of the contents of the case. OSForensics has a number of built-in templates to
choose from, which is fully customizable. You can also create your own custom template.

View Log

If logging is enabled for the case, opens the log viewer for viewing the log entries.

Add External Report

Add a report (eg. HTML, PDF) generated from an external tool to the case.

Add Device
Add a storage device to the case for analysis.

Add Attachment
Add a generic file to the case as an attachment.

Add Note
Add a note to the case as a text file.

Add Evidence Photo

Add an evidence photo (eg. hard disk) to the case.

Case Items

Open
Opens the currently selected case item.

Delete
Deletes the currently selected case item.
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411

Properties
Show the properties for the currently selected case item, properties window also allows editing the
comments for this item.

Verify
Calculates the SHA1, SHA256 and MD5 hashes for the file and compares them to the stored values.

Customizing Report Appearances

OSForensics generates reports as HTML web pages, which allows the style, layout and appearance to
be modified with any web authoring application of your choice (or you can directly edit the HTML and
CSS). Customizable elements include fonts, colors, and page layout.

Reports are generated using the fully customizable report templates included in the OSForensics install.
The report templates can be found in the OSForensics Program Data folder.

There are several pre-installed report templates corresponding to a report type, which are stored as
separate folders containing a set of template files. At the very minimum, a single HTML file, report.html,
must exist in each folder which serves as the index page that OSForensics shall use to create the
report. In addition, some templates also contain a set of additional HTML files corresponding to each
section of the report (eg. files.html, deleted-files.html, notes.html). These files are required in order to
generate working links to the corresponding sections via the report.html file.

You can include images (for company logos, headers or footers), CSS files, or JS files. All files in the
folder will be copied across and included with the generated report.

Export Report
Report Template: | Caze Report [HTHL only] ~ | [] Eutra Information
Style: | Diefault | | CustomLogos... -~ N .
Custom ReMote: Some logo's zpecified may not be utilized az the various
(®) Link to files in case templates uzes different sets of logo's.
O Copy fles to report location Banner [Reccommended Size 375x65]
Sections To Include:

Case Materials
Evidence Phatos Farenzic Copy Logs
Aftachments ‘ellow Bookmarks |

Browsze.

External Feparts Red Bookmarks
Notes Green Bookmarks Small Company Logo [Reccommended Size 155=4E)
Dirive Imaging Logs Case Activity Log P M ]

045 Artifacts %
Syztem Information Fegisty Artifacts
Recent Activity Process/M emory Snapshots | Fe—
Login/Passwords Prefetch Artifacts
$Usndml Recards Compary Logo (Feccommended Size 200x160]

Other Artifacts
Files [ atabasze Records
Deleted Files Search Results
E-mails Estracted Stings
‘wieh Snapshots
Check &l Uncheck Al

Output Location: |.Users\Keith\Documents\PassMark\DSForensics\Cases\NewCaSe\ | B
owse. .
Generate POF Copy in Dutput Location
Cancel
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Report Template
List of report templates found in the Program Data folder that shall be used to generate the report.

Style

List of stylesheets available for the selected report template. Multiple styles can exist for each report
and each CSS file in the report's folder will be listed as an available style. When creating the report,
OSForensics will replace the HTML comment tag "<!--OSF_CSS_NAME-->" with the selected style
name.

Link to files in case
Hyperlinks to case items in the report shall link directly to the files stored in the Case directory

Copy files to report location
Files stored in the Case shall be copied to the report folder. Hyperlinks to case items in the report shall
link to the newly copied Case files in the report directory.

Extra Information
If checked, extra details such as MD5/SHA-1/SHA-256 hash values for each Case item shall be
included in the report.

Custom Logos... (Pro only)
Organization-specific logos and banners can be specified here to include in the report

Sections to Include
Specify the sections to include/exclude in the report. Each section corresponds to a specific category of
items added to the case.

Output Location
Specify the location where the report files shall be generated.

Generate PDF Copy in Output Location
If supported by the report template, specifies whether a copy of the report shall be generated in
PDF format in the output location.

Editing HTML Template Files

The report templates can be found in the OSForensics Program Data folder, which is typically located
in the following location:

C:\ProgramData\PassMark\OSForensics\ReportTemplates\ (vista and newer)

C:\Documents and Settings\All Users\Application Data\PassMark
\OSForensics\ReportTemplates\ (xP)

NOTE: All HTML template files must be saved in UTF-8 encoding (character set).

The template HTML files are fully editable and are used to generate the final report files. OSForensics
shall scan the template files for specific tags that correspond to a certain Case element, and replace it
with the appropriate content. The following table summarizes the HTML comment tags that are
recognized by OSForensics and replaced accordingly.

<l--OSF_CSS_NAME-->  This will be replaced with a reference to the selected style
sheet.
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<I--OSF_CASE_TITLE-->

<l
OSF_CASE_INVESTIGAT
OR-->

<l--
OSF_CASE_ORGANIZATI
ON-->

<l
OSF_CASE_CONTACTD
ETAILS-->

<l--
OSF_CASE_CUSTOMFIE
LD1_NAME—>

<l
OSF_CASE_CUSTOMFIE
LD1_VALUE->

<l--
OSF_CASE_CUSTOMFIE
LD2 _NAME—>

<l--
OSF_CASE_CUSTOMFIE
LD2 VALUE-—>

<l--

OSF_CASE_TIMEZONE--
>

<l
OSF_CASE_DEFAULTD
RIVE-->

<l--
OSF_CASE_CASEFOLD
ER->

<l--
OSF_CASE_CASEDATE-

->

<l--
OSF_CASE_CASESHOR
TDATE->

<l
OSF_CASE_REPORTDA
TE-->

<l--
OSF_CASE_REPORTSH
ORTDATE-->

<l
OSF_CASE_EVIDENCEI
MAGES-->

<l--
OSF_CASE_ATTACHME
NTSTABLE—>

<l--
OSF_CASE_NOTESTABL
E->

<l--
OSF_CASE_BOOKMARK
SGREEN-->

<l
OSF_CASE_BOOKMARK
SYELLOW-->

<l--
OSF_CASE_BOOKMARK
SRED-->

This is the Case Name.
This is the Investigator of the case.

This is the Organization details from the case.

This is the Contact details from the case.

This is the name of the first custom field, if defined in the

case.

This is the value of the first custom field, if defined in the case.

This is the name of the second custom field, if defined in the

case.

This is the value of the second custom field, if defined in the

case.

This is the Timezone from the case.

This is the default drive selected in the case

This is the where the OSForensics case file is saved

This is the date that the case was created

This is the date that the case was generated without timezone

information .

This is the date that the report was generated.

This is the date the report was generated without timezone

information .

This table contains all evidence images added to the case

This table contains all attachments added to the case.

This table contains all notes added to the case.

This table contains all green bookmarks added to the case.

This table contains all yellow bookmarks added to the case.

This table contains all red bookmarks added to the case.

17
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<I--
OSF_CASE_ACQUIREDI
MAGES-->

<l
OSF_CASE_FORENSICS
COPY-->

<l--
OSF_CASE_EXTERNALR
EPORTS-->

<l
OSF_CASE_SYSINFO-->
<l--

OSF_CASE_RECENT->
<l--
OSF_CASE_FILESEARC
H-->

<l--
OSF_CASE_DELETEDFI
LESEARCH->

<l
OSF_CASE_INDEXSEAR
CH-->

<l--

OSF_CASE_MISMATCHS
EARCH-->

<l
OSF_CASE_PREFETCH-
->

<l--
OSF_CASE_PASSWORD
S-—>

<l--

OSF_CASE_FILESTABLE

-->

<l--
OSF_CASE_UNDELETET
ABLE->
<I-OSF_CASE_EMAILS-
>

<l--
OSF_CASE_WEBSNAPS
HOTS-->

<l
OSF_CASE_REGISTRY--
>

<l
OSF_CASE_ESEDBREC
ORDS-->

<l--

OSF_CASE_SQLITEREC
ORDS-->

<l--
OSF_CASE_THUMBDBR
ECORDS-->

<l--
OSF_CASE_PROCSNAP
SHOTS->

<l--
OSF_CASE_MEMORYDU
MP-->

This table contains the logs of images acquired using the
Drive Imaging module that have been added to the case.

This table contains the logs of forensic copy operations that
have been added to the case.

This table contains all external reports that been added to the
case.

This table contains all System Information reports that have
been added to the case.

This table contains all Recent Activity scan results that have
been added to the case.

This table contains all File Name Search resdults that have
been added to the case.

This table contains all Deleted File Search results that have
been added to the case.

This table contains all Index Search results that have been
added to the case.

This table contains all Mismatch Search results that have
been added to the case.

This table contains all Prefetch Viewer lists that have been
added to the case.

This table contains all Password retrieval scan results that
have been added to the case.

This table contains all files added to the case.

This table contains all deleted files added to the case.

This table contains all e-mails that have been added to the
case.

This table contains all web snapshots that have been added
to the case.

This table contains all registry keys that have been added to
the case.

This table contains all ESEDB database records that have
been added to the case.

This table contains all SQLite database records that have
been added to the case.

This table contains all Thumbnail Cache database records
that have been added to the case.

This table contains all process snapshots that have been
added to the case.

This table contains all memory dumps that have been added
to the case.
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<l-- This table contains all string lists extracted from the internal
OSF_CASE_STRINGLIST- viewer that have been added to the case.
->

<I-- This table contains all p-list properties and values that have
OSF_CASE_PLISTRECO been added to the case.

RDS-->

<l-- This is where the navigation links to the different sections of

OSF_CASE_NAVIGATION the report shall be placed

-->

<l-- This is where the report footer shall be placed
OSF_CASE_FOOTER-->

<l--OSF_CASE_LOGO--> This is where the company logo shall be placed

<l-- This is where the banner logo shall be placed
OSF_CASE_LOGO_BAN
NER-->

<l-- This is where the small company logo shall be placed
OSF_CASE_LOGO_COM
PANY-->

Editing CSS (Cascading Style Sheets) Files

The fonts, colors and general appearance of the page, and in particular the tables in the report, are
defined by CSS. If you are not familiar with CSS, you can take a look at the default templates supplied
with OSForensics as reference (or simply make a copy of it, and modify it as you see fit).

Most of the CSS would be depending on the template file used and the markup of the HTML you place
in the template.

However, the table for the items and the files are hard-coded but you can style them by their multiple
class names.

Below is a reference example of the report table with the corresponding CSS class names in red and
the {} braces indicate the sections of the table that they span.

Lists table
th.05FLists
.
_— T
th.05FListsTitleCol th.03FListsModuleCol th.05FLiztaFilenaneCol th.05FListsNotesCol
- . il - . -
- T - A e Bl T
: osrmodie +]  rename o] W ]
Lu]
L] .
List of suspect XLS
= ;g Of sUspect XIS o Name Search FS 2010-09-27 07-01-32.htm
o L
I List of suspect images File Name Search FS 2010-09-28 07-01-32.html
L - il W i W G -—., —
- B . il
td. 03FListsTitleCol  td.03FListsModuleCol td.05FListaFilenaneCol td.05FListaNotesCol
Files table
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th.03FFiles
T

am_— e
th.03FFilesTitleCol th. 05FFilesFilenaneCol th.0%FFilesFilepathCol th. 05FFilesNotesCol

—— —— — Py

- o T e ———
L]
it .
o Suspicious .
=)
b { Office BIT531005_compiler_configuration.doc C:\Dev\bit\BIT531005_compier_configuration.doc ;Slzn:vz(rifcuments Lfind suspidious. It looks
= documents ’
o H_I — el . _—
- Bl -

+td.08FFilesTitleCal td.05FFilesFilenaneCol td, 08FFilesFilepathCol td. 05FFileslotesCol

The other tables follow a similar naming convention.

41.2 Add Device

An investigator can specify storage devices to associate with a case. Once the device is added to the
case, it can be accessed across all OSForensics functionality via a user-defined display name (similar
to a drive letter in Windows).
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Select device to add

Evidence Source Help
@=§rive Letteg C:Y “~|  Mount image. ..

(®) Forensics mode () Standard mode

() Physical Disk W \PhysicalDrived: Partition 0 [500.00MB FAT32]

(i Image File
Select partition. ..

() Folder / Metwork Path

(I File Path

()volume Shadow Copy

Select shadow. ..

() BitLocker Encrypted Drive | arfifacts-0:)
Verify Key...
Display Mame

Usage example:
"Drive-C:\dirkfile.ext”

| Dirive-C

Make this the case default device

Add a device associated with a Windows drive letter to the casze.

g Forensics mode - Analyze the intnicacies of thefile system using O5Forensic's file

L. system layer implementation.
” Standard mode - Use 'Window's file system layer to perform an explorer-like analysis of
the drive.

Concel

Evidence Source
The user chooses from the following types of devices to add to the case.

Drive Letter
Add a device associated with a Windows drive letter to the case. The 'Mount Image' link opens
OSFMount for mounting image files to a drive letter.

Forensics mode - The file system is accessed via OSForensic's own file system layer,
bypassing normal Window file management mechanisms. This allows for deeper analysis of file
system objects (eg. NTFS metafiles), bypassing permissions, and ability to see files not visible
in Windows (eg. rootkit files). However, operations on the drive are slower.
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Standard mode - The file system is accessed via Windows file system layer (ie. explorer-like
access to files). This mode is quicker but does not have the same depth of access as in
Forensics mode.

Physical Disk

Add a physical disk partition attached to the system containing a valid file system to the case. This
allows access to partitions that are normally inaccessible in Windows such as hidden, unnamed or
unsupported (Linux’Mac) partitions. Physical disk partitions are accessed in Forensics mode since
they are not normally accessible in Windows.

Image File

Add an image file containing a valid file system to the case. The image file can contain a single
volume or multiple partitions under a supported partition scheme. Only a single partition can be
added as a device at one time via 'Select Partition'. Image files are accessed in Forensics mode
since they are not normally accessible in Windows. See Supported Image Formats for a list of
image file formats that are supported.

Folder / Network Path
Add a folder or network path to the case. Folder/network paths are accessed in Standard mode (ie.
Windows file system layer) since the physical medium of such paths are not accessible.

File Path
Add a single file path to the case. File paths are accessed in Standard mode (ie. Windows file
system layer) since the physical medium of such paths are not accessible.

Volume Shadow Copy

Add a Volume Shadow Copy for a supported NTFS volume. Shadow copies are backup copies of
data on a specific volume at a specific point in time. Shadow Copies are accessed in Forensic
mode since they are not normally accessible in Windows. See Support for Volume Shadow Copy
for more information.

BitLocker Encrypted Drive
Add an existing Case Device that is BitLocker encrypted to access the drive in decrypted, raw form.
See Support for BitLocker Encrypted Drives for more information.

Display Name

The user specifies a unique display name to assign to the device. The name must be 2-32 characters
long, and must not contain any special characters. Once the device has successfully been added, its
display name can be used to reference the device using the following syntax:

<display_name>:

Eg. dell-pc-vista:

Make this the case default device
When checked, the mounted device is set to the case's default device when successfully mounted.

Supported Image Formats

The following is a list of image formats supported by OSForensics when adding an image file to a case:

¢ Raw Image (.IMG, .DD)
e Raw CD Image (.ISO, .BIN)
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¢ Split Raw Image (.00n)

¢ Advanced Forensics Format* (.AFF, .AFD, .AFM)
e VMWare Image (.VMDK)

e EnCase Image (.EO1, .Ex01)

e EnCase Logical Image (.L01, .Lx01)

¢ SMART Image (.S01)

¢ VHD Image (.VHD)

*The supported version of Advanced Forensics Format is AFFv3 with zlib compression support.
Encryption and signatures are not supported.

4.1.2.2 Supported File Systems

The following is a list of file systems supported by OSForensics when adding a device to the case in
Forensics mode:
e NTFS (Windows) *
FAT16/FAT32 (DOS/Windows)
exFAT (Windows)
Ext2/Ext3/Ext4 (Linux/Android)**
HFS+/HFSX (Mac/iPhone/iPad)

* NTFS Compression is supported. Windows 10 'CompactOS' (ie. 'System Compression') is supported
for the XPRESS compression format. LZX compression is not yet supported.

**In some of the more popular Linux distributions (eg. Fedora, Gentoo, Ubuntu), the Logical Volume
Manager (LVM) manages the volumes in the system. This allows for a single, continuous volume to be
backed by one or more physical disk partitions for ease of management. However, when the physical
disks are imaged, the partitions appear as an 'LVM partitions' containing metadata regarding how the
partitions are arranged into the single volume. OSForensics is unable to rearrange the partitions back
into the single volume. To resolve this issue, an image of the volume must be created under Linux so
that the operating system handles the complexity of the LVM layer. This resulting image can then be
added to the case as it appears to OSForensics as a standard Linux volume.

4.1.2.3 Supported Partitioning Schemes

The following is a list of partitioning schemes supported by OSForensics when adding a device to the
case:

e Master Boot Record (MBR)
e GUID Partition Table (GPT)
o Apple Partition Map (APM)

4.1.2.4 Support for Volume Shadow Copy
Background

© 2017 PassMark™ Software



24

OSForensics

The Volume Shadow Copy Service is a backup technology from Microsoft used in Windows XP and
later operating systems. It is a mechanism for creating consistent point in time copies of data know as
shadow copies. Shadow copy technology requires the file system to be NTFS. Shadow copies are
stored on the volume and can be used to reconstruct the volume to a previous point in time.

Usage

Shadow Copies can be added to the case and used in various OSForensics modules. Shadow copies
are loaded on first use. The time to load a shadow copy is dependent on the number of shadow copies
existing on the volume and the size of the copies themselves. This means for larger drives, the time to
load can be quite substantial. Shadow copies changes are stacked, in the sense to access the oldest
shadow copy, the more recent shadow copies must first be applied to the volume. To decrease the
time needed to access shadow copies, OSForensics can cache up to 10 volume's set of shadow data
in memory (i.e. if drive E:\ has 4 shadow copies, the entire set will count as one toward the 10 limit).

r |
Select Volume [&J
Select Volume Volume Shadow Copies found on selected
|E:\ | |al -
SMAPSHOT Id = {4DB4E 1958-10BF-412A-5163-82AAB3ADGGES} -

- Shadow Copy Set Id: {F24F IEC4-E556-473F-B3DD-341 794406130}

- Creation Time: 6/22/2011 10:25: 15 AM E
- Shadow Filename: {e132d30a-9cee-11e0-a34f-000c29caaf} {38085 7ab-c176-9e4

- Originating Machine: HAVENS-WIN7TVM, fi.local

- Service Machine: HAVEMS-WINTVM, fic.local

- Provider: Microsoft Software Shadow Copy provider 1.0

- Atfributes: Mo_sAuto_Release Persistent Client_accessible Differential

SMAPSHOT Id = {A3DEB297-E174-4CCe-AF 1E-14B97E223B91} &7
1 I} 3

Mote: Volume Shadow Copies are still experimental. Exact spedification has not been publidy
released. Implementation is based off of the format spedfication document provided by
Joachim Metz. https: ffcode.google.com/plibvshadow

Open ] [ Cancel

Analyze Volume Shadow Copies

OSForensics provides a tool to find changes in files and directories between two shadow copies of a
single volume. By comparing the signature between two shadow copies, files that have been created,
deleted or modified can be determined within the period of when the snapshots were taken.
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3 Analyze Volume Shadow Copies

d Analyze Volume Shadow Copies

Base Wolume | Windows_7_Enterprise_x&4_E-0:\
"Mew” Volume | fShdw-9}Windows_7_Enterpriz|
"0ld” Volume | fshdw-2Windows_7_Enterpris\

Ignore Windows Temp Folders

Help

v | [ Analyze |

Hashset... Export... |¥| | Add to Case...
Name Volume Difference Create Modify o
\pagefile.sys {Shdw-a}window... Modified 2010-08-27, 6:44... 2016-12-08, 5:53...
WWDTFInstalText.log {Shdw-a}Window... New 20156-12-08, 5:39... 2016-12-03, 5:39...
\sExtend\sRmMetadata'\sTxfLogsTxfLog.bIf {Shdw-2}Window... Modified 2010-08-27, 7:32... 2016-12-08, 5:52...
\sExtend\sRmMetadata\$TxfLog\sTxflogContainerd0000. ..  {Shdw-3}Window... Modified 2016-10-22, 4:19... 2016-12-08, 5:52...
\Boot'\BCD {Shdw-3}Window... Modified 2010-08-27, 7:42... 2016-12-08, 7:26...
\Boot'\BCD.LOG {Shdw-3}Window... Modified 2010-08-27, 7:42... 2016-12-08, 7:26...
\Program Files (x86)\Application Verifierrfauto.dll {Shdw-3}Window... Modified 2014-10-24, 15:4.., 2014-10-24, 15:4...
\Program Files {x88)\Google\Update\Download\{8A63034... {Shdw-2}Window... Deleted 2016-08-26, 4:37... 2016-08-03, 9:03...
\Program Files (x88)\Google\Update\Instal\{C4763FB2-0E... {Shdw-2}Window... Deleted 2016-10-22, 8:42... 2016-09-25, 16:0... w
£ >
Shaw: all ~
Total Differences: | 1736 Total New: Total Deleted: Total Modified:
Total Size Change: New Size: Deleted Size: Modified Size:

Hashset
Create a hashset that includes all files in the comparison result.

Export
Export the comparison results to a text, CSV or HTML file

Add to Case

Add the comparison results to case as an CSV or HTML file

File System Browser

The File System Browser can display multiple shadow copy versions of a file alongside the most current
version. See Shadow Copies for details on its usage.

Implementation & Limitation

The specification of the Volume Shadow Copy has not been publicly released by Microsoft.
Implementation for Volume shadow copies is based on the work of Joachim Metz's document Volume
Shadow Snapshot (VSS)'.

Tlibvshadow - Library and tools to support the Volume Shadow Snapshot (VSS) format. Version 0.0.10.
Obtained on March 6, 2013
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4.1.2.5 Support for BitLocker Encrypted Drives

OSForensics is capable of accessing images or drives that are encrypted using BitLocker, provided
that a valid key is specified. The following key protectors are supported:

e Password
¢ Recovery Key (eg. 531135-570372-522236-480007-142241-640487-244519-333049)

o Startup Key File (.bek file)

Usage

To add a BitLocker encrypted drive to the case, the image file or disk must first be added in his
encrypted form. For example, an Encase image file of a BitLocker encrypted drive, bitlocker.e01, is
first added to the case.
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Select device to add

Evidence Source Help
() Drive Letter C:) Mount image. ..
Forensics mode Standard mode
() Physical Disk W \PhysicalDrived: Partition 0 [500.00MB FAT32]
(®) Image File D:\imageshitlodker.img | m

Partition: <entire image file =

() Folder / Metwork Path
(I File Path

()volume Shadow Copy

Select shadow. ..

() BitLocker Encrypted Drive | arfifacts-0:)
Verify Key...
Display Mame

Usage example:
"bitlocker: \dir\file. ext”

| bitlocker

Make this the case default device

Add an image file to the case.

- The image file can contain @ single volume or multiple partifions under & supparted
I' m partition scheme. See 'Help' for a list of image file formats that are supported.

Ok Cancel

Because the image file is encrypted, performing forensic analysis on this device is not very useful. To
access the drive in decrypted form, a "BitLocker Drive" device must be added to the case on top of the
image file device. Open the Add Device dialog and select 'BitLocker Encrypted Drive'. Select the
previously added image file device from the drop down list.
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Select device to add

Evidence Source Help
() Drive Letter C:) Mount image. ..
Forensics mode Standard mode
() Physical Disk W \PhysicalDrived: Partition 0 [500.00MB FAT32]
(i Image File

Select partition. ..
() Folder / Metwork Path

(I File Path

()volume Shadow Copy

Select shadow. ..

(®35itLocker Encrypted Drives | bitlocker:) »
Verify Key...

Display Mame

| {EDE}bitlocker Usage example:

“{EDE}bitlodker: \dirlfile. ext™

Make this the case default device

Add an existing Case Device that i1s BitLocker-encrypted as a new device to the case.

- On successful decryption of the drive, the contents of the drive can be accessed inits

I‘ E raw form.

Concel

To verify whether the drive can be decrypted, click on 'Verify Key..."' to specify the key needed to unlock
the drive. Select one of the key protectors to use and enter the corresponding key for the drive.
Unsupported key protectors are disabled.
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Enter BitLocker Key to Unlock Volume >

Please spedfy one of the following key protectors to unlodk the
volume,

@: dsswar

() Recovery Key

Startup Key File (. bek)

Cancel

Upon successful key verification, click OK in the Add Device dialog to add the device to case. After
entering the key one more time, the device should be accessible via any OSForensics module in
decrypted form.

4.1.3 Case Activity Log

When performing forensic investigations, it is important to maintain an audit trail of the exact activities
carried out during the course of the investigation for several purposes including the following:

o Debriefing of a completed investigation

¢ Auditing the activities of an investigation to determine whether proper procedures and protocols were
followed

e Educating and evaluating of investigators in training

OSForensics provides the option to specify whether activities performed in the case should be

automatically logged to a tamper-resistant log file on disk, producing a trace of all actions performed
during the investigation.

Enable/Disable Logging

Logging can be enabled/disabled when creating a case for the first time or when editing an existing
case in the Case Management window
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Mew Case

Case Mame
Investigator
Organization

Contact Details
[ | custom 1
[ | custom 2
Timezone
Default Drive
Acquisition Type

Case Folder

Help

Local (GMT +3:00)

Ci\ [Local]

() Live Acguisition of Current Machine

(®) Default Location

Cl Custom Location

(®) Investigate Disk(s) from Another Machine

| Ci\UsersKeith\DocumentsPassMark\OSForensics\Cases),

Browse

|:| Log case activity

Case Narrative

Load Template

Text editor will be disabled until the case is created.

‘You can start editing the case narrative text once a case is opened by going to Edit Case Details. ..

Cancel

Adwvance Edit...

Viewing the Log

Once logging is enabled, the log can be viewed by clicking the "View Log" button in the Case
Management window, as well as the "View Log" icon in the "Case Management" group under the Start

tab.

© 2017 PassMark™ Software



Features

31

|| Case Activity Log >
Help
Export Log... | | Generate Report...
Filter...
Verbosity Timestamp Module Investigator Log Text -
wdDetail  2015-04-30, 15:35:37 SUsnrnl Viewer EM Activity Monitor: Task Started (CreateVerify Hash)
VMinDr 2015-04-30, 15:35:37 SUsnrnl Viewer EM Calculating MD5 hash on plain text "123456"
B Info 2015-04-30, 15:35:37 SUsnrnl Viewer FM Calculated hash: e 10adc3949ba 5% bbe 560572038 3
wdDetail  2015-04-30, 15:35:37 SUsnrnl Viewer FM Activity Monitar: Task Stopped (Create /Verify Hash)
wdDetail  2015-04-30, 15:35:34 SUsnrnl Viewer PM Activity Monitor: Task Stopped (Create /Verify Hash)
wdDetail  2015-04-30, 15:35:33 SUsnrnl Viewer PM Activity Monitor: Task Started (CreateVerify Hash)
vr\"linor 2015-04-30, 15:35:33 SUsnrnl Viewer PM Calculating MDS5 hash on @ 123456
wdDetail  2015-04-30, 15:34:53 Plist Viewer PM Activity Monitor: Task Started (Hash Sets)
w#Detail  2015-04-30, 15:34:53 Plist Viewer PM Activity Monitor: Task Stopped (Hash Sets)
w#Detail  2015-04-30, 15:34:53 Plist Viewer PM Activity Monitor: Task Stopped (Hash Sets)
vMinor 2015-04-30, 14:55:02 Password Recovery EM Rainbow table generation finished
iiDetail  2015-04-30, 14:55:02 Password Recovery M Activity Monitor: Task Stopped (Password Recovery)
ioiDetail  2015-04-30, 14:54:38 Password Recovery M Activity Monitor: Task Started (Password Recovery)
vMinor 2015-04-30, 145438 Password Recovery EM Generating rainbow table and exporting to "C:\ProgramData\PassMark\Ost
vMinor 2015-04-30, 14:51;52 Password Recovery FM Rainbow table generation finished
dDetail  2015-04-30, 14:51:52 Password Recovery PM Activity Monitor: Task Stopped (Password Recovery)
dDetail  2015-04-30, 14:51:28 Password Recovery PM Activity Monitor: Task Started (Password Recovery)
vMinor 2015-04-30, 14:51:28 Password Recovery M Generating rainbow table and exporting to "C:'\ProgramData\PassMark\OSF
i Detail  2015-04-30, 14:51:21 Case Manager PM Loaded Case "MewCase” from disk (C:\Users\Keith\Documents'\PassMark\0 w
4 >
Showing 122613 of 122613 messages Verbosity Level | Detail w

The log window displays a list of log entries ordered chronologically. The verbosity of the displayed log
entries can be changed by selecting one of the following verbosity levels, from lowest to highest:

e Major - Includes all major activity related to the case itself, such as when it is first created.

¢ Minor - Includes start/completion of all significant forensics activity, such as file name searching,
index creation, deleted file searching, efc.

¢ Info - Includes all supplemental forensics activity performed, such as exporting results to disk,
adding files to case, efc.

o Detail - Includes details of the subtasks that are being executed internally while major forensics
operations are being performed.

Selecting a verbosity level will include all log entries marked with the specified verbosity level and lower.
For example, selecting 'Minor' will include all log entries that are marked as 'Major' or 'Minor'.

Filter...
Clicking on the "Filter" link allows the investigator to filter the log entries by module.

Export Log...
Export the log to a text or CSV file

Generate Report...
Generate an HTML or PDF report of the log

Tamper-resistant Log File

To maintain the integrity of a case's recorded history, the log file has built-in security mechanisms for
verifying whether or not it has been tampered with. The log file itself is stored in an encrypted format
and can only be viewed when the case is opened within OSForensics; it cannot be viewed as-is using a
text viewer like Notepad or when another case is opened in OSForensics. In order to prevent log
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entries from being inserted, removed, or re-ordered, each log entry is encrypted using a key linked to
previous log entries. This key is destroyed immediately after the log entry is written. In addition, several
layers of integrity checks (ie. hash chains) are computed for each log entry that serves to verify the
integrity of all previous log entries.

Note: The security mechanisms in place cannot prevent a user from corrupting or deleting the log file;
it can only detect whether or not the contents of the log file have been compromised. Once the log file
has been tampered with, the contents may or may not be recoverable. That is why it is always a good
idea to make periodic backups of your case files.

File Name Search

The File Name Search Module can be used to search for names of files and folders that match the
specified search pattern.

- Hel

<3 File Name Search =P
Search Sting |“.gif;“.png;“.bmp;“.ipg;“.ipeg;".ipe;“.tif;".tiff Presets | Images w Search
Start Folder |Windnws_?'_Enterpri&e_MEtl_E-D:‘\USers\Puinc\Picturex‘\Sample Pictures Config...

Canfig: Folder names, Sub folders

File Details  File List  Thumbnails  Timeline

[ I N [ ~ coma u A
sia E.E Wl
Windows_7_Enter... Windows_7_Enter... Windows_7_Enter... Windows_7 Enter... Windows_7_Enter... Windows_7_Enter...
Pictures\Chrysant... Pictures\Desert.jpg  Pictures\Hydrange... Pictures\Jellyfish.jpg  Pictures¥oala.jpg  PicturesiLighthous. ..
[ -
Windows_7_Enter.., Windows_7_Enter...
Pictures\Penaguins.... Pictures\Tulips.jpg
W

Items Found; Thumbnail Size: I Soting: | Mame w
|termns Searched: IZ' Current Folder: |5'3~?ﬂ'3|"I Complete

Basic Usage

A basic search simply involves entering a search string and location. Any files or folders that contain the
search string within their name will be displayed in the search results. For instance, searching for "File"
will match "file.txt", "test.file" or "MyFile.doc". The basic search is case insensitive.

Presets

You can select one of the preset search options to quickly locate files of certain file type (eg. image
files or office documents). These presets can be customized by altering the FileNameSearchPresets.txt
file in the OSForensics program data folder (generally C:\ProgramData\PassMark\OSForensics). Each
entry requires 3 lines in this file, a name, a search string and a line representing the configuration
options that can be set. This file needs to be opened and saved in Unicode format.
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Multiple Searches
To run multiple different searches at once by separating the terms with the ';' character.

Wildcards
You can use "' or '?" as wildcards within the search string.

"' represents any number of characters
'?' represents a single character

If a wildcard is entered anywhere in the search field, wildcard matching is enabled on all search terms.

When wildcard matching is enabled, you will need to explicitly add "' to the start and end of the search
term if you are trying match a word that may appear in the middle of a filename.

More Advanced Options

By clicking the "Config..." button you will be taken to the File Name Search Configuration window where
more advanced options can be selected.

Results

The results of the search are displayed in one of several views, along with a summary of the number of
items searched/found. Right-clicking a file opens the following context menu.

ures\Sample Pictures

View with Internal Viewer... Enter 7/13/2009, 10:32:31 PM
Open (Default Program) Shiad IS 2016, 11:36:49 AM
Desert Open with...
@ Locatio o ures\Sample Pictures
Size: 82 Open Containing Folder 7/13/2009, 10:32:31 PM
Access: Show File Properties... Ctrlel  £9/2016, 11:36:49 AM
Hydrar Print
@ Locatio ures\Sample Pictures
Size: 5& 7/13/2009, 10:32:31 PM
Accesse Add Results to Case... 5/2016, 11:36:49 AM
| Jellyfis Export Results to ¥
@ Locatio ures\Sample Pictures
Size: 7° Toggle Check Space  {7/13/2009, 10:32:31 PM
Accesse Check All Ctrl+ A 15/2016, 11:36:40 AM
| Koala.j
H Locatio 1 item(s) checked * Add to Case >
Size: 7L - ey " o -
Accessed: 7/13/2009, 10:32:31 PM, MFT/Attr. Modfied: 8, ~ RemoveFile(s) from Case |
I Lighthouse.jpg Bookmark >
@ Location: Windows_7_Enterprise_x64_E-0:\Users\Public\Pic Look up in Hash Set
Size: 548.1 KB, Created: 7/13/2009, 10:32:38 PM, Modifie P

Accessed: 7/13/2009, 10:32:31 PM, MFT/AfLr. Modified: 8,

|_ Penguins.jpg

1 itern[z] checked

tarns Fenmad:

R

View with Interval Viewer
Opens the file with OSForensics Viewer to perform a more thorough analysis

Export list to
Save to disk...
Ctrl+C

Copy files to Clipboard

TRI=r2=
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Open (Default Program)
Open the file with the default program

Open With...
Allows the user to select the program to open the file

Open Containing Folder
Opens the folder than contains the file

Show File Properties
Opens the file with OSForensics Viewer in File Info mode.

Print...
Print the file (if applicable)

Add Results to Case...
Add the list of results as an HTML or CSV file to case

Export Results to
Export the list of results to a TXT, CSV or HTML file

Toggle Check
Toggle the check state of the selected item.

Check All
Check all the items in the list.

n Item(s) checked

Add to Case
Add the checked file(s) or list of checked file(s) to the case

Remove File(s) from Case
Remove the checked file(s) from the case

Bookmark

Green
Add/remove selected path from the list of Green bookmarks. Keyboard shortcut: Ctrl+G

Yellow
Add/remove selected path from the list of Yellow bookmarks. Keyboard shortcut: Ctrl+Y

Red
Add/remove selected path from the list of Red bookmarks. Keyboard shortcut: Citrl+R

Look up in Hash Set
Verify whether the checked file(s) are contained in a hash set in the active database. See Hash Set
Lookup.

Export list to
Export the list of checked file(s) to a TXT, CSV or HTML file
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Save to disk...
Save the checked file(s) to a location on disk.

Copy File(s) to Clipboard
Copy the checked file(s) to clipboard. Once copied to the clipboard, the file(s) can be pasted to any
other application that supports it (eg. Windows Explorer).

Note: In some cases, copy and pasting files to an explorer window may fail without an error
message when "preparing to copy". This may happen if the file has already been deleted (eg a
temp file) or if Windows Explorer does not have permissions to access the files (eg restricted
system files and folders). In these cases, it is better to use the "Add to case" function.

4.2.1 File Name Search Configuration

The File Name Search Configuration Window allows for setting advanced options for the File Name
Search. This window can be accessed by clicking on the "Config..." button in the main File Name
Search window.
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File Marne Search Configuration

-5 . Hel
| Configuration =R
Caze Senszitive D File Size Limits:
Search far Falders Names ki | | k.B
i al
Search in Sub Folders Max | | kB
Match Whole Word Only ]
File Attributes:
Archive ] Read-only ]
Compreszed ] System ]
Encrypted ] Reparze Point ]
Hidden ] Sparze file ]
Creation D ate Range: tadity Date Bange:
From |[] 04-Feb-201E [E+ From |[] 04-Feb-2016  [E+
To |[J 04-Feb-201E [E To |[J 04-Feb-2016 [E+
Accesz Date Range: MFT Modify Date
From |[] 04-Feb-2016 [E~ From |[] 04-Feb-2016 [E~
To [ 04-Feb-2016 [E To [ 04-Feb-2006 [Ew

] Gather alternate stream info [slow)
kinimum number of alternate streams

Minirum zize of alkernate streams K.B

Case Sensitive
If checked, searches will be case sensitive. This option is disabled by default.

Search for Folder Names

If checked, folder names will also be included in searches, not just filenames. This option is enabled by
default.

Search in Sub Folders
If checked, sub folders will also be included in searches, not just the files in the start directory. This
option is enabled by default

Match Whole Word Only

If checked, results only include whether the search string is matched as a discreet word in the file
name. In addition to spaces, the following characters are used as breaking characters around a word
" -.O[ " For instance, searching for "Test" with this option enabled would return files like "_Test.txt",
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"A(Test).jpg", "This is a Test.docx" and "file.test". But it would not return "testing.txt", "testimony.pdf" or
"contest.zip".

This option is disabled by default. This option has no effect on wildcard searches.

File Size Limits
Allows the user to specify file size limits for search results. The user may enter either a minimum,
maximum, both or neither. The only restriction is that the maximum must be larger than the minimum.

File Attributes
Filters the search results based on the file system attributes that are checked.

Archive
A file or directory that is an archive file or directory, which is typically marked for the purpose of
backup or removal.

Compressed
For a file, the data is compressed. For a directory, newly created files and subdirectories shall also
be compressed.

Encrypted
For a file, the data is encrypted. For a directory, newly created files and subdirectories shall also
be encrypted.

Hidden
A file or directory that is hidden, and are typically not shown in a directory listing.

Read-only
A file that cannot be written on or deleted. This attribute does not have any meaning for directories.

System
A file or directory that is used by the operating system.

Reparse Point
A file or directory that has a reparse point, which is typically used as a symbolic link.

Sparse file
A file that is a sparse file (eg. data is mostly zeros)

Creation Date Range
Allows the user to specify the creation date range for the search resuilts.

Modify Date Range
Allows the user to specify the modify date range for the search results.

Access Date Range
Allows the user to specify the access date range for the search results.

MFT Modify Date Range
Allows the user to specify the MFT modify date range for the search results (if applicable).

Gather alternate stream info
Selecting this option will gather information about alternate NTFS data streams within a file. Turning this
on will slow down the search slightly.
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4.2.2

Minimum number of alternate stream

A file must have at least this many alternate data streams to be included.

Minimum size of alternate streams
The total combined size of all alternate data streams must be at least this much for the file to be

included.

File Name Search Results View

The user may view the file name search results in one of several views.

File Details View

File Detailz  File List

[] File Mame

[ " CosPlpd

[ = CyControlCenter. pdf
=
=

CyControlCenter. pdf
CelISB.MET. pdf
CelISE.MNET. pdf
ColISB . pdf

ColISE. pdf

[ Eﬂ Decrypted - Things to ...
Decrypted - Things to ...

DrefaultlD. pdf
Diftkd erge. pdf
dml.doc
dml.doc
Dynamic. pdf
EMUtst.pd

T ..

AT 1T 11T T
oM | B A A

Itermnz Found:

Thumbnailz

Decrypted - Things to .
Decrppted - Thingz to ...

Timeline

Location

Dirive-C:A\CopresshEZ-JSE F=3 .
Dirive-C:ACoprezshEZ-JSE F=3
Dirive-C:ACypresshEZ-USE F3
Dirive-C:A\CopresshEZ-JSE F=3 .
Dirive-C:A\CopresshEZ-JSE F=3 .
Dirive-C:ACoprezshEZ-JSE F=3
Dirive-C:ACypresshEZ-USE F3
Dirive-C:A\$Recycle Bint5-1-5-21..
Drive-C:A$Recycle BinhS-1-5-21...
Drive-C:A$Recycle Bin\5-1-5-21. .
Dirive-C:A$Recycle BinhS-1-5-21...
Dirive-C:WProgram Files [#861ad...
Dirive-C:A\Program Files\Source. ..

Dirive-C:WProgram Files (2861w,
Dirive-C:AProgram Files [861WW...
Dirive-C:WProgram Files [#861ad...
Dirive-C:A\Program Files [=86]Wad...

Type

Adobe Acrobat Docu...
Adobe Acrobat Docu...
Adobe Acrobat Docu...
Adobe Acrobat Docu...
Adobe Acrobat Docu...
Adobe Acrobat Docu...
Adobe Acrobat Docu...
Microgoft Qffice Powe. ..
Microzoft Office Powe. ..
Microsaft Office Powe. .
Microzoft Qffice Powe. ..
Adobe Acrobat Docu...
Adobe Acrobat Docu...
Microsaft \Word 97-20...
Microzoft Word 97-20...
Adobe Acrobat Docu...
Adobe Acrobat Docu...

[rate modified

1042342015, 11:10:32 &M. 2938626
10/23/2015, 11:10:32 &M 4238628
10/23/2015, 11:10:31 AM.0348533
104234205, 11:10:35 AM.1 708670
1042342015, 11:10:32 &M.3303633
10/23/2015, 11:10:32 49008633
10/23/2015, 11:10:33 &M, 2603644

104442016, 4:39:46 PH.3107379
104442016, 4:39:35 PH.5540922
104442016, 4:39:46 PA.6839852
104442016, 4:39:38 PM.7217035
3174205, 1:34:12 AM. 0000000
1042342013, 2:18:32 PM. 0000000
373042015, 6:56:16 PM.0000000
373042015, 7:10:32 PH.0000000
3174205, 1:34:12 AM. 0000000
37205, 1:34:12 AM. 0000000

Soming: | Mame

Items Searched: | 55801 Current Folder: Search Stopped

The File Details View displays the search result in a table format, listing the file names along with
relevant attributes and metadata.

File List View
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File List | T hurnbhails | Timeline|

About Stacks.pdf
Location: macos-0:

Size: 455.1 KB, Created: 17/06/2009, 3:23 PM, Modified: 23/05/2011, 11:36 PM
Accessed: 17/11/2011, 4:00 PM, MFT/Attr. Modified: 17/11/2011, 4:09 PM
AscendingArrow.png

.- Location: macos-0:

Size: 427 Bytes, Created: 11/06/2011, 3:24 AM, Modified: 11/06/2011, 3:34 AM
Accessed: 17/11/2011, 4:09 PM, MFT/Attr. Modified: 17/11/2011, 4:09 PM
cpu2.png

Location: macaos-0:

W .
A" Size: 4,48 KB, Created: 28/04/2011, 3:50 PM, Modified: 28/04/2011, 3:53 PM
Accessed: 17/11/2011, 4:09 PM, MFT/Attr. Modified: 17/11/2011, 4:09 PM
fseventsd-uuid
Location: macos-0:\.fseventsd
Size: 36 Bytes, Created: 17/11/2011, 4:03 PM, Modified: 17/11/2011, 4:10 PM
Accessed: 17/11/2011, 4:10 PM, MFT/Attr. Modified: 17/11/2011, 4:10 PM
git-favicon.png
W.m Location: macos-0:
A Size: 115 Bytes, Created: 28/06/2011, 3:33 AM, Modified: 28/08/2011, 3:33 AM
Accessed: 17/11/2011, 4:09 PM, MFT/Attr. Modified: 17/11/2011, 4:09 PM -
ltemz Found: &7 Sarting: IName -
ltems Searched: B7 Current Folder: Search Complete

The File List View displays the search result as a list of file names, along with the corresponding
metadata and icon. The results are sorted according to the criteria selected in the Sorting combo box.

Thumbnails View
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Thumbnailz | Timeling

€

macos-0:.Spotligh... macos-0:\memary.... macos-0:Yut_and... macos-0:\.5potligh... macos-0:phone, png

Q o s

macos-0:4.5potigh... macos-0:\SMIUSE  macos-0:lsmiley.png  macos-0ilstar.png macos-0:\star2.png
DISK Media,.dmg

lI.-'-'..-

m

b X
H_‘_.-‘-:_-
o o A &
)=l eyt macos-0: Y. Spotligh... macos-0:\.5potigh... macos-0:\.5potiig... macos-0:%.Spotigh...
V100\Store-V1 -
[tems Found: &7 Thurnbnail Size: D Soarting: [Name -
ltems Searched: BY Current Falder: Search Complete

The Thumbnails View displays the search result as a list of thumbnails as well as with its file path. This
view is useful when searching for media files, allowing the user to quickly browse through the thumbnail
images. Similar to the File List View, the results can be sorted via the Sorting combo box. The size of
the thumbnails can be adjusted using the Thumbnail Size slider bar.

Timeline View
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| File List | Thumbnails | Timeline |

OO0
[}
2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014
[terns Found: 135052 Date fiter: | badify Date - Sorting: | Mame -

ltemsz Searched; 135052 Current Folder: Search Stopped

The Timeline View displays an interactive bar graph providing the user with a visual view of the
distribution of files with respect to the date of the files. This view is useful for identifying date ranges
where significant file activity has occurred. The granularity of the scale can be adjusted by clicking on
the bar graphs to zoom in or the '-' button on the top-right corner to zoom out. Each bar is colour-coded
by file type. Right-clicking a bar section brings up the following menu:

Show these files
Export to HTML
Export to Text

—_— Export to C5V —
o 2005 2014

Show these files
Filter the results to show only those that belong to the selected time bar

Export to HTML
Export the results contained in the highlighted bar to HTML

Export to Text
Export the results contained in the highlighted bar to text
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4.3

4.3.1

Export to CSV
Export the results contained in the highlighted bar to CSV

Indexing

Indexing allows you to search within the content of many files at once. Unlike the other search modules
which only inspect filenames and other surface criteria, indexing allows you to perform deep searches
inside the content of PDF documents, Word files, E-mails, image meta data and much more.

In order to do this, you must first create an index for the set of files you wish to examine. This is a
thorough process which scans and analyzes the files and builds an index (consider it to be a more
sophisticated version of what you would find in the back of a book), which can then be used to perform
searches on.

The following modules are used to perform index-based searches.

Create Index
Module that performs the initial index generation required for an index-based search

Search Index
Module that performs an index-based search using the index files created via the Create Index module.

Create Index

Creating an index allows the investigator to perform lighting fast, content-based searches across the
entire drive or section of the drive. This process involves scanning the content of files and emails on the
hard drive, and then constructing an index of the words found.

TIP: 64-bit OSForensics is highly recommended when indexing large sets of data.

If you are having problems with the indexing not completing properly or having a lot of errors see this
page for common causes and solutions.

The indexing process is presented as a wizard.

Step 1: Select File Types to Index
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Step1ofs

Wwhhat types of files waould vou like to index?

(®) Lze Pre-defined File Types

[] Emails Attachments []Plain Test Files [] System hibermnation and
paging files
[] Office + PDF Documents []*eb Files + =ML

[]ZIF and compressed archives [ &0 Other Supparted File Types

[Images ] Unknown Files
Check, All ncheck All

() Usge Custam Template [Sdvanced];

Template File bypes A Create Template. ..
all.zcfg _pat;.mzg;.eml;. mbox;. mbx;. dbs;. maf;. doc;. dat;.pp Impart Template. ..
dat.z.cfg .dat; [Mo exts] B e,
email. z2cfg .pat; ozt maa;. eml;. mbos;. mbe;. dbe;. st o

M ext

In this step you must select what kind of files you wish to index. You can select between a predefined
set of file types or you can specify more advanced indexing options via templates. In general, the more
file types that are selected, the longer and more resource consuming the indexing process will take.

E-mails
Scan e-mail files found on the disk. Supports pst, msg, eml, mbox and dbx files.

Attachments
Scan all attachment documents found in email messages.

Office + PDF Documents
Scan Microsoft Office documents, OpenOffice documents and PDF files.

Zip Files

Scan zip archives for files that match the other selected types. As such you should select other file
types along with this option as zip files are merely containers and don't contain much interesting
information in and of themselves.

Images
Scan image files for metadata information. Supported types are jpeg, gif, tiff, png and bmp.

Plain Text Files
Scan plain text files and rich text documents.

Web Files + XML
Scan HTML web pages and documents including PHP, Perl, JavaScript, CGl, ASP/ASPX, and
Shockwave Flash files.

All Other Supported File Types
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Scan all other supported types of files supported by the indexing process. This includes the following file
types: .nfo, .dat, .wpd, .mp3, .dwf, .torrent, .mht, .avi, .wmv, .mpg, .mpeg, .rmv, .rmvb, .flv, .mov, .qt, .
exe, .dgn, .wma, .tar, .gz, .cab, .rar, .psd

Unknown Files

Scan files whose type cannot be determined by their extension or have no extension at all. The indexing
process will attempt to identify what kind of file it is dealing with. This option can somewhat increase
indexing time as a far greater number of files will be scanned.

System hibernation and paging files
Scan system hibernation file (hiberfile.sys) and system page files (pagefile.sys). Text strings will be

extracted from these system files, which are typically very large. This option will significantly increase
indexing time and indexed data. We advise a separate index for these files.

Step 2: Location and Advanced Options

Step 2of S

Wwhich drive(z) or folder(s) would you like to index?

Start Folder Type Add...
Drive-C: Folder Mo
R
unallocatedchusters: /fext2-0; Unallocated Clugters lﬁ/
able2-1:\home'john Falder
Back | | M et

In this step, you will specify start directories where OSForensics will scan for files to index. Click the
'Add' button to specify the start location you want to add to the list:
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Add Start Location

=

i@ Whole Drive

() Spedfic Folder

[Dri'u'e—C =\

)

Drive indexing options: Imdex files anly v]

Drive-Ciy,

Index unallocated custers only
Index both files and unallocated dusters

‘

[ OK ][Cancel]

b - —

45

You may specify an entire drive, or a specific directory (eg. "My Documents" folder) to index. For
Whole Drives, you have the option to scan the drive's unallocated clusters as well. However, this will

greatly increase the indexing time and resource requirements. Indexing of unallocated clusters is
available for all supported file systems.

If you choose to index unallocated clusters, then the file types you have selected are ignored for the
data found in the unallocated clusters. In a sense there are no files in unallocated clusters. Any data
found in unallocated clusters is treated the same. The strings are extracted and added to the index.
Even if, for example, a fragment of data in unallocated clusters was once part of an .doc file, it still isn't
processed like an Word document. Only string extraction is done.

Step 3: Case Details

Step 3 of o

Fleaze enter zome details for the index

[ndex Title

by [ndex - C 1]

|ndex Motes

|rdex of files in:
I:.

uﬁallucatedclusters:x’.-"t:

ablez2-1:\home'john

File extenzions:

ipd, jpea, jpe, oif, G, b, pra, bmpl

Back ] [ Start Indexing

In this step, you will need to enter details for this index to be added to the case. If you do not have a
case open, you will be prompted to create/open one before moving to the next step. This step allows
you to specify a title and notes for your index that will be stored in the case.

© 2017 PassMark™ Software




46

OSForensics

Step 4: Pre Scan

Stepdof &

Performing Pre-Scan, please wait...

Current File:  C:\pazsmarkiconex_v_bundle_icoiconesperience’y_collections_ico
hzoftware_araphice_mediabrecaord_run.ico

05Forenzics needs to gather some basic information about the files that are
going to be indexed betare the process beaginzs. This step usually won't take
more than a few minutes, except in the caze of zcanning unallocated
zectorz, in which thiz step can take guite a while.

Cancel

During this stage, OSForensics will conduct a preliminary scan of the location and files you have
specified in order to set limits for the indexing process. If you have manually set these limits in the
advanced indexing options, then this step will be skipped. Barring any errors in this step, it will
immediately move on to the final stage where indexing begins.

Step 5: Indexing
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Stephofs

Filez Indexed
Emails Indexed
Emors

W arnings
Total Bytes

[Inique *Words

Ba4 Start Tirne

Finigh Tirne
2 Time Elapzed
12 Peak Phys. Mem. Uzed
7.00ME Peak Virt. Mem. Used
B1527 M ax File & Emailz

061114 15:41:25

00:00:14

393 ME

511 ME

15770

Current Action  Indexing

Current File able2-3:%dochlile-0.21\README

Cancel ] [Elpen Log...

The index is now being created. This process can take quite a long time depending on the options
selected. To view the log in real-time while indexing is being performed, click on 'Open Log..." to bring
up a log window as shown below.

r'.'.gIm:lechg “ — 81
Show message options
[#]indexing ] Error [ mnitislization [¥]Plugin
[CIskipped ~ [¥] warning [¥]File 1/0
[T Filtered [¥] Information [¥] summary

v
v
v
& P
L4
v
v
v
v
v
v
v
v
v
v
v
L4
v
v
v

Showing 3891 of 4072

aged. gif
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4.3.1.1

4.3.1.2

The log entries can be filtered according to the message type.

At the end of the indexing process, if no critical errors occurred, you will now be able to search against
the index via the search index module.

Additional Information:

See the following pages for more detailed information about the specifics of some of the data
gathering.

Advanced Indexer Options

Indexing Problems and Solutions

Indexing Problems and Solutions

The indexing process fails due to not enough memory

Indexing uses a lot a memory, especially for large file sets. If indexing a large number of files it is highly
recommended to use the 64-bit version of OSForensics if possible which has far higher memory
capacity (also a machine with lots of physical memory will help). If this is not possible, or you are still
encountering errors even with this, there are a few other things you can try.

Don't index unallocated sectors, this is a highly intensive operation.

Breaking up the index into several smaller indexes. For example, one for emails, one for office
documents or an index for the "Program Files" directory and an index for the "Users" directory. This will
mean that each index will need to be searched separately however it will allow you to overcome the
limitations of the indexing process.

Reducing the maximum file size indexed in the advanced indexing options can also greatly reduce the
amount of memory needed. 99% of files indexed will probably be less then 1MB, however if the pre-
scan detects a single 1GB file the indexing process will use that much extra memory. By excluding a
few very big files you can greatly reduce the memory requirements.

The log file shows a lot of errors about files being locked

If you are indexing an active system drive (the drive windows is running from) this is quite common as
many programs and windows itself will be using the files on the drive making them inaccessable. Usually
these files are system files without much interesting text in them and this should not be a problem.

The log file says the max number of pages was reached

During the pre-scan step OSForensics tries to detect the number of files that will be included in the
index and sets this as the maximum the indexing process will scan. Because the pre-scan is a rough
and fast scan it may sometimes get this wrong. If this is the case you should try indexing again by
setting the maximum pages manually in the advanced options.

Limits on recursive indexing

When indexing archive files like ZIP, there is a limit to the number of recursions that can take place. For
example, when a ZIP file contains a ZIP file, this requires a recursive indexing. OSF is currently
designed to index up to 16 levels of recursion in archive files.

For e-mails containing attachments (which may themselves be another e-mail containing yet another
attachment), OSF will successfully index recursively until the URL is too long to return meaningfully as a
search result. There is no fixed depth limit for recursively indexing e-mail attachments.

Indexing Templates

Templates allow the user to specify advanced indexing options in cases where the predefined options
are insufficient for an investigator's analysis needs. To use templates, select the 'Use Custom Template'
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button from Step 1 of the index creation procedure.

@ Usze Custorn Template [Advanced):

Template File types [ Create Template... ]
all.zczfg _pat.mag;.eml; mbos; mbe; dbe;maf ;. doc;. daot . pp... [ Impart Template... ]
images.zcfg IPg;.ipeg;. jpe;. gif b4 prg;. brop [ Edit Template. . ]
web,zcfg kbl btz kbl skt smlz, shtml; phpc. phip3s.as...

Create Template..,

Irmport Template...

Delete Ternplate

Edit Ternplate...

Refresh

Create Template

To create a new template, click the 'Create Template' button or right-click menu option. You will be
prompted to specify a set of file types to be scanned as part of the indexing process via the Advanced
Indexing Options window. Once the settings have been finalized, you will be prompted to specify a
name for the template file.

Import Template

A template can be imported from an existing .zcfg file, which can be an existing template or a Zoom
configuration file. Once the file is selected, the settings are propagated to the Advanced Indexing
Options window where the template can be further refined.

Delete Template

Deletes the template file from OSForensics

Edit Template

Opens the Advanced Indexing Options window where the existing template can be modified.

4.3.1.2.1 Advanced Indexing Options

The Indexer Advanced Options allows users to configure various indexing parameters. This window can
be accessed when Creating or Editing a template.
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o Create Ternplate

Scan Extensions Page and folder skip list
File extensions to be scanned = Fileffolder names containing any of the
W (eg: .html, .htm, .php) f Following will not be scanned.
Extension  File bype Each word must be on a new line.
.pst Cuthook e-rmail ... * doc -
msg Cutlook e-mail ... :-dﬂt
eml Mbox e-mail are... *EEE =
mbao Mbox e-mail arc.., * piok
b Mbiox e-mail are. .. :-X|5
Jdbx Outlook Expres, .. *Iﬁlotcx
rsf Mozilla Mail Sum. .. * Dl
* sy
* . dotx
*pdf
*.odt
* suw
*.ods
* odp
Scan files with no extensions *zip =

Scan files with unknown extensions
Skip Files or directories that begin with an

&dd Remawe underscore (eq. "_notes")

Indexing options Languages

/| Title of il [V|Meta keywards/tags Enable accent diacritic insensitivity

/| Fil tent || Meta d ipki
e COMen Fta festription Enable support For Chinese/Japanese

o | Filenarmne V| Meta author (Greatly reduces effectiveness with other languages)

X3

Help
Limniks
F]I Mormally, limits are automatically set by

O5Forensics, Howewer, there are cases
where they need ko be set manually,

Enable Customn Limits

Max # of files | 200000

Max file size | 102400 |KB (100,00 MB)

Stemming

Stemming allows search results to match words
which are similar or derived From your search
waord,

For example, the word "fish" will match
"fishes", "fishing", "fished", etc.

| Enable stemming For:

|English - |

Binary String Extraction Level

| Default - |

| Cancel | [ oK ]

Scan Extensions

The list of file types whose contents will be scanned are configured here. Typical file extensions are
added to the list by default. To add a new file extension, click the 'Add' button.

¥ Add extension - 28 -

Add extension to scan:

File type: HThAL tet hd |

Mate that file type will be pre-selected far any
recognized file extensions.

I ] | Cancel |

The user must specify the file extension and the associated file type to include the new file extension in
the indexing process. To remove a file extension, click the 'Remove' button

Scan files with no extension

If checked, files without an extension are included in the indexing process
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Scan files with unknown extension
If checked, files not included in the list are included in the indexing process

Page and folder skip list

Pages and folders containing particular words can be excluded from the scan by adding the words to
the list. Note that the folder the created index files are written to is also automatically added so that the
indexing process does not index the files it is creating. This folder is a sub folder of the currently active
case folder.

Skip files or directories that begin with an underscore when indexing offline
If checked, files or directories that begin with an underscore will be excluded from the scan when
indexing offline

Limits

Limits allow users to manually configure indexing limits, which may need to be done in special cases. To
enable custom limits, check the 'Enable Custom Limits' checkbox.

Max. files to index
Maximum number of files to scan and include in the index

Max. file size indexed
Maximum file size that can be indexed, This limit does not apply directly to containers such are zip and
mail files (but does apply to the files extracted from within them).

Stemming

Stemming refers to similar words that derived from search terms. For example, searches for "fish"
would return results for "fishing", "fishes", and "fished". To enable stemming, check the 'Enable
stemming for:' checkbox and select a language.

Accent/diacritic insensitivity
This will map all occurrences of accented characters to their non-accented equivalent (eg. 6, 0, 6, etc.

will all be treated as “0”). With this enabled, a user can enter the search word “cliché” and it will find all
occurrences of the word on your website spelt as either “cliché” or “cliche".

Unallocated
Allows for indexing of text found in unallocated sectors of the hard disk.

Binary String Extraction Level

When trying to get words out of binary data the indexing process has to make a decision as to what is
a word and what is just random data. Changing this option will determine how lenient/strict the indexer
is when making this decision. Generally leaving this on default, the most strict option, is recommended
as this will aggressively remove nonsense data a keep the index to a more manageable size. The Code
Words setting is useful if you are trying to find things like passwords missed by the default option. The
Extreme option will pull out a lot of data, much of which will be nonsense, in most cases this option will
not be needed.

© 2017 PassMark™ Software



52

OSForensics

4.3.2

Search Index

The Search Index module performs the actual search using the index generated via the Create Index
module. Unlike the File Name Search, the contents of the file are searched (as opposed to just the
filename) for the user-specified search words.

\:q Search Index Help

Enter Search Words  hews [ Search ] |.&dvanced...|

Index ko Search | ty Index - C pazsmark email pst A | | Use ‘word List File... |
+ 1 mare indices
Filez (191) | Images [0]| Emails (265) | Email Attachments (0] | Unallocated (0] | Timeline | Browse Index | Histary

¢ ECE
: Ladd,

Interchange News Server - Decommissioning Reminder
... This is a reminder that the Interchange USEMET Mews service wil be retired on January 31st 2007 at ©:00am. ** Please
MNote: This change will * ...
/ﬁ From: UBC IT Service Centre
| To Al Interchange customers
CC; Ladd, Sarah ; Cho, Betty
C\passrnarkiemailipst Outlook. pst *00000000298 1 706E94693848 A 4854 3E2DAB32A .4 404612000
Date: 01/06/2011, 7:22 &M Score: 77 Matched: 1

ECE Co-op News - Oct 16
... ECE Co-op Mews wWe want to hear from youl If you have news ideas, job tips or information you want to share with your
fellow ECE co-ops ...
/ﬁ From: Ladd, Sarah
| To undisclosed-recipients:
CC: Ladd, Sarah . Cho, Betty i

456 of 456 results retrieved Sorting | Seare -

Usage

To perform a search, first select an index or multiple indices to search. Multiple indices can be specified
by clicking the '...more..." link under the drop-down box. Next, simply enter one or several words and
click search. More advanced searching criteria is detailed below.

Search Criteria

Any or All Search Words
You can select to search for either any or all of the entered words from the Advanced Search Options
(accessed by clicking on the 'Advanced' button).

Wildcards

You can use wildcard characters ™' and '?' in your search terms to search for multiple words and return
larger set of results. An asterisk character (**') in a search term represents any number of characters,
while a question mark ('?') represents any single character.

This allows you to perform advanced searches such as "zoom*" which would return all pages containing
words beginning with "zoom". Similarly, "z??m" would return all pages containing four letter words
beginning with 'z’ and ending with 'm'. Also, "*car*" would be a search for any words containing the word
"car".

Exact phrase

© 2017 PassMark™ Software



Features 53

An exact phrase search returns results where the phrase of words are found, in the same order that
they are specified. For example, an exact phrase search for the words "green tea" would only return
results where the phrase 'green tea' appears. It would not return pages where the words 'green' and
'tea' are found separately, or in a different order such as, 'tea green'.

To specify an exact phrase search term, you need to enclose the words that form the phrase using
double quotation marks. You can also combine the use of exact phrase searches with normal search
terms and wildcard search terms within a single search query (eg. "green tea" japan*). Note however,
that wildcards within exact phrases (eg. "green te*") are not supported.

Exclusion/negative searches

You can precede a search term with a hyphen character to exclude that search term from being
included in your search results. For example, a search for "cat -dog" would return all pages containing
the word "cat" but not the word "dog".

Use Word List File

A Word List File allows the user to specify a file containing a list of terms to search for in the currently
selected index. This effectively performs a bulk search on the list of terms automatically. Results from
the bulk search will appear in the History View from where they can be opened and viewed.

The word list file should place each search on a new line. Lines starting with # are comment lines and
will not be searched. A double # at the beginning of a line can be used if you actually need the search
term to start with a #. Example search word lists have been provided and will appear in the default
directory when selecting a file. For easy access it is recommended you put your own search word list
files in this same directory.

Results

The results of the index search are displayed in the tabbed view, organized into file types. See Index
Search Results View for more details.
4.3.2.1 Advanced Search Index Options

The Advanced Search Options Window allows users to configure various search parameters. This
window can be accessed by clicking on the "Advanced" button in the main Search Index window.
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4.3.2.2

Advanced Search Options

ik

\ﬁ{ Search Index Advanced

Match () Any search words

Maximum Fesults | 1000

Date Range

|:| Use Date Range

(®) All search words

Help

From: | 26-May-2017

To:

20-May-2017

Email Search Options

From |

To |

CC |

BCC |

Match

The user can select whether the results will match any of the words or all of the words in the search

string

Maximum Results

Specifies the maximum number of results to display

Date Range

If 'Use Date Range' is checked, allows the user to filter the results to include only files within the

specified date range.

Email Search Options

Allows the user to filter the e-mail search results to those matching the 'From', 'To' and 'CC' fields

Index Search Results View

After an index search is performed, the results are displayed in the Results View. The results are
organized into several views, depending on the file type.

Types of Views

Files View
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Files [112]  Images (0] Emails (0] Email Attachments (0] Unallocated (0] Timeline  Browse Index Histony

r Microsoft Visual Studio Secondary Installer Feed ~
... Android NDK https://developer.android.com/tools/sdk/ndk/index.html License
ﬂ http://go.microsoft.com/fwlink/ 2LinkID=616920 License HKEY_LOCAL_MACHINE ...
drive-c:\Users\Keith\ AppData\Roaming\Microsoft\VisualStudiol14.0\FeedCache\Feed-989C0DA1 50854 CBE4-File.xml
Date: 2016-06-28, 0:57:04 Score: 374 Matched: 1

[ license.tct
j ... GMU GENERAL PUBLIC LICENSE Version 2, June 1991 Copyright (C) 1989, 1991 Free Software Foundation,

Inc., 51 Franklin Street, Fitth Floor ...
drive-c:\Users\Keith\AppData\Roaming OpenOffice\4\user\extensions\tmp' extensions\svifvzl.tmp_\dict-en.oxt\licer
Date: 2015-02-17, 12:26:05 Score: 363  Matched: 1

™ license. txt
j ... GMU GEMERAL PUBLIC LICEMSE Version 2, June 1991 Copyright (C) 1989, 1991 Free Software Foundation,

Inc., 51 Franklin Street, Fitth Floor ...

drive-c:\Users\Keith\ AppData\RoamingOpenOffice\4\user\uno_packages\cache\uno_packages\svifwdw.trmp_\dict
Date: 2015-02-17, 12:26:05 Score: 363 Matched: 1

r README_en_ZA.txt

j ... i5 to make language resources and software available to the speakers of that language and licensed in such

a way that the resources remain Free and thus available to all ...
drive-c:\Users\Keith\AppData\Roaming OpenOffice\d\user\uno_packages\cache\uno_packages\svifwdw.tmp_\dict
Date: 2015-02-17, 12:26:05 Score: 339 Matched: 1 v

The File View displays the search results as a list of file names, along with its corresponding metadata,
icon, score and the number matched. The score ranks the relevancy of the search string with the
file.The results are sorted according to the criteria selected in the Sorting combo box.

Right-clicking a file opens the following context menu. Certain actions may or may not be available
depending on the current results tab.

s sdk/ndk/index. html e

View with Internal Viewer... » HKEY LOCAL_MACHINE ...

Open (Default Program) Shift+Enter

Open with...

Open Containing Folder 1991 Copyright {C) 1989, 1991 Free Software

Show File Properties... Ctrl+l
- 4\ useri extensions\tmphextensions\syifvzl.tmp_Y

Print... d: 1

Add Results to Case... 1991 Copyright (C) 1989, 1991 Free Software

m | m | m

Export Results to ¥
Auser\uno_packages\cache\uno_packages\svif
Copy Title : 1
el EREEE ilable to the speakers of that language and licer
Check All Chrl+ 4 lEbIe toal ...
'||||.'nr'|||nn l‘ljf‘lfjﬂﬂl?llnl"hﬂllllnﬂ l‘l'.|l"lr'.|l"lﬂl.'lll._ll"if
1 itemn(s) checked ¥ Add to Case ¥

itemiz] checked Remove ltem(s) from Case

12 of 112 results retrieved Bookmark ’
Export list to b
Copy files to Clipboard Ctrl+C

View with Interval Viewer
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Opens the file with OSForensics Viewer to perform a more thorough analysis

Open (Default Program)
Open the file with the default program.

Open With...
Allows the user to select the program to open the file

Open Containing Folder
Opens the folder than contains the file

Show File Properties
Opens the file with OSForensics Viewer in File Info mode.

Print...
Print the file (if applicable)

Add Results to Case...
Add the list of results as an HTML or CSV file to case

Export Results to
Export the list of results to a TXT, CSV or HTML file

Copy Title
Copy the title to clipboard

Toggle Check
Toggle the check state of the selected item.

Check All
Check all the items in the list.

n Item(s) checked

Add to Case
Add the checked file(s) or list of checked file(s) to the case

Remove Item(s) from Case
Remove the checked file(s) from the case

Bookmark

Green

Add/remove selected path from the list of Green bookmarks. Keyboard shortcut: Ctrl+G

Yellow

Add/remove selected path from the list of Yellow bookmarks. Keyboard shortcut: Ctrl+Y

Red

Add/remove selected path from the list of Red bookmarks. Keyboard shortcut: Ctrl+R

Export list to

Export the list of checked file(s) to a TXT, CSV or HTML file
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Copy File(s) to Clipboard
Copy the checked file(s) to clipboard. Once copied to the clipboard, the file(s) can be pasted to any
other application that supports it (eg. Windows Explorer).

Note: In some cases, copy and pasting files to an explorer window may fail without an error
message when "preparing to copy". This may happen if the file has already been deleted (eg a
temp file) or if Windows Explorer does not have permissions to access the files (eg restricted
system files and folders). In these cases, it is better to use the "Add to case" function.

Images View

Files [14034) | Images (526] | Emails (1] | Email Attachments (0) | Unallocated (1124] | Timeline | Browse Index | History |

= —
rTy—

Windows_X¥P_Prof...
Files\Movie Maker, ..

Windows_¥P_Prof...
Files\Movie Maker, ..

—

Windows_¥P_Prof...
Files\Maovie Makerl,..

ﬂ
L=

Windows_XP_Prof...
Files\Maovie Maker',..

Windows_XP_Profe

tional_SP-0:\Progra
{Files\OSFMountiHTM
. Llembim7.png £

I Z.J e ’
"--.9 el =

Windows_%P_Prof... Windows_XP_Prof...
Files\OSFMount'\H... Files\O5FMount'H...

L'

Windows_%P_Prof... Windows_XP_Prof...
Files\OSFMount'H... Files\OSFMount'H. ..

Windows_X¥P_Prof...
Files\OSFMountiH. ..

B

".".!'inc_h:u'.-\'s_?{P_Pru:uf. - 'v’u_'inu:_lo'n's_}{P_Prof. -

'n*.nfinc!u:uws_KP_Pr_u:uf. - ".".nfinu:!cu'.-\'s_?{P_Pr_u:uf. . 'I."‘.!'il'lC_IIZIWS_?{P_PFDf. - -

15685 of 15685 results retrieved

Thumbnail Size: D Sorting [Scme v]

The Images View displays only the search results that contain images as a list of thumbnails. This view
is useful when the search results contain media files, allowing the user to quickly browse through the
thumbnail images. Similar to the File View, the results can be sorted via the Sorting combo box. The
size of the thumbnails can be adjusted using the Thumbnail Size slider bar.

Email View
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| Files [1) | Images (0] | Email (41331 | Unallocated (0] | Timeline|

RE: -
Becky will pass out tineraries this morning. VWe have flights out at about 8:30, departing Dallas around 2:30. ——0Original
Message-—- From: Ar...
B From: n.gibert@enron.com
LS To: john.arncldi@enron.com
Cc:
WholwiTemp\OSFMailindex\arnold-j pst*C4CFO&0000000000000000000000000000000000045C2100
Date: Fri, 12 Oct 2001 01:09:39 UTC Score: 5 Matched: 3

Energy update
- energy111%01.doc — Enrenlata.org (hitp./lenroendata.org) Reference Enron Datasets

n  From: msagel@homea.com

L To: jarneld@enron.com

CC: mmaggi@enron.com

Wholy\Temp\OSFMailndex\arnold-j pst*7000020000000000000000000000000000000000246C2100
Date: Mon, 19 Nov 2001 10:08:21 UTC Score: 5 Matched: 3

Save Big at Our Clearance Event
IMAGE] [IMAGE] [IM, Explore more savings [IMAGE] [IMAGE] [MAGE]Learn more ... Search Amazon.com for: We

Wholy\Tem,
Date: Th

The Daily Quote
MMAGEIENTER 5YMBOL Find svmbol Quoters) M=a. Board LiveChart IMAGEIReal-Time Exchanaes & Streamina Charts

The Email View displays a list of e-mail results. This view displays results containing specific e-mail
metadata, such as a preview of the message body, and various e-mail header fields (eg. From, To,
CC). Double clicking on an e-mail opens the E-mail Viewer window. Right-clicking an e-mail opens the
following context menu:

View with E-mail Viewer... Enter
Open (Default Prograrn) Shift+Enter
Open Containing Folder

Add Results to Case...
Export Results to »

Copy Title
f Copy To Address
Copy From Address
Copy CC Address I
r Toggle Check Space
Check All Ctrl+A

fi 0 itern(s) checked

Copy To/ From / CC Address
For emails you can copy any of the addresses associated with it.

Email Attachments View
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| Files 2859) | Images (136) | Emails (1289)| Email Attachments (819] | Unallocated (0] | Timeline | Browse Indas | Histary |

Features -
¥ ... Search for Recently Created, all active, most popular,-Can download all files to view on local
l_'*ﬂ computer whenever the user wants-Post messages for inactive ...
drive-c:\passrmark) ermail\pst\pst Cutlook.pst* 000000002981 7068946938484 A8543E2DAB3 2AA4B4CB2(
Date: 06/06/2014, 10:50 AM  Score: 27  Matched: 1

Slant Six Games is a videogame development studio that specializes in creating games for bo! |
2 ... and referrals to employees and general public, as required. Maintain/update designated files and
L'fﬂ record systems. Research and compile data and information in various formats. ...
drive-c:\passmark’ ermail pstpsth Outlook. pst*000000002981 706694 693848AA8543E2DAB3 24 A4 0467 2;
Date: 06/06/2014, 10:51 AM Score: 26 Matched: 1

Slant Six Games is a videogame development studio that specializes in creating games for bo
w2 ... and referrals to employees and general public, as required. Maintain/update designated files and
t_.,ﬂ record systems. Research and compile data and information in various formats. ...

drive-c:\passmark’ ermaily pstpsth Outlook.pst* 000000002981 706694 693848AA8543E2DAB3 24 A4 2467 2;

Date: 06/06/2014, 10:49 AM  Score: 26 Matched: 1

Colibri

2 ... operating systems Maintainabiity Requirernents Design allows for this Database can be backed up

l_'fﬂ on a file Relability Reguirements Server was tested to ensure minimal downtime Error [more =]
drive-c:\passmark\ email\pst| pst\ Outlook.pst*000000002981706B94 6938484 A8543E2DABI2 AAS A4 FF2L
Date: 06/06/2014, 10:51 AM Score: 26 Matched: 1 -

The Email Attachments View displays a list of attachment files that were found within e-mails. Double
clicking on an e-mail opens the E-mail Viewer window.

Unallocated View

| Filez [0] I Imagesz (0] | E mailz [0] I E mail Attachmentz [EI]| Unallocated (5] | Timeline | Browsze |ndex I Histu:uryl

_____ Unallocated cluster (disk iphone3g-1:) LCN Range: 63408 - 63411

BB I ... Iocal string string string array FTPPassive integer integer string string Interface string string Hardware
string apple string string apple string string apple string string Mever string string apple string apple[more =
Date: NfA Score: 75 Matched: 1

. Unallocated cluster (disk SMI_USB_DISK_Media-0:) LCN Range: 26353 - 26354

- l ... version encoding DOCTYPE plist Apple PLIST apple plist version resource array Attributes string string
CFMame string Protective Master string string string string Protective Master string Attributes [more =]
Date: NfA Score: 51 Matched: 1

_____ Unallocated cluster (disk macos-0:) LCN Range: 26353 - 26354

R I ... version encoding DOCTYPE plist Apple PLIST apple plist version resource array Attributes string string
CFMame string Protective Master string string string string Protective Master string Attributes [more >]
Date: NfA Score: 51 Matched: 1

. Unallocated cluster (disk SMI_USB_DISK_Media-0:) LCN Range: 26121 - 26127

- l ... version encoding DOCTYPE plist Apple PLIST apple plist version string string policySearch integer
integer plist ...
Date: NfA Score: 18 Matched: 1

_____ Unallocated cluster (disk macos-0:) LCN Range: 26121 - 26127

R I ... version encoding DOCTYPE plist Apple PLIST apple plist version string string policySearch integer
integer plist ...
Nate: N/A  Score: 18 Matched: 1

| »

m

The Unallocated View displays a list of unallocated cluster (free clusters not allocated to any file)
results. The results contain the LCN range, along with any contained text if applicable. Double clicking
on a cluster range opens the Internal Viewer.

Timeline View
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| Files [14034) | Images (526] | Emails (1) | Email sttachments (0] | Unallocated (1124] | Timeline | Browss Index | History |

200

lan Feb Mar Apr May June July Aug Sept Oct Now Dec
2011

The Timeline View displays an interactive bar graph providing the user with a visual view of the
distribution of the search results with respect to the modified dates of the files. The granularity of the
scale can be adjusted by clicking on the bar graphs to zoom in or the '-' button on the top-right corner to
zoom out. Right-clicking a bar section brings up the following menu:

Show these files
Export to HTML
Export to Text

_— Export to CSV =
i 200 2014

Show these files
Filter the search results to show only those that belong to the selected time bar

Export to HTML
Export the results contained in the highlighted bar to HTML

Export to Text
Export the results contained in the highlighted bar to text

Export to CSV
Export the results contained in the highlighted bar to CSV

Browse Index View

The Browse Index View shows the list of words, text and strings found when the index was created.
For more information, see Browse Index.
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History View

' Files (0] | Images (0) | Email (0] | Unallocated (13] | Timeiine | History |

Search Term Index Results Total Date Settings

{Bomb 500GE Unalloc 13 13 26,/07/2011, 11:30 Terms: Any
Example Phrase MichaelMail G 5] 26/07/2011, 11:28 Terms: Any
Trading pst 813 g13 26/07/2011, 11:28 Terms: Any

The History View keeps a history of all index searches performed for the case. This allows previous
searches to be logged so that they can be repeated if necessary. Loading previous search results from
history is much faster than doing the searches again. Additionally, when the user performs a search
using a Word List, the results are displayed in the History View. Right-clicking a previous search brings
up the following menu:

= . T T TR T e .
Display Search Results...

Fils Display Search Results & Add to Case...

fils Export Selected Items...

il Export All Rems...

fil Delete

Fils Delete All

woliume Mu Index - {Shdwl.. 2

Display Search Results
Display the results of the selected previous search

Search For Selected ltems & Add To Case
Display the results of the selected previous search(es), and add all files contained in the results to case

Export Selected Items...
Export the list of selected history items to a CSV file.

Export All Items...
Export the entire list of history items to a CSV file.

Delete
Delete the selected history item(s)
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4.3.2.3

Delete All
Delete all history items in the list

Browse Index

The "Browse Index" tab allows the investigator to examine the actual index itself, which is a list of
words, text and strings found when the index was created. It will list all the words in alphabetically
ascending order. The main purpose of analyzing the index contents is to look for recognizable strings
such as e-mail addresses, phone numbers, credit card numbers, IP addresses and more.

Filez (1] Images [2638) Emails [9666) Email Attachments (4312)  Unallocated [0)  Timeline  Browse Index Histoy
Word Results 2

www.assentconsulting.com
www.associatedbuildingsupply.com
www.ata.com
www.ataairlinesvisacard.com
www.ati-aca.org
www.audio-direct.com
www.autcairandaudic.com
WWW,EVG.COmMm
www.avg.comVersion
www.avg.fr
www.avidtechnologyresources

www.avidtechnologyresources.com

e w4 4 a1 P
L

www.avt.com

www.aweber.com 1
]
P — hl
B95 of 301417 entries retrieved [filkered) Filter: 1AL v
| Search

Usage

Right-click Menu

Right-clicking an index word opens the following context menu. Certain actions may or may not be
available depending on the current results tab.

deper Search For Selected Ierns

depled ]
Search For Selected Iterns & Add To Case

deplo 46

Depo: Export Selected Ikermns.., 115

Dept Export A1l Ttems... ]

depth Index properties... 1n

Search For Selected Items

Performs the search on the selected item(s) and save the results in History View.
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Search For Selected ltems & Add To Case
Performs the search on the selected item(s), save the results in History View and add the results to
case.

Export Selected Items...
Export the list of selected items to a CSV file.

Export All items...
Export the entire list of words to a CSV file.

Index properties...
Shows the details of the index including number of files indexed, total size and number of unique words.

Filtering Index Strings

Custom - type below
American Express
Maztercard & Viza

E mail Addrezs
Filename

P4 Address
Phone number - LIS
IIRL

Filter: | Custom - type belaow v]

Search

Regular expressions are used to filter the list of strings. There are several pre-configured regular
expressions that can be selected in the Filter drop-down box. The user may also specify their own
regular expressions in the search box.

Predefined Regular Expressions

Predefined regular expressions can be selected using the drop-down box. The source of the actual
regular expressions used can be found in the "RegularExpressions.txt" file in the OSForensics program
data directory (ProgramData\PassMark\OSForensics). These have been collected from various
sources and are kept as simple as possible while still returning fairly accurate results, please note these
will not be 100% accurate in all situations.

User-Specified Regular Expressions

The investigator can specify their own regular expression pattern to filter the list of strings. For
example, to search for any entry containing the word "test", select the Custom option from the drop
down list, type "test" and then click the search button. To find only entries that begin with the word
"test" use "Mest", the "A" character is used to indicate the pattern match must start at the beginning of
the found word. For a basic overview of regular expressions, see Regular Expressions.

4.4 Recent Activity

The Recent Activity module scans the system for evidence of recent activity, such as accessed
websites, installed programs, USB drives, wireless networks, and recent downloads. This is especially
useful for identifying trends and patterns of the user, and any material that had been accessed recently.
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3 - Hel
%9 Recent Activity =P
() Live Acquisition of Cunent Machine Acthvity Filters: Off domn Config..
(®) Scan Drive: | Windows_7_Erterprise_xf4_E-0% Timeling Filter: O Filters
" . A Total ltems: 11149
@ All[11149) ~ | FileDetails FileList  Timeline
@] ozt Recently Used [ 30 VMware Tools A
--13] Windows - 'Run’ Enties [ 1] Activity Type: Installed Program
- . Program Mame: VMware Tools, Install Path: C:\Program Files\VMware\VMware Tools)
3 ‘windows - Recent Documen User: NfA, Location: Windows_7_Enterprise_x64_E-0:\Windows\System32\Config\ SOF TWARE\Microsoft\Windows\Current’

5 wwindows Explorer - Recent It

2 USE (4]
@, Cookies (183 Build Tools Language Resources - amd64

al_ Activity Type: Installed Program
9 Downloads [15] "j Program Mame: Build Tools Language Resources - amd64

(@) Browser History (20 |+l User: NfA, Location: Windows_7_Enterprise_xf4_E-0:\Windows|System32\Config\ SOFTWARE\Microsoft\Windows\ Currentv
-, Events[500)

\A‘? Browser Bookmarks [ 21 ] Il B Build Tools - amd64

(5§ stalled Progra :

=/ ) Activity Type: Installed Program
. S Program Mame: Build Tools - amde4
1!8 Autorun Commands [ 4] o8 User: N/A, Location: Windows_7_Enterprise_x64_E-0:\Windows\System32\Config\SOFTWARE\Microsoft\Windows\CurrentV

&P Mounted Volumes [ 3]

8 Useitesit [ 73] I Microsoft Visual C++ 2013 x64 Debug Runtime - 12.0.21005
B8] JumpList [ 37 ) af ] Activity Type: Installed Program
i windows Search [ 10000 ] “':_ Program Mame: M\c_rusoft_\.flsual C++ 2013 x_64 Debug Runt\me -12.0.21005 _ )
] Image fles [ 454 e User: M/A,  Location: Windows_7_Enterprise_x64_E-0:\Windows\ Systerm32\ Config\SOFTWARE\Microsoft\Windows\ CurrentV
{0 Audiotvidea fles [ 4)
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[ Show Emply ctivity Types Sort By ~

A scan for recent activity can be initiated by simply pressing the Scan button. The following settings are
available to the user:

Live Acquisition of Current Machine
Recent activity is gathered from the currently running operating system.

Scan Drive

Gather the recent activity from a particular drive, useful when live acquisition are not possible and a
drive image is being dealt with. This particular scan may not be able to gather as much information as a
live acquisition. By default, OSForensics will search for known Windows directories to scan registry
files. However, if you have some standalone registry files you can place them in the root directory of a
drive (eg a USB thumb drive) and select this drive to be scanned.

More Scan Options

By clicking the "Config..." button you will be taken to the Recent Activity Configuration window where
more advanced options can be selected.

Activity Filters

By clicking the "Filter" button you will be taken to the Recent Activity Filters window where you can
further refine what activity types are displayed.

File Details View
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File Details File List  Timeline Tatal ltems: 1502

Item Ewent Log Type Fecord ID [wWindows] Type D [indows) Jzer 1D [Lire, ™
'! Account login Secuty 552 4624
'! Account login Securty 551 4624
'! Account login Secuty 171 4624
'! Account login Secuty 403 4624
'! Account login Secunty 165 4624
i! Account login Secunty 166 4624
i Account login Secunty 235 4624
i Account lagin Securty 236 4624
i Account lagin Security 172 4624
i, Account login Security 506 4624
.! Account lagit Security 13 4624
.! Account lagit Security 410 4624
.! Account lagit Security 132 4624
.! Account lagin Secuty a2 4624
.! Account login Securty a1 4624
.! Account login Secuty 505 4624
.! Account logoff Secuty 168 4634
.! Account logoff Secuty 174 4634
'! Account logoff Secuty 163 4634
'! Account logoff Secuty 175 4634
'! Diivver installed Syatem a6 20001
'! Diiver installed - ACPI Fixed Feature Button Syztem £3 20001
'! Diivver installed - ACPI »86-based PC System 24 20001
'! Diriver installed - CO-ROM Drive Syztem 295 20007
i! Diriver installed - Communications Port Syztem 208 20007 w
< >
Mame w

The File Details View displays the same recent activity of the system as the File List View except
presented in a table format. This view is useful for quickly identifying, locating and sorting activities of
interest. Each entry is coded by the type of activity and can be identified by the icon displayed at the
beginning of the row.

Timeline View

Timeline

500 —
0
1 2 24 5 & 7 8 9 1011 12 12 14 15 1 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
May
2014
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4.41

The Timeline View displays an interactive bar graph providing the user with a time-based view of recent
activity on the system. This view is useful for identifying trends where significant activity has occurred.
Each bar is colour-coded by the type of activity. Right-clicking a bar sections brings up the following
menu:

Show these files
Export to HTML

Export to Text
7= = = i B Export to CSV 2|
May
2014

Show these files
Filter the results according to the corresponding activity type and date/time

Export to HTML
Export the results contained in the highlighted bar to HTML

Export to Text
Export the results contained in the highlighted bar to text

Export to CSV
Export the results contained in the highlighted bar to CSV

Additional Information

See the following pages for more detailed information about the specifics of some of the data
gathering.

Web Browser Activity
Registry Activity
Windows Event Log
Windows Jump Lists
Windows Search
Chat Logs
Peer-2-Peer
Windows Prefetch
OSX Activity

Recent Activity Configuration

The Recent Activity Configuration Window allows the user to configure the Recent Activity scan options.
This window can be accessed by clicking on the "Config..." button in the main Recent Activity window.
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Recent Activity Configuration

: . Hel
@ Configuration =P

Select the items to include in the zcan:

Installed Programs
Events &vtorun Cormmands
|dzer Aazist Windows Search
Jump List Application Prefetch
ShellBag
Devices
5B Mounted Volumes
WwlAM Mobile Backups
Browser
Browezer History Downloads
Browser Bookmarks Cookies
Farm Higtary
Qther Programs
Chat Logs Peer-2-Peer
Check All ncheck Al
Select a date range to scan;
(®) Search all items
() Search date range only
Fram: 28-Mon-2016 Tar 28-Mov-20165

Include dateless items

Most Recently Used (MRU)
If checked, enables scanning for Most Recently Used (MRU) items. See Registry Activity for details
about MRU.

Events
If checked, enables scanning for event logs from the operating system . See Windows Event Log for
details about Windows events.

UserAssist
If checked, enables scanning for UserAssist items. See Registry Activity for details about UserAssist.

Jump List
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If checked, enables scanning for Jump List items. See Windows Jump List for more details.

Installed Programs
If checked, enables scanning for programs installed on the operating system. See Registry Activity for
details about installed programs.

Autorun Commands
If checked, enables scanning for Autorun commands. See Registry Activity for details about Autorun
commands.

Windows Search
If checked, enables scanning for items in the Windows Search database. See Windows Search for
more details

Application Prefetch
If checked, enables scanning for Prefetch information. See Prefetch Viewer for details about
information stored by the Prefetcher .

UsSB
If checked, enables scanning for USB devices that have been connected to the system. See Registry
Activity for details about connected USB devices.

WLAN
If checked, enables scanning for wireless networks that the computed has connected to. See Registry
Activity for details about wireless connections.

Mounted Volumes
If checked, enables scanning for volumes that have been mounted by the operating system. See
Registry Activity for details about mounted volumes.

Mobile Backups
If checked, enables scanning for iOS backups that may have been stored on the system.

Browser History
If checked, enables scanning for browser URL history. See Web Browser Activity for details about
supported web browsers.

Browser Bookmarks
If checked, enables scanning for browser bookmarks. See Web Browser Activity for details about
supported web browsers.

Form History
If checked, enables scanning for browser form history. See Web Browser Activity for details about
supported web browsers.

Downloads
If checked, enables scanning for files downloaded via the browser . See Web Browser Activity for
details about supported web browsers.

Cookies
If checked, enables scanning for cookies stored by the browser . See Web Browser Activity for details
about supported web browsers.

Chat Logs
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If checked, enables scanning for chat logs from MSN Messenger, AIM, Yahoo Messenger, 1CQ,
Skype, Miranda IM, and Pidgin.

Peer-2-Peer

If checked, enables scanning for artifacts from BitTorrent/uTorrent resume.dat file and .torrent files in
the user's download folder. Artifacts from Ares Galaxy ShareH.dat file are retrieved. Emule known.met,
server.met, StoredSearches.met and cancelled.met files. Will look for files with .nzb extension in the
download folder along with installation of popular Usenet program SABnzbd. Also, registry search
information from Shareaza. Additional results may be obtained from running the Peer-2-Peer preset
from File Name Search.

Search all items
Searches all items for recent activity.

Search date ranges only
Allows the user to specify a particular access date range for the search results.

Include dateless items
If checked, will include items without an access date.

Recent Activity Filters

The Recent Activity Filters Window allows the user to add filters to narrow down the results from a
Recent Activity scan. This window can be accessed by clicking on the "Filters" button in the main
Recent Activity window.
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Recent Activity Filter Results @

? Filters Help

Activity Type Parameter Condition Value

All Time Date Range Date Range: From: 9/&/2
Browser History Item Contains osforensic

All Iser Regular Expression  Passmark[0-9]{2}

1 | 1] r

Match: @ Al Checked () Any Checked

Date Range
[Bruwser History b ] Ers
|tem - 11/13/2014
[ = ] To:
— L1/13/2014
Contains

Regular Expression Indude dateless items

i) (B

A

The top list will show which filters have been added and which are enabled. Filters with the check mark
will be enabled. To temporarily disable a filter you can uncheck the item in the list. To no longer have
the filter available, you can use the Remove Filter button.

About Filters

There are two types of filters: one that affects all activity types and ones that are activity type specific.
If the "Activity Type" is set to "All", it will be applied to all activities. If the filter is set to a specific type,
e.g. "Browser History", then the filter will only be used to filter those activity types.

Match:

If set to "All Checked", then for the activity to be displayed in the list it must match every enabled "All"
filters and every enabled activity specific filters for its type. If set to "Any Checked" then for the activity
to be displayed in the list it must match at least one of the enabled "All" filters or one of the enabled
activity specific filters for its type.

Import & Export
These buttons let you save and load existing filters for future use.

Adding Filters

There are three drop down boxes.The top dropdown box is for the Activity Type and will contain the
available activity type filters and an All type. The second dropdown box is the Parameter to filter for that
activity. The third dropdown is the condition upon which to match. Depending on your selection, the
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Parameter and Condition dropdowns will be auto-populated to aid you in adding filter. Depending on the
Parameter type you will be given different conditions to use. Parameter types are:

Equal Not Less Less Than Greater Greater Contai Regular Date
(=) Equal Than or Equal Than Than or ns Expression Range
('=) (<) (<=) (>) Equal
(>=)
Text Yes Yes No No No No Yes Yes No
Numbe Yes Yes Yes Yes Yes Yes No Yes No
r
Date Yes Yes No No No No No No Yes
User Yes Yes No No No No No Yes No
Choice Yes Yes No No No No No No No
Filesize No No Yes Yes Yes Yes No No No

Equal - For text, the string must match exactly (case insensitive). For Number the number must match
exactly. For Date, the day must match. For Choice the selected choice must equal.

Not Equal - See "Equal" above, except in this case it must not match.

Less Than - For number and file size, must be less than this number or size.

Less Than or Equal - For number and file size, must be less than or equal to this number or size.
Greater Than - For number and file size, must be greater than this number or size.

Greater Than or Equal - For number and file size, must be greater than or equal to this number or
size.

Contains - For text only. The text must contain this string (case insensitive).

Regular Expression - Case insensitive. See Regular Expressions for more details.

Date Range - Date must be within these dates. If "Include dateless items" is checked, then any activity
without a proper date will be a match.

Web Browser Activity

OSForensics scans known locations for web browser profiles and their related history and cache files
to detect cookies, bookmarks, visited URL history, downloads, form history and saved login and
password form fields where available.

Below is a table that shows which features are supported for web browsers and their different versions.

Browser Versions URL History Cookies Downloads Form History
Chrome 8+ Yes Yes Yes Yes
Internet Explorer 6 Yes Yes No No
Internet Explorer 7,8,9,10+ Yes Yes No No
FireFox 2 Yes Yes Yes No
FireFox 3,4+ Yes Yes Yes Yes
Safari 4 Yes Yes Yes No
Opera 20+ Yes Yes Yes Yes
Opera 10 Yes Yes No No
Opera 9 Yes Yes No No
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Registry Activity

By default OSForensics will search for known Windows directories to scan for registry files, however if
you have some standalone registry files you can place them in the root directory of a drive (eg a USB
thumb drive at G:) and select this drive to be scanned. OSForensics will scan the following registry files
for recent activity:

e SOFTWARE
e SYSTEM
e NTUSER.dat

Most Recently Used Lists (MRU)

OSForensics checks several known registry locations that store MRU data, this includes locations for
Microsoft Office, Microsoft Wordpad, Microsoft Paint, Microsoft Media Player, Windows search, recent
documents, connected network drives and the Windows Run command. In addition, OSF will also check
the user's Recent Items directory. The Recent Iltems access is very useful to view the recently opened
files from a local computer or network location.

AutoRun Entrires

Programs that are run automatically when Windows starts or a user log in are retrieved from the
registry,

Mounted Volumes

Volume IDs are collected from the system registry and matched to the and drive letters they were
associated with.

Installed Programs
Programs that have been installed are retrieved from the system and user registry files

Connected USB devices

USB devices that have been connected to the computer, this includes USB memory sticks, portable
hard drives and other external USB devices like CD-Rom drives. A manufacturer name, product ID,
serial number and the last connection date should be displayed for each device.

Wireless Network Connections (WLAN)

The MAC address of any wireless networks connected to using the Windows Zero Config service
(default Windows wireless connection manager) (Windows XP only). On Vista and newer the registry
and known locations on disk are checked for XML profiles of networks. The Creation/Modified dates
represent the file times of the XML profile, or if it was purely a registry entry the last key write time.

UserAssist Entrys

The UserAssist key from the regsitry contains programs and links that are opened frequently.

Shellbag entries

Shellbag entries are recovered from the user specific registry files NTUSER.DAT and USRCLASS.DAT.
OSForensics will attempt to recover dates and names of items where available. Currently more
information will be exported into CSV format than is displayed due to screen limitations. Items that are
identified only by a GUID will attempt to be named using a lookup list with the GUID appended to the
name in'{ }".

'The Recent Items folder (previously called Recent Documents in Windows XP) is used by Windows to
record what documents have been opened (the default location is typically is "C:\Users\%UserName%
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\AppData\Roaming\Microsoft\Windows\Recent"). The files in this directory are actually shortcut (.Ink)
files. As these are shortcuts, they may no longer work if the file have been moved or deleted since it
was originally created. Also of note, is when using "Scan Drive" option and choosing an added
OSForensics' device, links may point to local and network locations that may not be available on the
current machine.

4.4.5 Windows Event Log

OSForensics will scan the Windows logs for the following events;
Security Log Events

4624 - Account login

4625 - Failed login attempt

4634 - Account logoff

4723 - Password change attempted
4724 - Password reset attempted
4740 - User account locked

4767 - User account unlocked

System Log Events

19 - Windows update success
20 - Windows update failure
1074 - Shutdown

6009 - System boot

20001 - Driver installed

Application Log Events

e 11707 - Product installed
e 11708 - Product install failed

The feature can only be used when running Windows Vista or Windows 7.

44.6 Windows Jump Lists

Jumps lists are a feature introduced to Windows 7 that allow fast access to programs and favorites as
well as functioning as a most recently used list for some programs (see the Micorosoft page on jump
lists for more information on how they function.

Jump lists come in two formats, automatic which are created by Windows and custom which are
created when a user interacts with the program such as pinning an item to the list. OSForensics is
currently retrieving information from the "Destlist" section of the automatic jump lists and all the entries
from the custom jump lists.

The information presented by OSForensics includes;

filename, path and any command line arguments stored (where available)
system name (where available)

the item ID (where the item appears in the jump list file

last access date

location of jumplist file item was retrieved from

© 2017 PassMark™ Software


http://windows.microsoft.com/en-AU/windows7/products/features/jump-lists

74

OSForensics

4.4.7

4.4.8

449

4.4.10

Shellbag

Shellbag entries keep a record of size, position, icon and views of a folder when accessed via Windows
Explorer. This information can be used to see what folders have been accessed in Explorer.

The information presented by OSForensics includes;

Folder name and disk path

Location in the registry file (registry bag path) entry was retrieved from
last access date of folder

creation and modified date for the entry in the registry file

Windows Search

Windows Search is a desktop indexer that has been integrated and enabled by default in Windows
operating systems since Vista. Windows (Desktop) Search can also be optionally installed on Windows
XP and Windows 2003. During its normal operating, Window Search runs in the background, creating a
full-text index of the files on the computer. This index allows for fast searching of filenames and file
contents matching the specified search term.

In a forensics point of view, the index database can contain valuable artifacts that an be useful for
mapping user activity during any given time frame. In particular, a forensics investigator can obtain
valuable forensics information from the analysis of the index database, such as:

¢ File activity at any given point in time (such as installed programs and modified documents)

¢ Files contained in disks that are damaged or no longer exist (such as external disks)

¢ Plain text data from indexed files such as documents and e-mails

¢ Plain text data from encrypted files

Because Windows Search is enabled by default, the index database acts as a digital footprint of the
system activity. The typical user is likely to be unaware of the indexing operation taking place in the
background.

Chat Logs

OSForensics will search for chat logs from these programs:

e Microsoft Chat
e AIM

e Yahoo

e ICQ

e Skype

¢ Miranda

¢ Pidgin

Peer-2-Peer

OSForensics will search for Peer-2-Peer artifacts from these programs:

e BitTorrent
e Ares

e EMule

e Usenet

e Shareaza
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4.5

Prefetch Items

The Prefetcher is an operating system component that improves the performance of the system by pre-
caching applications and its associated files into RAM, reducing disk access. In order to determine the
applications that are used most frequently, the Prefetcher collects application usage details such as the
number of times the application has been executed, the last run time, and any files that the application
uses when it is running.

In a forensics point of view, application usage patterns (eg. "Cleaner" software used recently) and files
that have been opened (eg. documents) recently can be uncovered.

OSX Activity

OSForensics Recent Activity module will scan for OSX specific artifacts if it detects that the drive to be
searched is formatted as a HFS file-system.

Most Recently Used - Search for recent items,documents, media and network connection in various
property list (.plist) files.

Installed Programs - List the applications found in the Applications directory and sub-directories.
AutoRun - Search for log in activity items.

Events - Parse logs for Shutdown and CD/DVD disc burning events.

USB - List connection of iOS devices.

Mounted Volumes

WiFi - Show previous connections WiFi.

Mobile Backups - List backups from iOS devices.

In addition to the OSX specific artifacts, browser artifacts from Safari, Chrome and Firefox are
searched for. Including History, Bookmark, Download and Cookie data.

Deleted Files Search

The Deleted Files Search Module can be used to recover files deleted from the file system (ie. deleted
file no longer in recycling bin). This is especially useful for recovering files that the user may have
attempted to destroy.
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Iy . Hel
Deleted File Search =
b4
Disk | Dirive-C: [Logical Diive [Forensics Mode]] ~ | Config... Search
Filker Shing | Presets | &l Files ~ Apply Filter

File Details  FileList  Thumbnails  Timeline

Size: 32.70 KB, Attributes: A~ Location: Drive-C:\_unknown_%, Source: MFT Record, File Number: 574128
Created: 2017-05-10, 8:48:01, Modified: 2017-03-08, 9:48:58, Accessed: 2017-05-10, 8:45:01.2382459

l_rf_\ mkl_intel_thread.dll
] 551—! Size: 2288 MB, Attributes: A-, Location: Drive-C\_unknown_\aSbcdfb0-e15f-4411-88a3-5d581452k3fc\Libraryibin', Source: MFT Record
- Created: 2017-04-08, 12:01:04, Modified: 2016-10-08, 15:17:28, Accessed: 2018-10-08, 15:17:28.0000000

|_rf—\ amdéd_microsoft-windows-tsproxy-edgeadapter_31bf3856ad364e35_10.0.14393.1198_none_b3cfibci27420b94. manifest
liﬂ Size: 104.3 KB, Aftributes: A--, Location; Drive-C:\_unknown_%\, Source: MFT Record, File Mumber: 895450
) Created: 2017-05-10, 23:51:41, Modified: 2017-04-29, 11:17:54, Accessed: 2017-05-10, 23:51:41 2054277

|—|.’—\ package_1133_for_kb4019472~31bf3856ad364e35~amd64~~10.0.1.6.cat
| {'_1J Size: 3472 KB, Aftributes: A- Lecation: Drive-C\_unknewn_%, Source: MFT Record, File Number: 630170
- Created: 2017-05-10, 8:47.55, Modified: 2017-04-29, 16:16:32, Accessed: 2017-05-10, 8:47.56.0059745

|—|,—\ amd&d_microsoft-windows-c..iprovider.resources_31bf3856ad364e35_10.0.14393.953_It-it_e42316108%ebdd5e.manifest
| {'_1J Size: 32.70 KB, Aftributes: A~ Lecation: Drive-C:\_unknown_\, Scurce: MFT Record, File Number: 574116
- Created: 2017-05-10, 8:46:01, Modified: 2017-03-06, 9:46:59, Accessed: 2017-05-10, 8:46:01.0409711

rg Carved 'bmp' file 0x03092BC0.bmp

|—rf—\ amdéd_microsoft-windows-c..iprovider.resources_31bf3856ad364e35_10.0.14393.953_sl-si_b56c033d2ectdbff.manifest A
51
=

Size: 9.15 KB, Source: Carved File
Sector: 84554160, Byte Offset: 33056849920

l_g Carved 'bmp' file 0x001D54C8.bmp

Size: 9.15 KB, Source: Carved File
Sector: 1922248, Byte Offset: 9241930978

[ Carved 'bmp' file 0x001D9C80.bmp
g Size: 9.15 KB, Source: Carved File
Sector: 1340808, Byte Offset: 993591298 W

|tems Found: 184174 Sorting: | Restore quality ~
Items Searched; [ 200143 Current File;

Basic Usage

A basic deleted file search simply involves entering a search string and selecting a physical disk.
OSForensics will scan through the selected disk for traces of deleted files that contain the search string
within their name. The basic search is case insensitive.

Presets
You can select one of the preset search options to quickly locate image files or office documents.

Multiple Searches
To run multiple different searches at once by separating the terms with the ';' character.

Wildcards

You can use "' or '?' as wildcards within the search string.
"' represents any number of characters
'?' represents a single character

If a wildcard is entered anywhere in the search field, wildcard matching is enabled on all search terms.
When wildcard matching is enabled, you will need to explicitly add ™' to the start and end of the search
term if you are trying match a word that may appear in the middle of a filename. ™' to the start and end
of the term if you are trying match a word that may appear in the middle of a filename.
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More Advanced Options

By clicking the "Config..." button you will be taken to the Deleted Files Search Configuration window
where more advanced options can be selected.

Results

The results of the search are displayed in one of several views, along with a summary of the number of
items searched/found. The File List view contains a list of file names, along with the corresponding
metadata and a quality indicator between 0-100. A value close to 100 means that the deleted file is
largely in tact, with only a few missing clusters of data. The results are sorted according to the criteria
selected in the Sorting combo box.

Naming Convention for Carved Files
For carved files, the naming convention is as follows: "Carved '[type]' file [sector location in HEX].
[extension]" e.g. "Carved 'jpg' file 0XO003FA22.jpg".

Right-Click Menu
Right-clicking a deleted file will open a context menu of options available on the selected file. Not all
options may be available for carved files.

mi Wi W tn LA -

View with Internal Viewer... Enter

Open (Default Program) Shift+Enter

{6DAG2E _
Size: 9.6 Open with... "
Created: .

{638TCEE
Size: D.6L

Created: . B
Add Results to Case... -

[ {645423E
@ Cize: D5 Export Results to > b

File Location Information... Ctrl+1

Jump to disk offset...

Created: . E
(BFC363F Teggle Check Space

Size: 5B Check All Ctrl+8 M
Created: . g

{9FF18DE 1 itern(s) checked e

Size: 565 Ko ATNDUTES A=, COCETIN DTV eSS PTogramoaramcroso |
Created: 201 7-05-08, 2:03:30, Modified: 2017-05-08, 8:03:30, Accesze

View with Internal Viewer
Opens the deleted file with OSForensics Viewer to perform a more thorough analysis

Open (Default Program)
Open the deleted file with the default program

Open With
Allows the user to select the program to open the deleted file

File Location Information
Opens a graphical display of the location of the file clusters on the physical disk.
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Jump to disk offset...
Opens the Raw Disk Viewer tab and jumps to the first cluster of the selected deleted file

Add Results to Case
Add the list of the deleted files results to the case as an HTML or CSV file

Export Results to
Export the list of the deleted files results and associated attributes to a TXT, CSV or HTML file

Toggle Check
Toggle the check state of the current item

Check All
Check all the items in the list.

Right-click Sub-menu options
Additional sub-menu can be accessed when selecting the "item(s) checked" menu option.

,'gJ Check All Ctrl+A  jta\MicrozoftWindows Defender\Scans\History\Results\Quicky, Source: MFT R

b B Arroccad AT AE A4 N-ATS-N7 ICQITTT

- 1 item(s) checked ¥ Add to Case » |
g SIEETYEYKE, AttributesT A-F Tocation: Drive-CYPrograml
Created: 2017-05-08, 8:03:30, Modified: 2017-05-08, 8:03:

rm [AB562650-A8CE-46AA-94F6-B3605D44658) =
aa R T RS

o APAIATY AU de e —dimm: Pichce A Piee —ae el ] N
Export list to >
Save Deleted File(s) to disk...

i b 41358 e
i Save Deleted File(s) to disk (include allocated clusters)...

‘ez Searched | 139760 Crrrent File:

Remove Deleted File(s) from Case |

itern[z] checked

Right-click selected items sub menu

Add to Case
Add the checked deleted file(s) or the list of selected item(s) to the case.

Remove Deleted Files(s) from Case
Remove the checked deleted file(s) from the case

Look up in Hash Set

Verify whether the checked deleted file(s) are contained in a hash set in the active database. See
Hash Set Lookup.

Export List to
Export the checked deleted files and associated attributes to a TXT, CSV or HTML file

Save Deleted Files(s) to disk

Save the checked deleted files to disk. For clusters that have been allocated to another file, zeroes
shall be written to the file

Save Deleted Files(s) to disk (include allocated clusters)
Save the checked deleted files to disk, including clusters that have been allocated to another file

For best results
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4.51

For best results in recovering a deleted file, it is important that as little file activity occurs on the disk
in question (like creating or changing files) as possible. Ideally no changes would be made. These
changes could overwrite file information or file content.

e Consider taking an image of the disk in question as soon as possible
¢ Recovered files should be saved to a different drive as recovery to the same drive may overwrite

some file information.

Consider running OSForensics from a USB drive. This allows the use of the software without
installation on the system hence reducing the likelihood of file system changes.

Consider switching off power to your system after file deletion occurs, mounting the drive on a
second system and then recovering files using the second system. This approach will minimize the
likelihood of files being written to the disk you are recovering from.

Disk image files and physical disks should be mounted in read only mode, where possible, to avoid
any overwriting of data by the operating system or other applications.

Deleted Files Search Configuration

The Deleted Files Search Configuration Window allows users to configure the search settings for
deleted files. This window can be accessed by clicking on the "Config..." button in the main Deleted
Files Search window.

Deleted File Search Configuration

= . Hel
@ Configuration =2

4

Guality | &l Files

Caze Senszitive
Include Folders
b atch whole Yward Oy

Multiple streams anly

KOOOo

Enable File Carving [zlaw]

Configure Carving Options

File Size Limitz:

Min | | kB

Ma | KB

Quality
Determines the minimum quality level of the deleted file to include in the search resullts.

Case Sensitive
If checked, searches will be case sensitive. This option is disabled by defaullt.

Include Folders
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If checked, folder names will also be included in searches, not just filenames. This option is disabled by
default.

Match Whole Word Only

If checked, results only include whether the search string is matched as a discreet word in the file
name. In addition to spaces, the following characters are used as breaking characters around a word

" -.O " For instance, searching for "Test" with this option enabled would return files like "_Test.txt",
"A(Test).jpg", "This is a Test.docx" and "file.test". But it would not return "testing.txt", "testimony.pdf" or
"contest.zip".

This option is disabled by default. This option has no effect on wildcard searches.
Multiple streams only

Enable File Carving

Instead of finding files from the master file tables, file carving looks at the raw physical disk data for file
headers and attempts to recover files in this manner. This requires reading all data on the disk and as
such is much slower than the standard method. Also it can only find a limited number of file types with
known headers.

Configure Carving Options
Additional options for file carving. See File Carving Configuration below for available settings.

File Size Limits

Allows the user to specify file size limits for search results. The user may enter either a minimum,
maximum, both or neither. The only restriction is that the maximum must be larger than the minimum.

File Carving Configuration
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File Carving Cenfiguration
Carving Options Hel
b _ _ _ Start %k 2
Carving options can be adjusted to suit your
/ needs, Depending on options selected, this ' .
4 could increase or decrease carving time.
El'ld %o
Scan only unallocated sectors only (default, faster) h .
[]Enable EXT2 Carving for current device {slower) | Carve Range 0% - 100% |
File extensions to be scanned
Extension  Header Pattern Footer Pattern Case... Max Size Base ™
aif AT 494038 w37 we1  Ww00'x3b Yes 15500000 50
aif a9 40138 3901 W00k 3b Yes 15500000 50
ipg efflpeds Yoffipeds b= 20000000 50
png A S0 wede g T0d w0, ., wd9wdsndeddnaend...  Yes 2000000 50
bmp BM?? 70000 w0000 Yes 20000000 50
tif A9 w49 2300 Yes 20000000 50
tif Yedd edd w00\ 23 Yes 20000000 50
avi RIFF??77AVI fes 50000000 50
asf 30268 b 2\w 75 \xBe Wb, .. Yes 50000000 50
WM Y3028 b 2w 75\ Be Wb, .. Yes 50000000 50
Wwma Y3026 b 2w 75 G Wb, .. Yes 50000000 50 W
£ >
[ ]Image Verification {slower, on default ext. only)
Remove Configure
QK

Scan unallocated sectors only

For FAT and NTFS files systems, OSForensics has the ability to only index the unallocated sectors on
the drive. This will reveal files in unused portion of the disk. Selecting this option will force OSForensics
to instead scan the whole drive including sectors that may be allocated for a non deleted file.

When selecting a physical drive the entire contents of that drive will be searched, which may return files
that are not actually deleted if there are working partitions on that drive. When selecting a single
partition only unallocated space on that partition will be searched.

Image Verification

Applies extra level of checking to carved image files by trying to open the whole file with an image
parser. Slows down the file carving process but provides better feedback on the file quality. If the
image parser is successful in opening the image, the overall score is boosted by 25%. Similarly, if the
image parser files to open the image, the overall score is decreased by 25%.

EXT2 Carving

In standard Linux file system such as EXT2, the contents of the files are stored in a series of data
blocks. Each file on the system has a index node (inode) that contains pointers to these data blocks.
Only the first 12 data blocks are directly pointed to within the inode. If a file is larger than the size of 12
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data blocks, the file system will allocate a "indirect block" that holds the additional pointers to the file
contents. The first indirect block is usually located directly after the first 12 content data blocks.

If Linux EXT2 carving is enabled, then during file carving, OSForensics will try to detect the indirect
block for every file and carve around it. OSForensics only supports the detection and removal of the
first indirect block. Double and Triply indirect blocks are not supported.

Range Selection
Allows the selection of carving range. Useful to look at a certain portion of the drive.

File extensions to be scanned
Currently default supported built-in file types are: gif, png, bmp, tif, asf, wmv, wma, mov, mpg, mp4,
swf, flv, ole, doc, XIs, ppt, msi, mst, msp, gra, zip, docx, xlsx, pptx, htm, pdf, wav, mp3, rar, eml and rtf.

The default file types are loaded from the "osf_filecarve.conf" file in the ProgramData directory, e.g. C:
\ProgramData\Passmark\OSForensics. The pre-defined file types have coded file recovery functions
that will do a superior job than a straight header/footer match.

Additional file types can be added or currently enabled file types can be removed. The default file
types, identified by light grey text, in the list can be removed but cannot have their definitions edited.

Add Extension X

Help

To specify a wildcard character in the pattern for header or

Select an existing extension or choose custom to add your own,
/ footer, use the ¥ character.

{Custom}

Add extension to scan: I:I

[]Pattern(=) are case sensitive

Header pattern:

Footer pattern (optional):

Man: file size:

D

Bytes

Base score on header match: I:I (1-100)
Cancel

OSForensics will carve user defined file types, but will only look for header pattern and/or footer
pattern. When a footer pattern is not specified. OSForensics will return default to the size of the
maximum file size defined. When "File Carving" is enabled, OSForensics uses built-in values for
maximum file size limits. The file size limit is dependent on the type of file, however, the overall file size
limit for all files during carving is limited to S0MB.

Additional file types can also be added (or existing file types can be removed) by editing the above
file. The file can be edited in a text editor. It is recommended that before any modification of this file
takes place, a backup should be made in case the file needs to be reverted to its original state.
Additional instructions for editing the file can be found within the file itself.
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4.5.2 Deleted Files Search Results View

The user may view the deleted file search results in one of four views.

File Details View
File Details  File List  Thumbnailz — Timeline
[] File Hame Location Size Type  Cuality
[ ‘_, ~Outloak. pzt.trp C:hUzers\Passh ark\vappDatatLocalh. .. 64.00 KB THP File 93 =
B "J api-mz-win-core-processtopology-obzal.. A _unknowen_h 11.24 KB Application exte... 93 ¢
B ‘J api-mz-win-core-procezsthreads1-1-2.dll C:h_unknown_b 11.24KE  Apphcation exte... 93 ¢
[ “_, api-mz-win-core-procezsthreads1-1-1.dll C:h_unknown_ b 11.84 KB Application exte... 93 ¢
[ “_, trpd A8 trnp A sers\Pazstd ark \AppDatatLocals. 382 Buytes THP File 93 £
[ ‘J api-mz-win-core-processthreads1-1-0.d0 C:h_unknows_ 1334KE  Application exte.. 93 ¢
B "J api-mz-win-core-realtinne-1-1-0.dI C:h_unknowrn_b 11.24 KB Application exte... 93 ¢
B ‘J api-mz-win-core-regigto-2-1-0.dl C:A_unknown_b 1284 KB Application exte... 93 ¢
[ “_, the-real-index~RFich7cde. TMP LA sers\Pazstd ark vappDatatLocals. 48 Buytes THP File 93 £
[ “_, the-real-index~RFicA7 202 TMP A sers\Pazstd ark \AppDatatLocals. 216 Bytes THP File 93 £
B ‘J the-real-index~AF3=8b055. TP CAsershPazsid arkhappDatatLocalh. 384 Buytes THP File 93 ¢
B "J api-mz-win-core-rtlzupport-1-1-0.dIl C:h_unkhown_b 11.24 KB Application exte... 93 ¢
B ‘_, Secure Preferences~RFicBb3ch. TMP A sershPagzsid arkhappDatat Localh... a1.81 kB THP File 93 £
[ B safe Riowsinn 1P Rlacklist 4 |sprsiPassh adannD atab] nealt 1F4 Rutes File: | R
L4 >

1item[s] checked

|terns Faund: 220 Sorting. | Festore quality w

|terns Searched: Current File: | |

The File Details View displays the search result in a table format, listing the file names along with
relevant attributes and metadata. The results are sorted according to the criteria selected in the Sorting
combo box.

Deleted File List View
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Deleted File List | Thumbnails | Timeline |

@ baseline.txt Py |

Size: 17.43 KB, Aftributes: A-, Location: fat_hash-0:\text - Copwt
Created: 21/06/2012, 5:05 PM, Modified: 13M10:2011, 1:21 PM, Acceszed: 21-Jun-2012

baseline?.txt

Size: 17.43 KB, Aftributes: A-, Location; fat_hash-0\ext - Copwt

Created: 21/06/2012, 5:05 PM, Modified: 13102011, 1:21 PM, Accessed: 21-Jun-2012
Chrysanthemum.jpg @ﬂa

Size: 858.8 KB, Aftributes: A- Location: fat_hash-0:\images - Copy\
Created: 21/06/2012, 5:05 PM, Modified: 13/07/2009, 8:52 PM, Accessed: 21-Jun-2012

f
)
@ o ra
)

*

m

Size: 826.1 KB, Aftributes: A- Location: fat_hash-0:\images - Copy\
Created: 21/06/2012, 5.05 PM, Modified: 13/07/2009, 852 PM, Accessed. 21-Jun-2012

Hydrangeas.jpg }-:' i;
Size: 581.23 KB, Aftributes: A- Location: fat_hash-0:\images - Copy
Created: 21/06/2012, 5.05 PM, Modified: 13/07/2009, 852 PM, Accessed. 21-Jun-2012

@ Jellyfish.jpg }7'5;

Size: 757.5 KB, Aftributes: A~ Location: fat_hash-0\images - CopyiIMAGES)
Created: 21/08/2012, 5.05 PM, Modified: 13/07/2009, 8.52 PM, Accessed. 21-Jun-2012 S

Iterms Found: 10 Sorting: | Mame v]

ltemz Searched: 14 Current File:

The Deleted File List View displays the search result as a list of file names, along with the
corresponding metadata and icon. The results are sorted according to the criteria selected in the
Sorting combo box.

Thumbnails View
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Deleted File List | Thumbnailz | Timeline

) ¢ ) ¢ ﬁﬁ

fat_hash-0:\text -  fat_hash-0:\text - fat_hash-0:\images - fat_hash-0:\mages - fat_hash-0:\images -
Copyibaselinel.txt  Copy'baselineZ.tvt Copy\Chrysanthe... Copy'\Desert.jpg  Copy'Hydrangeas. ..

fat_hash-0:\mages - fat_hash-0:Ymages - fat_hash-0:\mages - fat_hash-0:maoges - fat_hash-0:Ymages -
Copy\IMAGESell... Copy\IMAGES\Koa... Copy\MAGES\Lig... Copy\IMAGESVMA... Copy\IMAGES|IMA...

ltems Found: 10 Thumbiail Size: - D Sorting: | Mame -

ltemz Searched: 14 Current File:

The Thumbnails View displays the search results as a list of thumbnails as well as with its file path. This
view is useful when searching for media files, allowing the user to quickly browse through the thumbnail
images. Similar to the Deleted File List View, the results can be sorted via the Sorting combo box. The

size of the thumbnails can be adjusted using the Thumbnail Size slider bar.

Timeline View

© 2017 PassMark™ Software



86

OSForensics

| Deleted File List | Thumbnails | Timeline |

2000 —
(1]
lan Feb: Mar Apr May June July Aug Sept Ot Now Dec
2011
lterns Found: 2456 Date filter. | Modify Date = | Soting | Mame -
ltemns Searched, 3072 Current File:

The Timeline View displays an interactive bar graph providing the user with a visual view of the
distribution of files with respect to the date of the files. This view is useful for identifying date ranges
where significant deleted file activity has occurred. The granularity of the scale can be adjusted by
clicking on the bar graphs to zoom in or the '-' button on the top-right corner to zoom out. Right-clicking
a bar section brings up the following menu:

Show these files
Export to HTML
Export to Text

—— Export to CSV S
' 200¢ 2014

Show these files
Filter the deleted files to show only those that belong to the selected time bar

Export to HTML
Export the deleted files contained in the highlighted bar to HTML

Export to Text
Export the deleted files contained in the highlighted bar to text

Export to CSV
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4.5.3

4.5.4

Export the deleted files contained in the highlighted bar to CSV
Deleted File Cluster View

The Deleted File Cluster View window provides a graphical view of the allocation of the deleted file
clusters on the physical disk. This window can be accessed by right-clicking a deleted file in the Deleted
Files Search and selecting File Location Information.

2% Deleted File - Raw Location Lﬁ

File: 010_h.gif
Master File Table Start (Byte offset) Actual length (Bytes) Additional notes
Resident 511868192 238 In Master File Table

Disk partition cluster allocation map and deleted file fragment allocation

Disk: \\.\PhysicalDriveQ: Partition 1

Deleted file is resident in the Master File Table

Key
B Unallocated disk clusters File clusters unallocated
B Allocated disk clusters Partial allocation to newer file

B File clusters allocated to newer

The table displays the fragmentation information of the deleted file. For smaller files, the deleted file
may be resident in the MFT (NTFS only).

The map provides a graphical representation of the location of the fragments with respect to the
physical disk it resides on.

Deleted Files Techincal Details

Background

A physical disk has a partition table that describes the partitions on the disk, such as where the
partitions are located on the disk and the format of the partitions (e.g. NTFS, FAT32, FAT16).

An NTFS (NT File System) partition contains a boot sector, which contains information like the partition
sector size, cluster size and boot code. An important concept for NTFS is the Master File Table (MFT),
which is like an index for all files on the system. The Master File Table contains information like the
Filename, size, attributes, and location of file data fragments on the disk. Very small files can be
contained in the Master File Table record (called resident). When a file is deleted from an NTFS
volume, the Master File Table entry for the file is marked as deleted. The file information such as name,
size and location on the disk is not deleted and the data is not deleted. After deleting a file, the file
system is free to re-allocate the MFT record and the data clusters to another file.

FAT (File Allocation Table) is a generally used on external drives, like USB drives. FAT32 is newer than
FAT16, and allows for larger files and disks. A FAT partition contains a boot sector, a FAT and a data
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area. The boot sector contains information like the partition sector size, cluster size and boot code. The
FAT contains a map of cluster allocation for the data area; with file data described as a set of linked
clusters. The Data area contains both information about files and the actual file data. When a file is
deleted from a FAT volume, all clusters in the FAT table related to the file are set to unallocated and
the file information in the data area is marked as deleted (by changing the first character of the
filename). The file data is not deleted. After a file is deleted we potentially have the first cluster the file
used, but do not know which subsequent clusters were used, as this (chain link) information was
removed from the FAT. As such, to recover a file, assumptions based on file system behavior and
current cluster allocation, are needed to estimate the most likely clusters that were in the file. There are
some cases were this will not work well for any FAT recovery tool. After deleting a file, the file system
is free to re-allocate the FAT cluster map and the data area used for file information and file data.

Recovering files deleted from the recycling bin

Moving a file to the recycling bin in NTFS moves the file to the hidden system directory $RECYCLE.BIN
and renames the file (e.g. file1.txt to $RH71JX4.txt). It also creates a new file (e.g. $IH71JX4.txt). This
file contains recycle bin file restore data, such as the directory and the original filename (e.g. C:\dir1
\file1.txt).

When you delete the file from the recycling bin (such as emptying the recycling bin), both files are
deleted by marking the MFT records as not in use. Both of these files are potentially recoverable, but
with the new filenames. OS Forensics checks whether both files are available, and if they are, then the
original filename is retrieved from the recycling bin metadata file and is shown as well as the recycling
bin filename.

On searching for deleted files, when the original filename can be recovered from the recycling bin
metadata file content, the search string specified is matched with the original deleted filename (e.g.
file1.txt). When the recycling bin Meta data file content is not recoverable, a search for the recycle bin
filename is required (e.g. on *.txt to match “SRH71JX4.txt”).

Examples:

(1) Where the information about the deleted files and metadata can be recovered, a search for “file1”
will return the result “file1.txt (Recycle bin name: $RH71JX4.txt)”. If the recycling bin metadata file
content cannot be recovered, then the original file will only be known as “$RH71JX4.txt”, and no match
will occur.

(2) Where the information about the deleted files and metadata can be recovered, a search for *.txt
would return the original filename “file1.txt (Recycle bin name: $RH71JX4.txt)” and the recycling bin
metadata file “$IH71JX4.txt”. If the recycling bin metadata file content cannot be recovered, then the
recycling bin name “$RH71JX4.txt” and metadata file “$IH71JX4.txt” will be returned. Further, if the
recycling bin metadata file information cannot be recovered, then the recycling bin filename
“$RH71JX4.txt” will be returned. If the file content is recoverable, then the original content for file1.txt
will be in the “SRH71JX4.txt”.
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4.6 Mismatch File Search

The Mismatch File Search Module can be used to locate files whose contents do not match its file
extension. This module can uncover attempts to hide files under a false file name and extension by
verifying whether the actual file format matches its intended file format based on the file extension.

- - Hel
& Wismatch File Search =
Start Falder |L|I3untu-1 -0 | | Search |
Filter | Default [Built-In] ~ Config...

File Details  File List  Thumbnails

[ 0_5_720_576_792beab7550410d531e55f95b449f135 ~
I_-I Location: Ubuntu-1-0:\home\passmark).cache\wallpaper
Identified Type: JPEG image data, JFIF standard 1.01
Size: 110.3 KB, Created: , Modified: 11/18/2011, 4:55:04 PM, Accessed: 11/18/2011, 4:55:04 PM

[ openbve.128
Location: Ubuntu-1-0:\usrishare\app-install\icons
Identified Type: PNG image, 128 x 128, 8-bit/color RGBA, non-interlaced
Size: 8.38 KB, Created: , Modified: 11/18/2011, 5:16:55 PM, Accessed: 11/18/2011, 5:16:55 PM

crdbus50.bau

Location: Ubuntu-1-0:\usr\lib\libreoffice’\basis3.4\share\autotext\en-Us

Identified Type: Zip archive data, at least v2.0 to extract

Size: 28.62 KB, Created: , Modified: 11/18/2011, 5:03:44 PM, Accessed: 11/18/2011, 5:03:44 PM

crdbus50.bau
I_—I Location: Ubuntu-1-0:\usrylib\ibreoffice’\basis3.4\share\autotext\en-ZA

Identified Type: Zip archive data, at least v2.0 to extract
Size: 28.62 KB, Created: , Modified: 11/18/2011, 5:03:44 PM, Accessed: 11/18/2011, 5:03:44 PM

mytexts.bau

Location: Ubuntu-1-0:\usr\lib\libreoffice\basis3.4\presetsiautotext

Identified Type: Zip archive data, at least v1.0 to extract

Size: 567 Bytes, Created: , Modified: 11/18/2011, 5:03:42 PM, Accessed: 11/18/2011, 5:03:42 PM

acor_af-ZA.dat

Location: Ubuntu-1-0:\usr\lib\libreoffice’\basis3.4\share\autocorr

Identified Type: Zip archive data, at least v2.0 to extract

Size: 59.61 KB, Created: , Modified: 11/18/2011, 5:03:54 PM, Accessed: 11/18/2011, 5:03:54 PM W

[tems Found: 4433 Sorting: | Extenzion w
ltems Searched: [ 124833 Current Folder: Search Complete

Basic Usage

A basic mismatch file search simply involves entering a search location and a filter. OSForensics will
locate any files whose raw bytes are not consistent with the format that the file extension specifies. For
instance, an image file (test.jpg) that has been renamed to a document file (test.doc) will appear in the
results since the raw bytes of an image file do not correspond to the file format of a document file.

Filter
The user can choose one of the following built-in filters or a user-defined filter.

All - The search results are filtered using all built-in filters
Inaccessible - Only files that could not be accessed are displayed
Mismatch - Only files whose file extension/contents that are mismatched are displayed
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To create a new filter, click the Config button.

Results

The results of the search are displayed in one of several views, along with a summary of the number of
items searched/found. Right-clicking a file opens the following context menu.

View with Internal Viewer...

Open (Default Program) DS 4 PM, Accessed: 11/18/2011, 4:55:04 PM
O Open with...
Loc o
j Ide Open Containing Folder b, non-interlaced
Size Show File Properties... Chrl+| PM, Accessed: 11/18/2011, 5:16:55 PM
crd Print
j Loc utotexthen-us
e Add Results to C ;
Size TSI et 4 PM, Accessed: 11/18/2011, 5:03:44 PM
| crd Export Results to *
j Loc Ltotexthen-Z4
Ide Toggle Check Space t
Size 4 PM, Accessed: 11/18/2011, 5:03:44 PM
Check All Ctrl+A ’ L
I my .
j Loc Filter Falder \autotext
Ide
Size 1 itemn(s) checked ¥ Add to Case >
I acor_af-7A.dat Remove File(s) from Case |
j Location: Ubuntu-1-0:\usrlib\libreoffice’\basis3.4\share!, Bookmark .
Identified Type: Zip archive data, at least v2.0 to extra
Size: 59.61 KB, Created: , Modified: 11/18/2011, 5:03: Expentlies i g

1 item(z] checked Copy File(s) te Clipboard Ctrl+C
N — .

View with Interval Viewer
Opens the file with OSForensics Viewer to perform a more thorough analysis

Open (Default Program)
Open the file with the default program

Open With...
Allows the user to select the program to open the file

Open Containing Folder
Opens the folder than contains the file

Show File Properties
Opens the file with OSForensics Viewer in File Info mode.

Print...
Print the file (if applicable)

Add Results to Case...
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Add the list of results as an HTML or CSV file to case

Export Results to
Export the list of results to a TXT, CSV or HTML file

Toggle Check
Toggle the check state of the selected item.

Check All
Check all the items in the list.

Filter Folder
Exclude the folder of the selected file from the search results

n Item(s) checked

Add to Case
Add the checked file(s) or list of checked file(s) to the case

Remove File(s) from Case
Remove the checked file(s) from the case

Bookmark

Green
Add/remove selected path from the list of Green bookmarks. Keyboard shortcut: Ctrl+G

Yellow
Add/remove selected path from the list of Yellow bookmarks. Keyboard shortcut: Ctrl+Y

Red
Add/remove selected path from the list of Red bookmarks. Keyboard shortcut: Ctrl+R

Export list to
Export the list of checked file(s) to a TXT, CSV or HTML file

Save to disk...
Save the checked file(s) to a location on disk.

Copy Files(s) to Clipboard
Copy the checked file(s) to clipboard. Once copied to the clipboard, the file(s) can be pasted to any
other application that supports it (eg. Windows Explorer).

Note: In some cases, copy and pasting files to an explorer window may fail without an error
message when "preparing to copy". This may happen if the file has already been deleted (eg a
temp file) or if Windows Explorer does not have permissions to access the files (eg restricted
system files and folders). In these cases, it is better to use the "Add to case" function.

Advanced Usage

There are some files that can be edited in OSForensics that allow you to modify/improve the mismatch
lookup process. See this page for details.
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4.6.1

Mismatch Filter Configuration

The Mismatch Filter Configuration Window allows users to define new search filters. This window can
be accessed by clicking on the "Config..." button in the main Mismatch File Search window.

Mismatch Filter Configuration - Lé]
= - - - Hel
Mismatch Filter Configuration ==
Fiter My Fiter ~|[ new || Dekete
Filter Types [ Filter Extensions [T Exclude Folders
@ Indude () Exclude Include (@ Exdude

| = : , |
png

[

Il

[l

i g — ] 1t P

Mo Extension

2 dd elete
[ Add Delete

Creation Date Range: Modify Date Range:
fl From [ 23-wn-2011 @+  From [0 23-un-2011 [F~ Show only mismatch file extension/contents
i To [0 23-un-2011 @ To [0 23-un-2011 @ [show only inaccesible

Exdude Chrome Cache Image Files
Exdude Empty Files Exclude recyding bin meta files

I [ Exdude Firefox Cache Image Files:
\| [CIFiterbysize  Minimum KB Maximum KB [T Exclude c:\windows\installer icon,zip files
.

Filter
The selected filter to configure

New
Click this button to create a new filter

Delete
Click this button to delete the selected filter

Filter Types
If checked, allows the user to input filter types to include/exclude in the search results

Filter Extensions
If checked, allows the user to input filter extensions to include/exclude in the search results. To include/
exclude files with no extension, check the No Extension checkbox.

Exclude Folders
If checked, allows the user to add folders to exclude from the search results. Click 'Add' to add a
folder, 'Delete’ to remove a folder.

Only Include Date Range
If checked, allows the user to specify the date ranges to include in the search results.
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Exclude Empty Files
If checked, files that are 0 bytes in file size are excluded from the search results

Exclude Recycling Bin Meta Files
If checked, files that are 0 bytes in file size are excluded from the search results

Filter by size

If checked, allows the user to specify file size limits for search results. The user may enter either a
minimum, maximum, both or neither. The only restriction is that the maximum must be larger than the
minimum.

Show only file extension/contents
If checked, the search results will only contain files whose contents and file extension are mismatched.

Show only inaccessible
If checked, the search results will only contain files that cannot be accessed.

Exclude Chrome Cache Image Files
If checked, the search results will not include Chrome Cache image files

Exclude Firefox Cache Image Files
If checked, the search results will not include Firefox Cache image files

Exclude c:\windowsl\installer icon/zip files
If checked, the search results will not include icon/zip files under c:\windows\installer

4.6.2 Mismatch File Search Results View

The user may view the mismatch file search results in one of several views.

File Details View
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File Detailz  File List  Thumbnails
[ File Hame Location |dentified Type Type
[ | | acor_ja-JP.dat Jbuntu-1-0:5ustiblibrectiice...  Eip archive data, at least +2.0 to extract DAT File
[ | | acor_koKR.dat Jbuntu-1-0ustliblibreoffice...  Zip archive data. at least «2 .0 to extract - DAT File
[ | | acor_lb-LU.dat Jbuntu-1-0huztliblibrectfice...  Zip archive data, at least «2.0 to extract DAT File
[ | | acor It-LT.dat Jbuntu-1-0:5uztliblibrectiice...  Eip archive data, at least +1.0 to extract  DAT File
[ | ] acor_mrerM dat Jbuntu-1-0huztdibslibreotiice...  Sip archive data, at least «2.0 to extract DAT File
[ | | acor_nl-ML.dat Jbuntu-1-0:hustliblibrectice...  Zip archive data, at least «2.0 to extract DAT File
[ | | acor_pt-BR.dat Jbuntu-1-0ustliblibreoffice...  Zip archive data. at least «2 .0 to extract - DAT File
[ | | aco_m-RU.dat Jbuntu-1-0huztliblibrectfice...  Zip archive data, at least «2.0 to extract DAT File
[ | | acor_zh-CH.dat Jbuntu-1-0:5uztliblibrectice...  Zip archive data, at least +2.0 to extract  DAT File
[ | ] acor_zh-Tw.dat Jbuntu-1-0huztdibslibreotiice...  Sip archive data, at least «2.0 to extract DAT File
[ | | lowcase.dat Uburbu-1-0hustsharghsamba M5 Windows icon resource - 2icons, .. DAT File
[ | ] upcase.dat Ubuntu-1-0husrihsharehsamba M5 Windows icon resource - 2 iconz, .. DAT File
[ a1 118l Ubuntu-1-0ustlibhmono4.0 - ASCH text, with no line terminatars Shartcut
[ 7] 118N west dl Ubunbu-1-0hustlibhmonohd.0 ASCH text, with no line terminators Shortcut
[ 7| ICSharpCode Shar..  Ubuntu1-0:husrlibhmonotd. 0 ASCI test, with no line terminators Shortzut
[ 7| Mona.Cairo.di Ubunbu-1-0hustlibhmonohd.0 ASCH text, with no line terminators Shortcut
[ 7| Mona CSharp.dl Jbuntu-1-0: 50zt ibmono'4.0 ASCI text, with no line terminators Shartzut
. 5 L . e o R . . -

1 itern[z] checked

Iterns Found: 4433 Soring: | Extengion

ltems Searched: |124833 Current Folder: Search Complete

The File Details View displays the search result in a table format, listing the file names along with

relevant attributes and metadata.

File List View
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File Lizt | Thumbnails

»

SUpCase
Location: Windows_Vista-0: (i
Identified Type: MS Windows icon resource - 2 icons, 3x, 4-colors

Size: 128.0 KB, Created: 30/04/2014, 2:27 PM, Modified: 30/04,/2014, 2:27 PM

aida_wvsb.vsb

Location: Windows_Vista-0:\Program Files\FinalWire\AIDAGY Extreme

Identified Type: Zip archive data, at least v1.0 to extract

Size: 21.42 KB, Created: 08/05/2014, 2:48 PM, Modified: 25/03/2014, 9:21 PM

Revert.wmz

r@j Location: Windows_Vista-0:\Program Files\Windows Media Player\Skins
Identified Type: Zip archive data, at least v2.0 o extract
Size: 65.64 KB, Created: 02/11/2006, 5:33 AM, Modified: 02/11/2006, 5:33 AM

f_oo0002

Location: Windows_Vista-0:\Users\Keith\ AppData'Local\Google\Chrome\ User Data\Defaulth Ap
Identified Type: PNG image, 22 x 2856, 16-bit/color RGBA, non-interfaced

Size: 41.80 KB, Created: 30/04/2014, 2:05 PM, Madified: 30/04/2014, 2:05 PM

f_000025
Location: Windows_Vista-0:\Users\Keith\AppData\Local\Google\Chrome\User Data\Default Cac
Identified Type: PNG image, 353 x 172, 8-bit/color RGBA, non-interlaced

Size: 51.02 KB, Created: 30/04/2014, 2:06 PM, Modified: 30/04/2014, 2:06 PM -
[tems Found: 70 Sorting: | Extension
ltems Searched: 37927 Cument Folder:  “indows_Wista-0:\WwWindowswwinzssihanifests

The File List View displays the search result as a list of file names, along with the supposed file type,
corresponding metadata and icon. The results are sorted according to the criteria selected in the
Sorting combo box.

Thumbnails View
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4.6.3

Thumbnailz

4

m

Windows_Vista-0:\... Windows_Vista-0:\... Windows_Vista-0:... Windows_Vista-0:\... Windows_Vista-0:1...
Files'FinalWirelal... Files\Windows Me... Data\Default\Appli... Data'\Default\Cach...

Windows_Vista-0:\... Windows_Vista-0:\... Windows_Vista-0:\... Windows_Vista-0:\... Windows_Vista-0:1...
Data'Default\Cach... Data\Default\Cach... Data'\Default\Cach... Data\Default\Cach... Data'Default\Cach...

Windows_Vista-0:\... Windows_Vista-0:\... Windows_Vista-0:\... Windows_Vista-0:\... Windows_Vista-0:1...

Data'Default\Cach... Data\Default\Cach... Data'\Default\Cach... Data\Default\Cach... Data'Default\Cach... -
[tems Found: 74 Thumbnail Size: H Sorting: | Extension
Items Searched: 52130 Cument Folder:  Windows_Wista-0:MWindowswinzsz w86 _prncalll.inf.resources 31 b3

The Thumbnails View displays the search result as a list of thumbnails as well as with its file path. This
view is useful when the search results contain media files, allowing the user to quickly browse through
the thumbnail images. Similar to the File List View, the results can be sorted via the Sorting combo box.
The size of the thumbnails can be adjusted using the Thumbnail Size slider bar.

Advanced

There are two files that can be modified to change the behaviour of the Mismatch File search. Editing
these files should only be done by advanced users. The files can be found in your common application
data folder (ie. 'C:\ProgramData’' or 'C:\Documents and Settings\All Users\') under 'Passmark
\OSForensics'.

OSF.mg

This file contains the definitions used to identify file types, essentially containing templates showing what
different types of files look like.

The file contains lines describing magic numbers which identify particular types of files. Lines beginning
with a > or & character represent continuation lines to a preceding main entry:

>

If file finds a match on the main entry line, these additional patterns are checked. Any pattern which
matches is used. This may generate additional output; a single blank separates each matching line's
output (if any output exists for that line).

&
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If file finds a match on the main entry line, and a following continuation line begins with this character,
that continuation line's pattern must also match, or neither line is used. Output text associated with any
line beginning with the & character is ignored.

Each line consists of four fields, separated by one or more tabs:

Field 1

The first field is a byte offset in the file, consisting of an optional offset operator and a value. In
continuation lines, the offset immediately follows a continuation character.

If no offset operator is specified, then the offset value indicates an offset from the beginning of the file.

The * offset operator specifies that the value located at the memory location following the operator be
used as the offset. Thus, *0x3C indicates that the value contained in 0x3C should be used as the offset.

The + offset operator specifies an incremental offset, based upon the value of the last offset. Thus, +15
indicates that the offset value is 15 bytes from the last specified offset.

An offset operator of the form (I+R) specifies an offset that is the total of the value of memory location
specified by | and the value R.

An offset operator of the form (I-R) specifies an offset that is calculated by subtracting the value R from
the value of memory location specified by I.

Field 2

The next field is a type: byte, short, long, string, Ustring (Unicode string). byte, short, long, beshort (big
endian short), leshort (little endian short), belong (big endian long), lelong (little endian long). This can
be followed by an optional mask which is bitwise ANDed to the value prior to comparison, for example,
byte &0x80 looks at the high bit.

Note:
The types beshort and belong are equivalent to short and long, respectively.

Instead of a type, this field can contain the string search/N which indicates to search for the string
indicated in the next field up to N byes from the offset.

Field 3

The next field is a value, preceded by an optional operator. Operators only apply to non-string types:
byte, short, long, leshort, beshort lelong, and belong. The default operator is = (exact match). The other
operators are:

equal
not equal
greater than
less than
all bits in pattern must match
any bits in pattern may match
or? any value matches (must be the only character in the field)
(? is an extension to traditional implementations of magic)

X > AV T

string or Ustring values to be matched may contain any valid ANSI C backslash sequence. Thus, to
match a single backslash, \\ must be entered in the magic file.
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Note:
Due to its format, the magic file must use a \t to match a tab character.
Field 4
The rest of the line is a string to be printed if the particular file matches the template. Note that the
contents of this field are ignored, if the line begins with the & continuation character. The fourth field
may contain a printf-type format indicator to output the magic number (See printf for more details on
format indicators).
External Links
Above documentation taken from http://www.mkssoftware.com/docs/man4/magic.4.asp
Wikipedia entry on Magic Numbers http://en.wikipedia.org/wiki/File_format#Magic_number
Database of additional magic definitions http://www.magicdb.org/
MagicLookup.csv
This file defines the list of extensions 'known' by OSForensics. This file is a comma separated table with
three columns, each line defines a new known file type. The first column defines a substring of the data
type returned by the lookup. The second column defines the extension associated with this file
description. The third column is contains additional flags defining this record. Currently the only
supported flag is 1, which specifies that this type of file does not only belong to this extension.
Examples:
RAR archive data,rar,0
The first line specifies if the type contains the text 'Rar archive' then the extension should be 'rar'. The
flag is 0 meaning that any file with an extension that isn't 'rar' is mis-labeled.
Text,htm, 1
Text, txt, 1
These two lines specify that files that have been identified as with "Text' in their description can be
either 'htm' or 'txt'. The '1' specifies files with other extensions that are text files are not necessarily mis-
labeled.
4.7 Memory Viewer

The Memory Viewer module allows the user to perform memory forensics analysis on a live system or
a static memory dump. There are 2 types of memory analysis that can be performed:

e Live Analysis

o Static Analysis
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.ﬁ Memory Viewer Help

Live Analysis  Static Analysis

‘g Refrezh |—_Q]Select Wfindo | QDump Phuzizal kemary

Process FID CPU % Total CPU Time Uszer Time Kemel Time  Process Create Time ™
ldle 1] 99.22% 12:27:45.140 (00:00:00.000 122745140 201705-23, 23.29:0
oxfbd. exe 9356 0.7ax 00:09: 36,625 00:09:05.703 0000:30921  201705-26, 9:27.32

TMEs, BXE 408 00:00: 00,281 - 000000015 0000:00.2656  2017-05-23, 23:29;01 _

wiririt, e Bd4 000000187 O0:00:00.000 00:00:00.187  2017-0523, 232313
TEIVICES BXe 796 00:00:11.343 00:00:04,937 0000:06.406  2017405-23, 232913
loacs ava ana nnEnn-19 A2 nnnn-11 71a NREOMNE 934 M 70R.27 739017
€ b3
Procesz Info  Handles Modules  Memom Space  Memary Lavout
Image Path: C:WWwWindowshSestem32hoerzs.ene
Product Microzoft® Windows® Operating System
D ezcription: Client Server Funtime Process
WVergion: 10.0.14393.0 [rz1_release. 160715-161E)
[Jzer Marme: MT AUTHORITYSSY'STEM
Integrity Level: Syztem
Digitally Signed: Ve
Digital Signer: Micrazoft \Windows Publizher
Filter by: | Mone [

When performing 'Live Analysis', the memory details of all processes currently running on the system is
displayed in a Task Manager-like view. Unlike non-volatile hard disks which can be analyzed statically,
memory contents (RAM) can only be analyzed while the system is live. Furthermore, it is possible that
potentially implicating evidence exists only in the system's physical memory, without any traces on the
hard disk. This matter is complicated further if the data only exists in memory for a brief period of time.

'Static Analysis' allows an investigator to perform an analysis of a memory snapshot dump that had
been taken recently. The results of a static analysis can include the following:

List of processes that were running

List of suspicious processes

Installed drivers

Detected Malware

4.71 Live Analysis

The Live Analysis tab of the Memory Viewer displays the real-time information of the processes that
are running on the system.
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. Hel
ﬁ Memory Viewer =k
Live Analysis  Static Analysis

‘S Refrezh L(ﬂSeIect Wfindo | QDump Phuzizal kemary
Process FID CPU % Total CPU Time Uszer Time Kemel Time  Process Create Time ™
ldle 1] 99.22% 12:27:45.140 (00:00:00.000 122745140 201705-23, 23.29:0
oxfbd. exe 9356 0.7ax 00:09: 36,625 00:09:05.703 0000:30921  201705-26, 9:27.32
TMEs, BXE 408 00:00: 00,281 _ 00:00:00.01% D:DD:DD.2EE 2017-08-23, 23.23:M .
wiririt, e Bd4 000000187 OGODDO.ODD 00:00:00.187  2017-0523, 232313
TEIVICES BXe 796 00:00:11.343 00:00:04,937 0000:06.406  2017405-23, 232913
loacs ava ana nnEnn-19 A2 nnnn-11 71a NREOMNE 934 M 70R.27 739017
€ b3
Procesz Info  Handles Modules  Memom Space  Memary Lavout

Image Path: C:WWwWindowshSestem32hoerzs.ene

Product Microzoft® Windows® Operating System
D ezcription: Client Server Funtime Process
WVergion: 10.0.14393.0 [rz1_release. 160715-161E)
[Jzer Marme: MT AUTHORITYSSY'STEM
Integrity Level: Syztem
Digitally Signed: Ve
Digital Signer: Micrazoft \Windows Publizher
Filter by: | Mone [

By selecting a process, the user may view the process information, virtual memory space and memory
layout.

Refresh
Refreshes the list of active processes in the system.

Select Window
Allows the user to select a process by clicking on its window.

Dump Physical Memory
Dump the entire physical memory into a binary file. See Generating a Raw Memory Dump.

Right-clicking the process list view allows the user to save the list of processes to a CSV file.
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Process FID CPL % Tt
ApplicationFrameH ost, exe 15328
AIMNEYE. ERE 11034
audiodg. exe 10812

‘chraom

chironm Export process to disk 5
chrarm Add process to Case 5
chrom, Copy value

chiranm _

P — Copy entire row

chromi Export list of all processes to disk...

chironm _

P — Add list of all processes to Case...

chrom, Dump Physical Memory to disk...

chiran .

P — Add Physical Memory dump to Case...

chrome. exe 7956

Export process to disk

Process Details
Take a snapshot of the selected process details and save as CSV on disk

Process Memory Snapshot
Take a memory dump snapshot of the selected process details and save as a binary file on disk

Add process to Case
Take a snapshot of process details or memory dump of the selected process and add to the case.

Copy value
Copy the text of the selected cell to clipboard

Copy entire
Copy the text of the selected row to clipboard

Export list of all processes to disk...
Take a snapshot of the list of all running processes and save as CSV on disk

Add list of all processes to Case...
Take a snapshot of the list of all running processes and add to the case.

Dump Physical Memory to disk...
Dump the entire physical memory into a binary file on disk. See Generating a Raw Memory Dump.

Add Physical Memory dump to Case...
Dump the entire physical memory and add to the case. See Generating a Raw Memory Dump.

Process Info
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Froceszz Info Handles

Image Path:
Froduct
Dezcrption:
Wersion:

IJzer Mame:
[ntegrity Lewvel:
Diigitally Signed:
Digital Signer:

Modules  Memory Space  Memaory Layout

C:hUzershkeith AppD ata\LocalhG ooglehChrome\Application.chrome. exe
Google Chrome

Google Chrome

53.02785.142

K.gith-win7-64 5K eith

P edium

ez

Google Inc

This view shows the details of the application whose process was created.

Handles

Process Info Handles

Handle

(x544
Q374
Dxf0c
Dx2c9c
Qx40
2948
Du3dee
(x9cc
Dx1chc
(xad

Modulez  Memory Space  Memorny Layout

Type Mame "
File WDevicehM amedPipetmojo.6172.917 2. 432298530921 4528687

File WDevicehM i

File WDevicehM amedFipet.chrome. gpu. 11620.0.60541 626

File C: W indowms\WinS «5 86 _microsoft. windows. common-controls_BH35bE4144ccf. ..

File C: 4w indows

File C:hUzersKeithhAppD atatLocal\G ooagle  Chrameh U zer DatahDefaultsLocal Stora...

File WDevicehid

File WDevicehid

File C:hUzers Keith AppD atahLocal\Termphetilgz_waph kLW Dogk O

File WDevicehCHG v

This view shows the list of handles used by the process, including the handle type and name (if

available).

Modules

Process Info Handles

Mame

chrome. exe
ntdll.dll
wiowBd. dll
wowBdcpu.dil
wowBdwin,dll

Modules  Memory Space Memaony Layout

Baze Address  Size Filz Path
0x1720000 964.0KE C:\ sershKeithhbppD ata\LocalhGoogle\ Chrome \dpplicationh.chrome. exe
D«7fRBbafa0000  1.82 MB CAwAMDOWSEYS TEM 32%ntdlL dif
0«B5770000 3280 KB C:WwANDOW S S pstemn 32 aomid. dil
(+E57d0000 40,00 KB C:WwdMDOWShS petem 32y wowBdcpu. di
(«G5Ef000 4760 KB C:wdIMDOWShS patem32wowBdwin, dil
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This view shows the list of modules loaded by the process, including the location in process memory
and the file path of the module.

Memory Space
Memory Space | Memary Layout

Address Range Size State Protection  Tupe Module o

0x0000000000000000 - 0x000000000000FFFF B4 KB Free i)

0x0000000000010000 - 0<000000000001FFFF B4 KB Reserved - Frivate

0x0000000000020000 - 0<000000000002FFFF B4 KB Reszerved - Frivate

0x0000000000030000 - 0<000000000003FFFF B4 KB Reserved - Frivate

0:0000000000040000 - 0x0000000000040FFF 4 KB Commit RO Module D eviceH arddisk Y olume3WindowshS ystem 324 apisetzchema. dil

0x0000000000041000 - 04000000000004FFFF BOKE  Free Tl -

0x0000000000050000 - 0x0000000000053FFF 16 KB Commit RO 4 apped

0x0000000000054000 - 04000000000005FFFF 48 KB Free Tl - None

0x0000000000060000 - 0x00000000000E61FFF 8 KB Commit RO 4 apped Warking Set

0x0000000000062000 - 04000000000006FFFF 56 KB Free Tl - Private Memary

0x0000000000070000 - 0x0000000000070FFF 4 KB Commit R Frivate mstEdMMei:g?Ly

0x0000000000071000 - 04000000000007FFFF BOKE  Free Tl Nor-module memon
Committed kemary

Erecutable code
Filter by [ Maone ~ ]

This view shows the process' memory allocation within its virtual address space. Double clicking on a
memory section opens the Internal Viewer. Right-clicking a memory section allows the user to dump the
memory contents into a file (See Generating a Raw Memory Dump). The memory sections can also be
filtered based on the following criteria:

None - The entire process (user) memory space is displayed

Working Set - Only the memory sections that are in physical RAM are displayed

Private - Only the memory sections that are private are displayed

Mapped - Only the memory sections that are mapped are displayed

Module - Only the memory sections that are part of an image are displayed

Non-module - All memory sections that are not part of an image are displayed
Committed - Only the memory sections that are in a commit state are displayed
Executable code - Only the memory sections that have execute permissions are displayed

Memory Layout

| Proceszs Info | b oy Spacel M ermory Laypout

b emary Layout

0 Module

B Mapped M apped [rezerved] B Frivate Private [reserved)

This view shows a graphical layout of the allocated memory sections within the process virtual address
space.
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4711

Generating a Raw Memory Dump

Using the OSForensics Memory Viewer, the user may perform a raw memory dump of a particular
process' virtual memory space or the entire system's physical memory space.

Performing a process memory dump saves the contents of a process' virtual memory space (both in
physical memory or paged out to hard disk) into a file. This is useful especially if there is a specific
process that the user has identified to potentially contain information of interest.

Generating a raw physical memory dump takes a snapshot of the system's physical RAM contents,
allowing the user to perform a static analysis of the raw memory contents. Since the contents of
physical RAM are valid only when the system is live, performing a physical memory dump saves the
RAM contents in a persistent state allowing for a more thorough analysis at a later time. Information
that can be extracted from a raw physical memory dump includes the following:

e  Printable strings (such as passwords, addresses, phone numbers, e-mail addresses)
o  Kernel data structures (such as process list, thread list, module list)

There are a variety of commercial and free 3rd party tools that scans raw physical memory dump files
and extracts information that could be useful for forensic investigations. A physical memory dump,
however, will unlikely contain the collective memory space of all processes running on the system. This
is due to the fact that only a portion of a process' memory space resides in physical memory; the
remaining portions reside in a page file on the hard disk.

Password Retrieval Example

To demonstrate a simple case of retrieving a password string from memory, we use a popular FTP
client as an example. We configure a connection to a dummy FTP server using these parameters:

Host: ftp.testftpserver.com
Port 1331
User testuser

Password testPassword

After inputting these parameters, we attempt to connect to the dummy FTP server. While the FTP client
is trying to connect to the non-existent server, we generate a raw memory dump of the FTP process
using OSForensics. Using the OSForensics internal viewer (or any hex viewer/editor), we perform a
simple search for our password string 'testPassword’. The screenshot below reveals the result of the
string search.
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We can see that the password is stored as plain text in the process' memory.
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<Host>ft
p.testftp=erver.
com</Host>. .
<Port>13
3l</Port>..
<Protocol
»0</Protocol>. .
<Type
»>0</Typer. .
7 <O=er>tes=
20 tuser</User>..
3 <Pass>
&
2

testPassword</Pa
s3>, .
<Logontype>l<a/L
ogontype>. .

<Timezone
Offset>0</Timezo
nelffset>. .

<PasvHMode
}HDDE_DEFAULchF
asvHode>. .

Using this information, a

forensics investigator may gain access to a remote machine containing evidence files that could

implicate the suspected criminal.

4.7.2

Static Analysis

A full physical memory dump contains valuable information about the state of the system when the
snapshot was taken. The Static Analysis tab of the Memory Viewer allows an investigator to analyze a

memory dump file in order to extract valuable information such as:

List of processes that were running
List of suspicious processes
Installed drivers
Detected Malware
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4.8

i Hel
ﬁ Memory Viewer elp
Live Analysis  Static Analysiz
b emary Dump File: |E:Hpassmark"~win1 0_durmp.mem | ITL”Z'El

To analyze a memory dump file, browse to the location of the file and click Analyze. This shall launch
Volatility Workbench, a GUI application for the Volatility tool.

Volatility is a command line memory analysis and forensics tool for extracting artifacts from memory
dumps.

Prefetch Viewer

The Prefetch Viewer module allows the user to view the potentially valuable forensic information stored
by the operating system's Prefetcher. The Prefetcher is a component that improves the performance of
the system by pre-caching applications and its associated files into RAM, reducing disk access. To
facilitate this, the Prefetcher collects application usage details such as the number of times the
application has been executed, the last run time, and any files that the application uses when it is
running. Using this information, forensics investigators can uncover suspect's application usage patterns
(eg. "Cleaner" software used recently) and files that have been opened (eg. documents).
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m Prefetch Viewer Help
Drive [Drive-C:\ -

Application Mame Run Count  Last Bun Time File size Prefetch File Prefetch Hash i+
'whIPRWVSE EXE 278 May-1214. 121346 P 31.84 KB “WMIPRWSE EXE-8DDABDA3 pf 8DDABDA3 2
COMSENT EXE 4139 May-12-14,10:11:32 8 8796 KB CONSENT.EXE-1A8D0661.pf 14800661
CSRS5.EXE 33 Map-09-14,11:17:434M 1951 KB CSRSS.EXE-EBSTFEES.pf SBE1FBES
MT.EXE 729 Map-12-14,1:30:26 PM 2213KB  MT.EXE-4FACAD28.pf AFACADZ2E
MOTEFPAD.EXE il Map-1214, 101026 M 2355 KB NOTERPAD EXE-9FB27COE.pf 9FB27C0E
MTOSEBOOT 86 March-28-14, 310035 AM  302MB  WNTOSBOOT-BOODFAAD.pf BOODFAAD
SEARCHFILTERHOST EXE 24376 tarch-28-14, 5:08:33PM  1649KB  SEARCHFILTERHOST EXE-44162447 pf 44162447
SEARCHFILTERHOST EXE 4276 Map-12-14,1:41:41 PM 1EB0KE  SEARCHFILTERHOST.EXE-DDB228B1.pf  DDB228B1 i
Mapped Files | Mapped Directaries
File Mame File Path it
SMFT WDEVICEVNHARDDISKWVOLUMES\SMFT E
ADVAPR2.DLL SDEVICE\HARDDISEV OLUMES\WINDOWS\SYSTEM32VADVAPTZ2.0LL
APISETSCHEMALDLL M\DEVICEAHARDDISEV OLUMES\WINDOWS\SYSTEM32VAPISETSCHEMA.DLL
BASEBRD.DOLL W DEVICEYHARDDISKWOLUMES\WINDOWS\BRANDING\BASEBRDWBASEBRD.DLL
BROWCLLDLL \DEVICENHARDDISKVOLUMES\WINDOWS\SYSTEM32Z\BROWCLLDLL
CFGMGR32.DLL W DEVICENHARDDISKWOLUMES\WINDOWS\SYSTEM32\CFGMGR32.0LL
CIMWIN3Z.DLL W DEVICENHARDDISKWOLUMES\WINDOWS\SYSTEM3ZA\WBEMY CIMWINZ2.DLL
CLBCATQ.DLL WDEVICEYHARDDISKWOLUMES\WINDOWS\SYSTEM3ZVCLBCATQ.OLL
CREDSSP.DLL WDEVICE\HARDDISEV OLUMES\WINDOWS\SYSTEM32VCREDSSP.DLL
CRYPT32.DLL WDEVICEAHARDDISKV OLUMES\WINDOWS\SYSTEM32ACRYPT32.0LL
CRYPTBASE.DLL 4 DEVICE\HARDDISEN OLUMES\ WINDOWS\SYSTEM3ZVWCRYPTBASE.DLL
CRYPTSP.OLL SDEVICE\HARDDISEV OLUMES\WINDOWS\SYSTEM32VCRYPTSP.DLL &7
4 1 3

Right-clicking an application entry brings up the following menu:

7 Copy row

AC Export List to C5V...
AE Add Listto Case..
0s.

OSF-HTML-EDITORE4.EXE

Copy row
Copies the selected prefetch item details to clipboard

Export List to CSV...
Export the list of prefetch items to a CSV file

Add List to Case...
Add the list of prefetch items to case as a CSV file

After selecting an application, the list of mapped files and directories used by the application is
displayed.

Mapped Files
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Mapped Files | Mapped Directaries

File Mame

MEMTESTEG.LOG
MEMTEST86.LOG
MEMTESTEG.LOG
MSCTFR.DLL
MSVCRT.DLL
NOTEPAD.EXE
NTDLL.DLL
OLE32.DLL
OLEAUT3Z.DLL
RPCRT4.DLL
RPCS5.0LL
SECHOST.DLL

File Path

YDEVICEVHARDDISKVOLUMES, USERS\KEITHVAPPDATAN\LOCAL\TEMPYTZ04597D TMP\MEMTESTES.LOG
\DEVICEVHARDDISKVOLUMES\USERS\KEITHVAPPDATANLOCALNTEMPYT Z06A3 C. TMPAMEMTESTBG.LOG
\DEVICE\OSFMDISKONEFTVBOOTV\MEMTESTE6.LOG

WDEVICEVHARDDISKVOLUMES WINDOWS\SYSTEM3ZAMSCTR.DLL

\DEVICE\HARDDISKVOLUMES WINDOWS\SYSTEM3I2\MSVCRT.DLL
\DEVICEVHARDDISKVOLUMES\WINDOWS\SYSTEM32ANOTERAD.EXE

\DEVICE\HARDDISKVOLUMES WINDOWS\SYSTEM2\NTDLL.DLL

A\DEVICEV\HARDDISKVOLUMES WINDOWS\SYSTEM3I2NOLES2.DLL
SDEVICE\HARDDISKVOLUMES Y WINDOWS\SYSTEMINOLEAUT32.DLL
A\DEVICE\HARDDISKVOLUMES\WINDOWS\SYSTEM3IZ\RPCRT4.DLL
YDEVICEVHARDDISKVOLUMESYWINDOWS\SYSTEMIZ\RPCSS.DLL
NDEVICE\HARDDISKVOLUMES\WINDOWS'SYSTEM3N\SECHOST.DLL

4

L1

m

This list view contains a ten-second snapshot of the list of files that were used by the application while

executing. This includes the binary itself, associated system DLL files and files opened by the user
using the application (such as document files for Microsoft Word). Forensically, this can reveal files of
interest that were opened by the application (eg. document, image, e-mail files) and file paths that may
have been hidden or no longer exists.

Right-clicking a file entry brings up the following menu:

M

'S Open with Internal Viewer Un
0 Open Containing Folder LM
P Copy row U
T Export List to CSV.. Uh
-,2 Add List to Case... EE

Open with Internal Viewer
Attempts to locate the file on the drive and open it using the Internal Viewer.

Open Containing Folder
Attempts to open the parent folder of the selected file

Copy row
Copy the file entry details to clipboard

Export List to CSV...
Export the list of mapped file entries to a CSV file

Add List to Case...
Add the list of mapped file entries to case as a CSV file

Mapped Directories
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| Mapped Filez | Mapped Directories |

Yolume Path

YWODEVICE\HARDDISEVOLUMES [Volume Senial Mo: 041 C098E created on: 04,/01/2012, 1:26 PM]
WOEVICE\HARDDISKVOLUMES W USERS
WOEVICE\HARDDISKV OLUMES\USERS\KEITH
YWOEVICENHARDDISKVOLUMES\USERSNKEITHLDESKTOP
WOEVICE\HARDDISEV OLUMES\WINDOWS
YWODEVICENHARDDISKY OLUMES\WINDOWS\FOMTS
SDEVICE\HARDDISEVOLUMESNWINDOWS\GLOBALTZATION
WOEVICE\HARDDISKVOLUMES\WINDOWS\GLOBALTZATIOM\SORTIMG
YWDEVICE\HARDDISEVOLUMES\WINDOWS\SYSTEMS2
S\DEVICE\HARDDISEVOLUMES\WINDOWSVWINSXS\AMDES_MICROSOFT. WINDOWS.COMMON-COMTR
WDEVICENOSFMDISKD [Volurne Serial Mo: 64E7A144]

This list view contains a list of directories and corresponding volumes that were accessed by the
application while executing. This can be used to identify volumes and directory paths that may have
been hidden or belonged to a removable disk.

4.9 Raw Disk Viewer

The Raw Disk Viewer module allows the user to analyze the raw sectors of all devices added to the
case, along with all physical disks and partitions (including mounted images) attached to the system.
This module provides the ability to perform a deeper inspection of a drive, looking beyond the data
stored in the file system's files and directories. Performing this level of analysis may be required if
information of interest is suspected to be hidden within the raw sectors of the drive, which are not
normally accessible via normal operating system mechanisms (eg. free clusters, file slack space).
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e - - Hel
Qz" ¥ Raw Disk Viewer =
Disk. | Windows_Vista-0: [Image File] | | Confia.

I Jump ta ... I I Search ... J [Eookmarks...J I Decode ... Right-click in the disk viewer for additional options
EBS2904E54465320 2020200002080000 .R.HTFS ... ..
Qoooooo0o0Fs0000 3F0OOFFOOOOOBOOO0O0 . ..... .. L
goooooo0s000B000 FFEFFFO400000000 ... .. . ... .. ...
QoooocoooQoonoQ0 FFFEAFOOOOOOOOQOO ...... .. .. o... ..
FeQO00O0O0O01000000 02CeFF3COEQO3DES .. ... . .. ... <=
00000000FAS3COBE DOBCOORCEBRRCOO? ... .. 3. | . h..
1F1EABRAONCERS1E OEOOAGBI13ENION4E . hf. . .. f.». N
C44653751C5B441FE AAGGCDIAZ2ACA1FR TFSu A 11T +
SCAATPSORF7C10100 7% SanreEcicetion
18681A00B4488416 OF
9FA3C4189E581F72 E] Carve selection to Case...

OFO0C12EOFOO041E 52 - —_ -
6EFF06110003160F 00 Yiew selection in Internal Viewer...
40002BCR77EFES00 BE Add selection to Bookmarks...
6681FBS443504175 24
6807BE1668700ELE bE Copy Hex
5516161668B80166 61

Copy ASCI

BES966591FOFS216
OFO0BECZFFOELGOD
F301E3080040FBO1
FOAC3CO07409B40E
0D04412064697368

AAFTAAARSTS A AR

4

Select Range...
Select Sector
Select Cluster
Select All

AAAARsE AR A AT AT § A 1 -

0x00000000000007 20 - 0x00000000000001 40 (32 Bytes) Selected

To view the raw sectors of a drive, the user selects the device from the Disk drop-down box.

Config ...

Opens a dialog to configure the display settings of the viewer.
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-
Config - — Iﬁ
Arrange by
CiByte (O Word () Double @ Quad:
Range limits
Min Sector: 0
Max Sector: 1929168895
Auto-highlighting
File headers
[] Graphic files [ Document files
[] Archive files []web documents
File system objects
[ Free space Files
System files [7] pirectories
Slack space [7] Alternate streame
[ QK ”Cancel“ Apply ]

Arrange by - Adjust how bytes are grouped on the viewer (1, 2, 4, 8 bytes respectively) .
Range limits - Configure the minimum and maximum sectors viewable on the currently selected
drive
Auto-highlighting - Toggle auto-highlighting of bytes of interest

File headers

Graphic files - gif, jpg, png, bmp
Archive files - zip

Document files - pdf, rtf

Web documents - html

File system objects

Free space - unallocated clusters of a partition

System files - bytes internal to the disk/partition for bookkeeping/management purposes (eg.
MBR, MFT)

Slack space - allocated space unused by the file or volume

Files - bytes occupied by files

Directories - bytes used by directories to store indexing information

Alternate streams - bytes occupied by files' alternate stream(s) (NTFS only)

Jump to ...
Allows the user to jump to a particular location on the raw disk.
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-

|

Jump To
(@) Byte
@ Offset ) Sectar
@ Decimal () Hex [V LCN
Fartition
(7 File
ok ] [ Cancel

Offset - Jump to the specified byte, sector, or LCN offset.

Partition - (Physical disks only) Jump to the start of the specified partition

File - (Valid file systems only) Jump to the starting cluster of the specified file on the partition

Search ...

Opens a search window for locating hexadecimal/text patterns on the drive

Bookmarks ...

Opens the bookmark window for managing the bookmarks on the drive

Decode ...
Opens a separate decode window for displaying information about the current position in the viewer

Right Click Menu

AARECT AZNCRAIFRE TFSn A 11 +

78
OF
E1l
L
0
BE
24
B8
61
11

0
78
Ef
BE
20

Carve selection...
Carve selection to Case...
View selection in Internal Viewer...

Add selection to Bookmarks...

Copy Hex
Copy ASCI

Select Range...
Select Sector
Select Cluster
Select Al

AARAAS s A anTaO T 4 A 1
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Carve selection...
Save the selected bytes into a file. If no selection is made, the current cluster is saved.

Carve selection to Case...
Save the selected bytes into a file, then add to case.

View Selection with Internal Viewer...
View the selected bytes in the OSForensics Viewer. If no selection is made, the current cluster is
viewed.

Add selection to bookmarks...
Create a bookmark with the selected offset range. If no selection is made, a dialog prompting the user
to create a bookmark is displayed.

Copy Hex
Copy the selected bytes as hex characters to clipboard

Copy ASCII
Copy the selected bytes as ASCII to clipboard

Select Range...
Prompts the user to enter a start and end offset to select

Select Sector
Select the sector that cursor is currently within

Select Cluster
Select the cluster that cursor is currently within

Select All
Select all bytes on the disk

49.1 Search Window

The Raw Disk Viewer search window allows the user to perform searches on the raw sectors of the
current device. The search is performed sequentially from the first viewable sector of the device, with
the results being updated instantaneously in the search results table.
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Search *
Help
Search pattern: |blueprint | I Stap I
Search options
) Hex
(® Teut
ASCIH []Match case
[JuTtF& [Jwild character [?7)
Uricode [ ] Feqular espressions | Freset Fegular Expressions
Search Results:
Byte Offzet Contest Encoding  Sector  Partition  LCM File Object Type ™
O 28E 7 4440 #: az blueprintz canbe e ASCI 1339, 0 167444 Dirive-CA\PuthonZ2 7 Libhsite-pack...  File
028E1451C ut if the blueprint vias regist ASCIH 1339, 0 167444 Dirive-CA\PuthonZ2 7 Libhsite-pack...  File
0=28E145ED in = zelf. blueprint subdomain - ASCI 1338, 0 167444 Drive-C:\Python2 hLibhsite-pack...  File
0=28E 14624 that the blueprint should be  ASCI 1338, 0 167444 Drive-C:\Python2 hLibhsite-pack...  File
0«28E146FE in = gelf. blueprint.wil_prefix ASCH 1339, 0 167444 Dirive-CA\PuthonZ2 7 Libhsite-pack...  File
028E14780 #: blueprint, z ASCH 1339, 0 167444 Dirive-CA\PuthonZ2 7 Libhsite-pack...  File
0=28E 14801 with the Blueprint. g ASCI 1338, 0 167444 Drive-C:\Python2 hLibhsite-pack...  File
0=28E 14832 dict{zelf blueprint.url_values  ASCI 1338, 0 167444 Drive-C:\Python2 hLibhsite-pack...  File
Searching ... (768 found] A6 00MB /= ATE

Search pattern
The search string to locate on the drive

Search Options

Hex

Search for a particular hex pattern on the drive. The hex pattern must be in byte increments, and
must contain only valid hexadecimal characters (0-9, a-f).

Text

Search for the specified text string on the drive

ASCII - If checked, search for the text pattern in ASCII
UTF-8 - If checked, search for the text pattern in UTF-8

Unicode - If checked, search for the text pattern in Unicode

Match case - If checked, the search will be case sensitive

Wildcard character (?) - If checked, a '?' in the search pattern will match any single

character. Wildcards cannot be used in conjunction with regular expressions.

Regular expressions - If checked, the search pattern shall be interpreted as a regular

expression. The regular expression pattern can be user-specified or selected from the list of

preset expressions. Regular expressions cannot be used in conjunction with wildcards. See

Regular Expressions for syntax information and examples.

Search Results
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Displays (in real-time) all instances of the search pattern found on the drive. Double clicking on a result
will highlight the matching bytes in the Raw Disk Viewer. The maximum length of matching strings is 256
characters.

Byte offset - the starting byte offset

Context - the context (10 characters before and after) of where the pattern is found

Encoding - one of Hex, ASCII, UTF8, or Unicode

Sector - the starting logical sector

Partition - the partition number on the selected drive

LCN - the starting logical cluster number

File - (Partition only) the file which the found pattern belongs to. Note that this information is not
available for physical disks.

Object Type - any particular property of the allocated space containing the found pattern. (Eg.

File, directory, free space, slack space)

4.9.1.1 Regular Expressions

The Raw Disk Viewer regular expression search is a powerful tool for identifying patterns that match a
particular search specification on the raw device. The syntax and semantics of the search specifications
are similar to Perl 5 (but not completely compatible), as the PCRE library is used for regular expression
parsing and matching. The following is a quick reference of the supported regular expression syntax (as
taken from the PCRE man pages), as well as several examples of forensics-related regular
expressions.

Basic Syntax

QUOTING
\x where x 1s non-alphanumeric is a literal x
\Q...\E treat enclosed characters as literal
CHARACTERS
\a alarm, that is, the BEL character (hex 07)
\cx "control-x", where x is any ASCII character
\e escape (hex 1B)
\f formfeed (hex 0C)
\n newline (hex O0A)
\r carriage return (hex 0D)
\t tab (hex 09)
\ddd character with octal code ddd, or backreference
\xhh character with hex code hh

\x{hhh..} character with hex code hhh..

CHARACTER TYPES

. any character except newline
\C one byte, even in UTF-8 mode (best avoided)

\d a decimal digit

\D a character that is not a decimal digit

\h a horizontal whitespace character

\H a character that is not a horizontal whitespace character
\N a character that is not a newline

\p{xx} a character with the xx property
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\P{xx}
\R
\'s
\S
\v
\V
\w
\W
\X

character without the xx property
newline sequence
whitespace character

vertical whitespace character
"word" character

"non-word" character
an extended Unicode sequence

a
a
a
a
a
a
a
a

GENERAL CATEGORY PROPERTIES FOR \p and \P

C

Cc
Cft
Cn
Co
Cs

Xan
Xps
Xsp
Xwd

CHARACTER CLASSES

[o.]

Other
Control
Format
Unassigned
Private use
Surrogate

Letter

Lower case letter
Modifier letter
Other letter
Title case letter
Upper case letter
L1, Lu, or Lt

Mark

Spacing mark
Enclosing mark
Non-spacing mark

Number

Decimal number
Letter number
Other number

Punctuation

Connector punctuation
Dash punctuation
Close punctuation
Final punctuation
Initial punctuation
Other punctuation
Open punctuation

Symbol

Currency symbol
Modifier symbol
Mathematical symbol
Other symbol

Separator

Line separator
Paragraph separator
Space separator

Alphanumeric: union of properties L and N
POSIX space: property Z or tab, NL, VT, FF,
Perl space: property Z or tab, NL, FF, CR
Perl word: property Xan or underscore

positive character class

character that is not a whitespace character

CR

character that is not a vertical whitespace character
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[~.o..] negative character class
[x-y] range (can be used for hex characters)
[[:xxx:]] positive POSIX named set
[[:"xxx:]] negative POSIX named set
alnum alphanumeric
alpha alphabetic
ascii 0-127
blank space or tab
cntrl control character
digit decimal digit
graph printing, excluding space
lower lower case letter
print printing, including space
punct printing, excluding alphanumeric
space whitespace
upper upper case letter
word same as \w
xdigit hexadecimal digit
QUANTIFIERS
? 0 or 1, greedy
2+ 0 or 1, possessive
?7? 0 or 1, lazy
* 0 or more, greedy
*+ 0 or more, possessive
*2 0 or more, lazy
+ 1 or more, greedy
++ 1 or more, possessive
+7 1 or more, lazy
{n} exactly n
{n,m} at least n, no more than m, greedy
{n,m}+ at least n, no more than m, possessive
{n,m}? at least n, no more than m, lazy
{n,} n or more, greedy
{n, }+ n or more, possessive
{n,}? n or more, lazy

ANCHORS AND SIMPLE ASSERTIONS

\b word boundary
\B not a word boundary
~ start of subject
\A start of subject
S end of subject; also before newline at end of subject
\Z end of subject; also before newline at end of subject
\z end of subject
\G first matching position in subject
ALTERNATION

expr|exprlexpr...

Forensics Regular Expression Examples
URL

http\://[a-zA-Z20-9\-\.]1+\.[a-2A-2]{2,3} (/[a-zA-Z0-9 \-\.]*)*
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Matches:
¢ http://www.w3.0rg/2001/XMLSchema-instance
¢ http://crl.microsoft.com/pki/crl/products/WinPCA.crl
¢ http://ocsp.verisign.com

Non-matches
o ftp://intel.com
¢ http://www.microsoft/

Email
\w\.==-]1+@[\w\.-1+\.[\w]{2,3}

Matches:
e user@domain.com
e user@domain.jp.org
e user@domain.au

Non-Matches:
e user
e user@
e @domain

Credit Cards (AMEX, VISA, MasterCard)

((A\A{3}) | (5[1-51\d{2})) (=21\0407?) (\d{4} (-21\040?)) {3} 1"~(3[4,7]
\d{2}) (=21\040?)\d{6} (-21\040?)\d{5}

Matches:
e 3728-026478-55578
e 4056 1038 2489 4098
e 5259489765789863

Non-Matches
e 3056-1478-9785-8698

IP addresses

((01170-91{0,2}12[0-91{0,1}12[0-4][0-9]125[0-5]1[3-9][0-9]
{0,1})\.) {3} (011[0-91{0,2}12[0-91{0,1}[2[0-4]1[0-9]125[0-5][3-9]
[0-9]{0,1})

Matches
e 10.0.1.1
e 192.196.1.119
e 255.255.255.255

Non-Matches
e 001.010.0.0
e 192.168.01.119
e 256.257.258.259

US Phone numbers (Optional area code)

\(2IN\NA]{3}\) 2 [\s=-12[\d] {3} [\s=]2[\d] {4}
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Matches
e (610)5647894
¢ 415-983-1066
e 525189 1658

Non-Matches
e (610)(415)9898
e 415-11-9898

Zipcodes
\d{5} (-\d{4})~

Matches
e 90654
e 00989
e 55145-1679

Non-Matches
e 90654-
e 55897-178
e 5987

US dates (mm/dd/yyyy or m/d/yy or m.d.yyyy)

([012[1-911[11[0-21) [./=1([012[1-9]1([112]([0=-911[31[011])[./-]
([0-91{4}1[0-91{2})

Matches
e 02.25.1980
e 12/30/2004
e 01/01/2011

Non-Matches
e 02--25--1980
e 12-55-2004
e 13/12/2011

4.9.2 Decode Window

The Raw Disk Viewer decode windows provide detailed information about the current offset on the
selected device. This information is updated in real time as the cursor is moved in the raw disk viewer.

Main Window
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-

L

Decode

=3

Dizk Information
Dizk Mo
Sector Size
Total Sectors

Size

Partition [nformation

Partition Mo
Starting Sector
Total Sectars

Size

File Spztem
Type
Label
Sefial Number
Cluster Size

Tatal Clusters

Current Position
Phwsgical Sectaor
Logizal Sectar
Cluster
Fath
Object Type

Help

0

12 bytes
1953118440
913 GE

1

20248
1929163396
139 GE

MTFS

HP
0233-3B8D
4096 bytes
241146111

3635400
3439552
11860639

C:%Program Filez\BumlnT est\Readme. bt

File

Disk Information

Partition Information

Disk No

The physical disk number of the selected device. Note that this information is not available for

mounted images

Sector Size

The size of each sector in bytes

Total Sectors

The total number of sectors on the physical device. For mounted images, this is the number of

sectors on the volume.

Size

The size of the physical device. For mounted images, this is the size of the volume.

Partition No
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The partition number on the physical device. For mounted images, this is always zero.

Starting Sector
The physical sector offset of the partition on the physical device. For mounted images, this is
always zero.

Total Sectors
The total number of sectors on the partition

Size
The size of the partition.

File System

Type
The file system type (eg. NTFS, FAT32)

Label
The volume label

Serial Number
The volume serial number

Cluster Size
The size of each cluster in bytes

Total Clusters
The total number of clusters in the volume

Current Position

Physical Sector
The sector number on the physical device of the current offset

Logical Sector
The sector number on the partition of the current offset

Cluster
The LCN (logical cluster number) on the volume of the current offset

File

The file path of the file that owns the current cluster. Clicking on the file path will open Windows
Explorer to the location of the file. Note that this information is not available if the selected drive is
a physical disk.

Object Type

Any particular property of the allocated space that contains the current offset. (Eg. File,
directory, free space, slack space)

Data Interpreter

The Data Interpreter window parses the raw bytes into a human-readable format. Currently, there are
two views available: Data type interpreter and MBR interpreter.
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Data Type Interpreter
This is the default mode of the Data Interpreter window.

-

Data Interpreter
Data Type Walue
Unzigned [LE) FF42357654630621 352
Signed [LE] 7742357694630621 352
IUnzigned [BE) ATA2037534831 833707
Signed [BE) A7A2037534831 833707
ASCH Pazstdark,
ricode EELE

Unsigned (LE)
The selected bytes interpreted as unsigned, little-endian encoded. Note that this information is
available only if 1-8 bytes are selected.

Signed (LE)
The selected bytes interpreted as signed, little-endian encoded. Note that this information is
available only if 1-8 bytes are selected.

Unsigned (BE)
The selected bytes interpreted as unsigned, big-endian encoded. Note that this information is
available only if 1-8 bytes are selected.

Signed (BE)
The selected bytes interpreted as signed, big-endian encoded. Note that this information is
available only if 1-8 bytes are selected.

NTFS Filetime (BE)
The selected bytes interpreted as a 64-bit, big-endian encoded NTFS file time. Note that this
information is available only if exactly 8 bytes are selected.

FAT Timestamp (LE)
The selected bytes interpreted as 32-bit, little-endian encoded FAT timestamp. Note that this
information is available only if 4 bytes are selected.

HFS+ Timestamp (BE)
The selected bytes interpreted as 32-bit, big-endian encoded HFS+ timestamp. Note that this
information is available only if 4 bytes are selected.

ASCII
The selected bytes interpreted as ASCIl-encoded text. Note that this information is available only
if 1-32 bytes are selected.

Unicode
The selected bytes interpreted as Unicode-encoded text. Note that this information is available
only if 2-32 bytes are selected.

Partition Table Interpreter
This mode is automatically enabled when the current offset is within the first sector of a physical disk
(ie. MBR). The partition table (MBR or GPT) is displayed in a human-readable format.
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Data Interpreter - ‘ _—
MBFR Fizld Walle i
Partitian table farmat MER L4
Digk signature BC43ECTC
Partitian 0
Statuz Mon-bootable
Partition type MTFS/HPFSenFAT
Firgt sector [LBA] 1248 1
© = "I
Data Interpreter - ‘ _——
FMER Field Yalue il
Partition table format GPT L4
Revizian 1.0
Header zize 92 bytes
Header Checksum 0=E32E 352F
Header LBA, 1
Backup header LBA R24287 il

Double-clicking on a LBA field will jump to the appropriate offset in the disk viewer.

123

49.3 Bookmark Window
The Raw Disk Viewer bookmark window allows the user to manage the bookmarks on the selected
device.
-
Bockmarks | — -
Help
[.-’-‘-.II boolkmark 2 v]
Title Offzet Length [bytes]  Creation D ate
¥ B 0x190 32 August10-11,
™ BMz 0361 104 August-10-11,
"g,-" B3 0300 144 August-10-11,
i 1] [ b
| ]
Mew Bookmark. .. ] [ Delete ] [ Edit... ]
| |
|!= —e —_— —
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410

The details of all bookmarks visible on the raw disk viewer is displayed in the list. To filter the displayed

bookmarks by type, select one of the bookmark types from the drop down list.

Bookmarks are useful for marking offset ranges of interest on the drive so that it is readily accessible at
any time. Bookmarks are indicated by a flag icon, and square brackets to mark the beginning and end

of the bookmark.

e SN R B L Py NN N L LY B

ME469736B20726561
EFEIRIFLF2726564
4752206973206D69

New Bookmark

Ll S H Y L L

64206572726F7220 dis
000D0A424F4FS44] oot
FI7I696ERT000D0A GR

Opens a dialog for specifying the properties of a new bookmark.

Create Bookmark

=2

Bookmark title |

Start offset
End offset

Bookmark type Green -

Decimal @ Hex

@ Byte
Sector
LCN

Ok ] | Cancel

Bookmark title - The name of the bookmark

Bookmark type - The category which the bookmark belongs to

Start offset - The starting offset of the bookmark

End offset - The ending offset of the bookmark

Delete

Delete the selected bookmark.

Edit ...

Change an existing bookmark's title and/or type.

File System Browser

The File System Browser provides an explorer-like view of all devices that have been added to the
case. Unlike Windows Explorer, the File System Browser is able to display additional forensic-specific
information, as well as allow analysis to be performed using OSForensics' integrated tools.
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i File System Browser - O x
Eile Yiew Tools
- a Hel
g @eoxIEnns 5
1= IE | Windows_7_Enterprise_x64_E-0: v
(g artifacts-0: [ name Type Date modified Date created Date accessed MFT Modify Date Size ™
bitlocker:
-G deleted fat: I &Extend Fle folder ~ 2010-08-27, 7:31:56  2010-08-27, 7:31:56  2010-08-27, 7:31:56  2010-08-27, 7:3L1:56
369 DriveC:. ' - $Recycle.Bin Fle folder ~ 2010-08-26, 13:56:51 2009-07-14, 12:18:56  2010-08-26, 13:56:51 2010-08-26, 13:56:51
5165 Drve-CSM: I~ Boot File folder ~ 2016-10-22, 4:25:09  2010-08-27, 7:42:42  2016-10-22, 4:25:09  2016-10-22, 4:25:09
1659 Drive D: - Documents and Settings ~ Fle folder  2009-07-14, 14:08:56 2003-07-14, 14:08:56  2009-07-14, 14:08:56 2010-08-27, 7:42:34
B exfat-1: - PerfLogs File folder 20090714, 12:20:08 2009-07-14, 12:20:08  2009-07-14, 12:20:08  2010-08-27, 7:42:21
[ exfat-2: I Program Files File folder 2016-10-22, 7:24:20  2009-07-14, 12:20:08  2016-10-22, 7:24:20  2016-10-22, 7:24:20
E fileio_fat32: r Program Files (x86) File folder  2016-10-22, 6:31:19  2009-07-14, 12:20:08  2016-10-22, 6:31:19  2016-10-22, 6:31:19
£ apt-2: I ProgramData File folder 2016-10-22, 5:23:19  2009-07-14, 12:20:08  2016-10-22, 5:23:19  2016-10-22, 5:23:19
E apt-%: r Recovery Fle folder ~ 2010-08-26, 13:56:21 2010-08-26, 13:56:21  2010-08-26, 13:56:21  2010-08-26, 13:56:21
23 3 hfsplus: I System Volume Information  File folder 2016-12-08, 7:26:56  2010-08-27, 6:44:04 2016-12-08, 7:26:56 2016-12-08, 7:26:56
f index(D): I Users File folder 2010-08-26, 13:56:30  2009-07-14, 12:20:08  2010-08-26, 13:56:30  2010-08-26, 13:56:30
- 3 PhysicalDrive0-0: - WinDDK. File folder  2016-10-22, 7:26:01  2016-10-22, 7:26:01  2016-10-22, 7:26:01  2016-10-22, 7:26:01
&-{gg Ubuntu_dd-0: [~ | windows Fie folder  2016-10-22, 5:09:03  2009-07-14, 12:20:08  2016-10-22, 5:09:03  2016-10-22, 5:09:03
s USB”“EQ:HI . ] owx Fle folder ~ 2016-12-08, 7:27:13  2016-12-08, 7:27:13  2016-12-08, :27:13  2016-12-08, 7:27:13
E - 3:;?‘&' =I: [~ ] sattDef File 01008-27, 7:31:56  2010-08-27, 7:3L:56  2010-08-27, 7:3L:56  2010-08-27, 7:3L:56 2k8
03 websymbol-0: I~ [ ¢BadCius File 2010-08-27, 7:31:56  2010-08-27, 7:31:56  2010-08-27, 7:31:56  2010-08-27, 7:3L1:56 08
oS ; ™ [ sgitmap File 2010-08-27, 7:31:56  2010-08-27, 7:31:56  2010-08-27, 7:31:56  2010-08-27, 7:3L:56 1279KB
-G Window: .
[ Windows_7_Enterprise_x64_E-0:
B BOE}bitiocker: I~ [ Boot File 2010-08-27, 7:31:56  2010-08-27, 7:31:56  2010-08-27, 7:31:56  2010-08-27, 7:3L:56 8KB
= I~ [ &ogFie File 2010-08-27, 7:31:56  2010-08-27, 7:31:56  2010-08-27, 7:31:56  2010-08-27, 7:31:56
I |7 2010-08-27, 7:31:56  2010-08-27, 7:31:56  2010-08-27, 7:31:56  2010-08-27, 7:31:56 216576 KB |93
< >
SMFT (File)
Date Modified: 2010-08-27, 7:31:56 Size: 21L.5MB

OSForensics File System Browser

The left pane provides a hierarchical view of all devices added to the case. Clicking on a node shall load
its contents into the right pane.

Understanding the File System Browser

The table below summarizes the main components of the File System Browser.

Componen |Description
t

Hierarchical | Tree organization of all devices added to the

View case

File List List view of the file entries contained in the
current path. User may choose from several
views.

Red text - Deleted files

Green text - Reparse points

Blue text - Deleted file entries found in $130
slack space

Gray text - Shadow copy of the file

Metadata |(Details view only) Contains metadata

Columns information for each file entry in the list

Navigation |Shows the current path. Entering a new path
Bar shall navigate to the specified location.

Navigation |Navigate to the previous/parent path, or refresh

Buttons the current path

© 2017 PassMark™ Software



126

OSForensics

Opening the File System Browser

The File System Browser is accessible via the "File System Browser" icon in the "Viewers" group under
the Start tab, as well as the right-side navigation "File System Browser" button. Once opened, all
devices added to the case are listed in the left hierarchical view.

| @ = B

File and Hex kemon Wiewer  Faw Dizk Viewer  Reogisty Viewer File System
Wieer Browser

@ Mismatch File Search

& Memory Yiewer

-,,;if Raw Disk Yiewer

_\_d File System Browser

"_L y Passwords

-
% System Inform n

I Fil ¥erify / Create Hash

Lg Hash Sets

Usage

Navigation Bar/Buttons

vista_split-0: \Windows\5System 32
- ]

P

The navigation bar shows the current path that is being displayed in the File List view. The current path
can be changed by typing the new path into the navigation bar.

To navigate to the previous or parent path, use the Back/Forward/Up buttons. To refresh the current
path, use the Refresh button.

Right-click Menu

The right-click menu allows the user to perform forensic analysis on the file entries using OSForensics'
integrated tools.
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Shift+Enter

Ctrl+4

Ctrl+l

Ctrl+L
Ctrl+)

Space

=

PRI R T o

38 2018-10-22, &

>

2009-07-1
2009-07-1
2009-07-1
2009-07-1
2009-07-1
2009-07-1
2009-07-1

File List Menu
b L rmewn mm e tare e s s
[ | View with Internal Viewer...
[ [ Open (Default Prograrn)
B L Open with
ull: pen with...
[ E Open Containing Folder
[ Show File Properties...
[ [: :

Print...
[ [
[ [} Calculate hash...
[ [: :

Jump to disk offset...
[ [ g
[ Toggle Check
[ [ Check All
[ [
[ [} 1 itern(s) checked
[/ zoproveerar—— Appncamo..,  2ousurel
[ |2] adsidp.dl Applicatio, ..
[ [ adsldpc.di Applicatio. ..
[ |%] adsmsext.dl Applicatio...
| |2] adsnt.dl Applicatio...
[ |%] adtschema.dl Applicatio...
[ |2] advapiz2.di Applicatio, ..
[ |%4] advpadcdi Applicatio, ..
[ 2] aecache.dl Applicatio, ..

View with Interval Viewer...

2009-07-1+

LAMA WAE LN At

2016-10-22, 3:1

y 10024045 2009-07-14, 83:57:56 2009-07-14, 8:5
y 10:40:00 2009-07-14, 5:48:08 2009-07-14, 8:4
y 10040:00  2009-07-14, 8:57:30 2009-07-14, 8:5
, 3:25:40 2016-10-22, 3 16:17 2016-10-22, 3 11
y 10:40:00 2009-07-14, 3:25:40 2009-07-14, 8:2
r 3:25:40 2016-10-22, 3:15:16 2016-10-22, 1
p 32040 2016-10-22, 3:10:03 2016-10-22, 311
p 325040 2016-10-22, 3:15:16 2016-10-22, 3:1
y 10040:00  2009-07-14, 8:53:50 2009-07-14, 8:5
y 3:53:34 2009-07-14, 8:53:35 2009-07-14, 8:5
, 325:40 2016-10-22, 3:15:16 2016-10-22, 3:1
y 10:33:55  2009-07-14, 8:56:16 2009-07-14, 8:5i
. 10:40:00  2009-07-14, 3:58:35 2009-07-14, 8: 5
Add File(s) to Case... Ctrl+5  #®1
Remove File(s) from Case 3

i3

Bookrark » .
Look up in Hash Set... Ctrl+H :5

Add to Logical Image... :3

1

Save to disk... 14
Copy files to Clipboard Ctrl+C 5

2

Opens the file with OSForensics Viewer to perform a more thorough analysis. Keyboard shortcut:

Enter

Open (Default Program)

Opens the file with the default program. Keyboard shortcut: Shift+Enter

Open With...

Allows the user to select the program to open the file

Open Containing Folder

Opens the folder than contains the file

Show File Properties...

Opens the file with OSForensics Viewer in File Info mode. Keyboard shortcut: Ctri+!

Print...
Print the file (if applicable)

Calculate Hash...

Opens the Verify/Create Hash tab with the file path set to the selected file. Keyboard shortcut: Ctrl+L
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Jump to disk offset...
Opens the Raw Disk Viewer tab and jumps to the disk offset of the selected file. Keyboard shortcut:

Ctrl+J

Toggle Check
Toggle the check state of the selected item.

Check All
Check all the items in the list.

n Item(s) checked

Add to Case
Add the checked file(s) or list of checked file(s) to the case

Remove File(s) from Case
Remove the checked file(s) from the case

Bookmark

Green
Add/remove selected path from the list of Green bookmarks. Keyboard shortcut: Ctrl+G

Yellow
Add/remove selected path from the list of Yellow bookmarks. Keyboard shortcut: Ctrl+Y

Red
Add/remove selected path from the list of Red bookmarks. Keyboard shortcut: Citrl+R

Look up in Hash Set
Verify whether the checked file(s) and files contained in selected folder(s) are in a hash set in the
active database. See Hash Set Lookup. Keyboard shortcut: Ctrl+H

Add to Logical Image...
Add the selected file(s) to the list of Source Paths in the Forensic Imaging module in preparation for
creating a logical image.

Save to disk...
Save the checked file(s) to a location on disk.

Copy File(s) to Clipboard
Copy the checked file(s) to clipboard. Once copied to the clipboard, the file(s) can be pasted to any
other application that supports it (eg. Windows Explorer).

Note: In some cases, copy and pasting files to an explorer window may fail without an error
message when "preparing to copy". This may happen if the file has already been deleted (eg a
temp file) or if Windows Explorer does not have permissions to access the files (eg restricted
system files and folders). In these cases, it is better to use the "Add to case" function.

Hierarchical View Menu
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+* exfat-e01-2: | | Web
_“{.:l_j Collapse o
= Refresh E5
: Remowve device from case
= Look up in Hash 5et.., Ctrl+H
Search folder 3

Create Signature...

= Bookmark »
-y fat
-y fat Add to Logical Image...
..... 4 fat
&3 fat Copy Ctrl+C
i file Properties Ctrl+|
{43 ap e

Expand/Collapse
Expand/collapse the selected folder

Refresh
Refresh the contents of the selected folder in the Object List pane. Keyboard shortcut: F5

Remove device from case
Remove the selected device from case (Devices only)

Look up in Hash Set...
Recursively determine whether the contents of the selected folder is contained in a hash set in the
active database. See Hash Set Lookup. Keyboard shortcut: Ctrl+H

Search folder

File Name Search...
Opens the File Name Search tab with the file path set to the selected folder path. Keyboard
shortcut: Ctrl+F

Mismatch File Search...
Opens the Mismatch File Search tab with the file path set to the selected folder path. Keyboard
shortcut: Ctrl+M

Search folder
Opens the Create Signature tab with the file path set to the selected folder path.

Bookmark

Green
Add/remove selected path from the list of Green bookmarks. Keyboard shortcut: Ctrl+G

Yellow
Add/remove selected path from the list of Yellow bookmarks. Keyboard shortcut: Ctrl+Y

Red
Add/remove selected path from the list of Red bookmarks. Keyboard shortcut: Citrl+R
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Add to Logical Image...
Add the selected folder to the list of Source Paths in the Forensic Imaging module in preparation for
creating a logical image.

Copy
Copies the selected folder to the clipboard. Keyboard shortcut: Ctrl+C

Advanced Options

The File System Browser includes several advanced options that can be accessed under Tools-
>QOptions...

Calculate Folder Sizes
When enabled, the total size of all contained files/folders are calculated

Shadow Copies
When enabled, previous shadow copies of files are shown alongside current files

Deleted Files
When enabled, deleted file entries contained in the current path are displayed.

4.10.1 File Metadata

The following is a description of the File System Browser columns in Details view:

Name
The name of the item (eg. file/directory)

Type
A short description of the item (eg. file type)

Date modified
The date the item was last modified

Date created
The date the item was first created

Date accessed
The date the item was last accessed

MFT/Attribute Modify Date (NTFS/HFS+ only)
The date the file system record for this item was last modified

Size
The size of the item (eg. file size)

Size on Disk
The size allocated to the item on disk storage.

For normal files, this is a multiple of the cluster size.

For NTFS files resident in the MFT, this is the same as the file size
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For NTFS compressed/sparse files, this is the amount of physical disk space allocated to the file
(usually smaller than the file size)

Attributes
The attributes of the item (eg. file attributes). Attributes are represented as single characters if present
(eg. 'A’) or a hyphen (eg. '-") if not present.

ACDEHRrsSdLU

A - Archived

C - Compressed

D - Directory

E - Encrypted

H - Hidden

R - Read-only

r - Reparse Point

s - Sparse file

S - System file

d - Deleted file

L - Symbolic link

U - Partially initialized file (ie. only part of the file is valid; the remaining part may contain remnants
from a file it was previously allocated to)

# Streams
The number of alternative streams contained in the file, if applicable. This value does not include the
default stream.

Total stream size
The total size of alternative streams contained in the file, if applicable. This value does not include the
default stream.

# Fragments
The number of fragments of consecutive allocation units that the file is divided into.

Clusters/Fragments
The average number of clusters per fragment of the file

Starting LCN
The cluster number of the first cluster of the file

Flags
The flags assigned to the item by OSForensics. Each flag is represented by a single character if
present (eg. 'H'), or a hyphen (eg. '-') if not present.

HGRYCV

H|N - in Hash set/Not in hash set

G - Green bookmark

R - Red bookmark

Y - Yellow bookmark

C - ltem was added to the Case

V - ltem was Viewed in the internal viewer
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4.10.2 File Browser Views

The user can choose from one of the following views in the File System Browser:

Icon view

List view

Details view

Small Thumbnails view
Large Thumbnails view

The view can be changed via the toolbar icon,

ElE  WIEwME 10015

G @omg@ERaE

under 'View' in the system menu,

-

"y File Systern Browwser

File Taals

- Icons
if List "PubliciPictures\Sample Pictures
is
W .
T® V Details Type
4 [
-8 Thumbnail k small Thumbnails i
| | = Large Thumbnails i
| D — =

or right-click context menu.

| Waterfall.jpg IPG File 02112006, S:37 &AM 02/11f20
= Winker Leaves.jpg JPG File 021112006, 5:37 &M nzi11fec

Refresh

Sort by 3

Wi » Icans

List
v Details

1 m Thumbnail k EZmall Thurmbnails

Large Thurnbnails

Icon View

Icon view displays the object's name and associated icon.
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CTRGEOMA D deskkop.ini
Leaves, jpg;
— —
[ e

Creek.jpg Dock.jpg

p— p—
[ [
Desert Forest

Landscape.jpg  Flowers,jpg

p— —
| [
Forest,jpg Green Sea

Turtle.jpg
p— —
[ =

Frangipani Humpback,
Flowers,ipg Whale.jpg

p— —
[ =
Garden.jpg Iy
Antelope.jpg

— —
[— —
Toco Winkter

Toucan.jpg Leaves.jpg

I

Tree.jpg

I

Wakerfall. ipg

List View

List view displays the object's name and associated icon in a compact fashion.

|= |Frangipani Flowers. jpg
= Garden.jpg

= Auturnn Leaves, jpg = Ereen Sea Turtle, jpg
= Creek.jpg = Humpback Whale.jpg
|= | Desert Landscape.jpg (= Cryx Antelope.jpg

& | desktop.ini = Toco Toucan,jpg

=D i=|Tree.jpg
]: |i= | aterfall jpg
= Forest.jpg = Winker Leaves.jpg

Details View

Details view displays the metadata associated with the object.

133
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MName

Tvpe Date modified Date created Date
| Autumn Leaves.jpg JPGFile  02)1172006, 5:37 AM 02/11/2006, 5:37 4M 0211
i Creek.jpg JPGFile 021172006, 5:37 AM 02/11/2006, 5:37 4M 0211
= Desert Landscape. jpg JPaEFile  02/11)2006, 5:37 AM 02112006, 5:37 AM 0zi11
% | deskbop.ini Corfi...  20/01/2003, 7:43 PM 02112006, 5:37 AM  02]11
= Dock.jpg JPEFile  02/11/2006, 5:37 4M 02112006, 5:37 &M 0z/11
= Forest Flowers,jpg JPGFile  02)11f2006, 537 AM 021112006, 5:37 AM 0211
| Forest.ipg JPGFile  02)1172006, 5:37 AM 02/11/2006, 5:37 4M 0211
k= Frangipani Flowers.jpg JPGFle 0271172006, 5:37 AM 02112006, 5:37 AM 0zi11
| Garden.ipg JPGFile 021172006, 5:37 AM 02112006, 5:37 4M 0211
| Green Sea Turtle.jpg JPGFile 021172006, 5:37 &AM 0Z/11/2006, S:37 &AM 02/11
| Humpback Whale.jpg JPGFile 021102006, 5:37 AM 02112006, 5:37 &M 0211
| Oryx Antelope.jpg JPGFile  02)11/2006, 537 AM 02/11/2006, 5:37 &M 0211
| Toca Toucan.jpg JPGFile 021172006, 5:37 AM 02/11/2006, 5:37 4M 0211
| Tree.ipg JPGFile 021172006, 5:37 AM 021112006, 5137 4M 0211
| WaterFall.jpg JPGFile  02/11/2006, 5:37 &M 02/11/2006, 5:37 &AM 0211
| Winter Leaves.ipg JPGFile 021172006, 5:37 &AM 0Z/11/2006, S:37 &AM 02/11
F 1 3

Small Thumbnails View

Small Thumbnails view is similar to Icon view, but a small thumbnail is displayed for image files.

Creek. jpg

Faorest,jpg Frangipani

Flawers,ipg

B & B

Toca
Toucan.jpg

Tree.jpg

Desert
Landscape,jpg

A & &

Garden.jpg

Wakerfall,jpg

L5

= =

*
ot
desktop.ini Dock. jpg Forest
Flowers, jpg
BB o
Green Sea Humpback. (aTars
Turkle.jpg Whale.jpg  Antelope.ipg

Winker
Leaves.jpg

Large Thumbnails View

Large Thumbnails view is similar to Icon view, but a large thumbnail is displayed for image files.
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m

Creek.ipg

deskkop.ini Cock.jpg Forest Flowers.jpg

4.10.3 Shadow Copies

Previous shadow copies can be shown alongside current files within the File System Browser. Shadow
copies are supported for certain devices that have been added to case. Supported devices are:

¢ Drive in Forensic Mode
¢ Physical Disks
¢ Volume Images

Enabling shadow copies in File System Browser

1. Add the supported device(s) to the current case.
2. Add the shadow copies for the volume added in step 1.

3. From the File System Browser window, select the "Tools->Options..." menu. Check the 'Show
volume shadow copies" check box.

Qptions
[ calculate folder sizes
[¥]5how volume shadow copies:
Show deleted files
[ QK ] [ Cancel

4. From the File System Browser window, select the "Tools->Options..." menu. heck the 'Show volume
shadow copies" check box.
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5. Shadow copies of files will now appear along side the current files. A file will be consider a previous
copy if the modified date differs from the current copy and other Shadow copies.Shadow copies will
appear in Grey.

- a -

=|[E=R el

E:\Pictures

Shadow_Copy | yame Type Date modified Date created
|== 151, Black-crowed Might-Hero... JPEG image 392011, 11:08 AM 6/22/2011, 10
=) Alaska Wild Rose fws.jpag JPEG image 392011, 11:12 AM 6/22/2011, 10
|= bearded dragon - Stolz, Gary ... JPEG image 392011, 11:17 AM 6,/22/2011, 10
|= Bengal Tiger.jpa JPEG image 392011, 11:15 AM 6/22/2011, 10

‘nformatian = Bison.jpg JPEG image 6/22/2011, 11:18 AM 6222011, 10
[=)Bison.jpa JPEG image 3/9/2011, 11:16 AM 6/22/2011, 10
[=]Bison.jpg JPEG image 6/22/2011, 11:14 AM /222011, 10

wws_7_Shado| | [ Black Bear.jpg JPEG image 392011, 11:14 AM 6/22/2011, 10

ws_7_Shado| | & Bobcat - Fijetland, Conrad -U... JPEG image 392011, 11:18 AM 6/22/2011, 10

ws_7_Shado| | [ Butterfly butter_2_bg_04100... JPEG image 3/9/2011, 11:11 AM /222011, 10

ws_7_Shado |e=|Butterfly zoo_4_bg_050403.jpg  JPEG image 392011, 11:11 AM 622/2011, 10
= Butterfly2:20butterfly_1_bg_... IJPEG image 3/9/2011, 11:06 AM 6/22/2011, 10
= Caribou.jpg JPEG image 392011, 11:15 AM 6/22/2011, 10
= Flowers-6.jpg JPEG image 3f9/2011, 11:06 AM 6/22/2011, 10
| Garrett-BradleysHead-sign-Fi...  JPEG image 382011, 10:56 AM 6/22/2011, 10
|=| HarbourBridge-ferry-boat-Mor...  JPEG image 332011, 10:53 AM 6,/22/2011, 10
|= Loggerhead Shrike fws.jpg JPEG image 392011, 11:08 AM 6/22/2011, 10
= Mau-Royale.jpg JPEG image 392011, 11:05 AM 622/2011, 10
|=| Monarch migration.jpg JPEG image 3/9/2011, 11:10 AM 6/22/2011, 10
|=| parrots.jpg JPEG image 6222011, 11:18 AM 6/22/2011, 10
(&= parrots.jpag JPEG image 382011, 10:57 AM 6/22/2011, 10
[ parrots.jpa JPEG image 6/22/2011, 11:14 AM 6/22/2011, 10
=] plant. PG JPEG image 3/9/2011, 11:06 AM /222011, 10
== Scorpion - Stelz, Gary M - USF... JPEG image 392011, 11:19 AM 6/22/2011, 10
| skink.jpg JPEG image 3f9/2011, 11:20 AM 6/22/2011, 10
|&| Thumbs. db Diata Base File 6/20/2011, 6:59 AM 6/22/2011, 10
= whale. PG JPEG image 6/22/2011, 11:19 AM /222011, 10
=] whale. PG JPEG image 3/5/2011, 11:17 AM /222011, 10
=] whale. PG JPEG image 6/22/2011, 11:15 AM 6/22/2011, 10

e M| [

on fws.jpg (JPEG image)

108 AM

Size: 49.54 KB

6. A new meta data column will be added to the end to indicate in which Volume Shadow Copy the file

is from.
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e S |

Help I

-

15 Volume Shadow Copy

N {Shdw}ED
N {Shdw}E2

N {Shdw}ED
N {Shdw}E2

{Shdw}ED
{Shdw}E2

4.10.4 Deleted Files

When enabled, the File System Browser is capable of displaying a list of deleted files in the current

directory. Deleted file entries are displayed in red text, with a small, red 'X' overlaying its icon.
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4.11

(=8 EoR ==

File View Tools
Help

2vtoeF@EoQ
fat_hash-0:\mages - Copy

:@ File System Browser

| | Name Type Date modified Date created Date accessed
|E | k' vaces Deleted File folder  23/12/2011, 2:50 PM 21/08/2012, 5:05PM 21/06/2012
[ “I_E,Chrysanhemum.jpg Deleted JPG File 13/07/2009, 8:52 PM 21/06,/2012, 5:05 PM 21ifoa/2012
| Desert.ipg Deleted PG Fle  13/07/2009, 8:52PM 21/08/2012, 5:05 PM 21/06/2012
% Hydrangeas.jpa Deleted PG Fle  13/07/2009, §:52 PM 21/08/2012, 5:05 PM 21j08/2012
PN F—TT— ] I »

IMAGES (Deleted File folder)
Date Modified: 23/12/2011, 2:50 PM

Enabling deleted files in File System Browser

From the File System Browser window, select the "Tools->Options..." menu. Check the 'Show deleted
files" check box.

Options

[] calculate folder sizes

[¥]5how volume shadow copies:
Show deleted files

[ Ok J [ Cancel

Note: Enabling deleted files will cause the file entries to take longer to load.

SQLite Database Browser

The SQLite Database (DB) Browser module allows the user to analyze the contents of SQLite
database files. This module provides the ability to perform a deeper inspection of the contents and the

ability to open BLOBSs (binary data) with the Internal Viewer.
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;;;i SQLite Database Browser
g

SOLite D atabase File:

C:AU zers\Pazzmark 01 %A pph atat A oaming'MozillahFirefoxt Profilezt 03nflu2t defaulthyplaces sqlite

Help

Load DB ] [ Sican Folder ]

Table List Table Contents
moz_anno_attributes id url data rhime_type expiration quid -
Moz_annes 7 hitp. /dwwmozila...  BLOB( 957 | image/png 1314130250565, EhJHERDit:Z
moz_bookmarks .
moz_bookmarks_roots 8 hittp: /A, pagzzm. image/png 1342457481137, D2P5ECeclzan
rnz_favicons : Lis (ISHEHIY t =
roz_histomvisits 11 http://pazsmark.c...  BLOB[730) image/png 1342456369446, 00501 a9pe3
moz hosts 12 http: Adwwe logitec... BLOB[ 894 ) images-icon 1293152208758, Yaw-dWGEChEqu
moz:inputhistoly 13 http: /A ulbraed...  BLOB[ 923 ) image/phg 1332277207187 U9wwc2fC997y
moz_ibemng_annos 1B http:/fa fzdn.comd...  BLOB[802) image/phg 1294364443702 z-upghlgrPdl9
moz_keywords 24 https: //59.167.255...  BLOB[581) image/phg 1287557570846, wLHEWkUSMyERM
moz_places 26 httpz: /v chas..  BLOB[ 894 image/-ican 132462175047, Zo_AnE480-H4
elite_sequence 27 httpz://chazeonlin..  BLOB[ 894 ) image/-ican 1342462197390, pbLOHu_QIK-J
sqlite_stat1 29 http:/fwww.cpube...  BLOB[585) image/pha 1342457471569, UZ7sR=DeTBCe
30 http: /A, videoc..,  BLOB[ 762 ) image/pha 132457477183, -a=iwnjBHEGE
A http:/fwwwip2loc..  BLOB[S894) imagefs-ican 1342459049367, cfSOHfEaVOIl
33 hitp://maps.goodl...  BLOB[894) image/png 1337294320941, rFewnkclk4-R
34 hitp:/fwrenzoft co..  BLOB[721) image/png 1342457005290, gUDwYnkj8Fy
38 hitp:/foreilp.com/f..  BLOB[728) image/png 1320882468001,  oMCzBv4PkILY
3 hitp: /v zevent.,. BLOB[875) image/png 1334016196300, AIDpP83pFUL
43 hitp:/ftranslate.go..  BLOB[ 492) image/png 1342458234734, 1508PMaudalh
43 http: /v plugan...  BLOB[229) image/aif 1285950395096...  polPezGIEZ]
a0 https: /fww googl...  BLOB[ 894 ) image/png 12461344700, LTH0xaWpEbvhd i
[=% | bbb ddee il mmmmlm Dl ODr10720 i e i 12302 A0T10ET Lt MR LTIC T
Clear Search < [ < 110100 of 3245
T able Information
Coluran 1D MName Type Mot Mull Default Walue  #
0 id INTEGER 0 Ei
1 url LOMNGYARCHAR i
2 data BLOE i -

Add DB to Case

Load DB

Load a SQLite database file.

Config ...

4 |

mn

Opens a dialog to configure the display settings of the module.
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5QLite Browser Configuration

] Configuration

Column Saort Mumber of Rows to Display
_ Entire Table RO D ROD
@ Loaded Rows Onhy
100
Table Data
Teud:
) i 256
Max length {in chars) of string loaded into Cell
BLOE:
BLOBs less than X (bytes) displayed as string 50
Display BLOB data as: [Stn'ng *]

L%

Column Sort — Adjust how the columns are sorted when clicking on the column header.

o Entire Table — Sort the table using the entire contents of the table.

e Loaded Rows Only — Sort the table using the rows currently loaded.
Number of Rows to Display - Configure the number of rows that are displayed in the table at one time.
Table Data -

o Text:

Max length (in chars) of string loaded into Cell - Specify the maximum number of characters that
are displayed into each cell for Text data types.

e BLOB:

BLOBs less than X (bytes) displayed as string- Blobs under the number of bytes specified will
have its contents displayed. Works in conjunction with next option.
Display BLOB data as: - BLOBs less than the bytes specified in the previous option will display its
contents as String data or as Hex representation.

Scan Folder
Scans a folder for possible SQLite database files. Selecting a file on the file list will open the database
in the viewer.
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$QLite Files Found... |

0fc8189497f46a2e 251 1c846acbbb318d3a43ec3
2041457d5fe04d39d0ab48 117335541578 1e68 58
2b2h0034a 1bc3abacic27afdf14ath42ca 131903
31bb7bad9147a6d4ba40dedha 113c3ba 14be 442
3953d95b 5495600 2f4c7d 79 24430cb 77 30dfe
3d0d7e5th2oe 2858 13306e4d46 3635 52047a3d 28
4096c9ech 7o 2847dc 2834059008 284a7c3 15836
452db712aa8d83 3164035012447 26047789 1bd
61c8b15a0110ab17d 1b 746 Fc3a042eb 145342605
8004254292298 770997 2b 12 1ae 246 fc 55193
3143d986a77abacf58 7842020306 2747 7eba6 74
99 2df473bbboe 132f4b3boe4d33f72171e97bcTa
2ef82a36ff428898aechal 2ae5f491021101f874
bedecsd42efes7123676bfa3 1298abasb713195F
ca3bol56d4dadbbfashsth3be 254f3b 7 14726350
cd6702cea29fel9cf 230575 79440 5adb 17f9a0ee
d1fi62e2da26 1923662509638 274bfdasd07a2 1e4
d29f4fbba1c2395d92b05d53c1b9c9a 7dfoel2d s
fa36ba0ca4de096db 55992207022 3faa3db 75dbd

Table List

Shows the available tables in the loaded SQLite DB file. Selecting a table will load the contents in the
adjacent Table Contents section.
Right clicking on a table will allow the user to “Add selected table to case”.

Add DB to Case
Allows the user to add the current SQLite file to the current case.

Table Contents
The view will show the contents of the current loaded table or the output from a custom search query.
Search Table

Opens a search window that allows users to perform custom queries on the current loaded table. The
results will be updated in the result table.

© 2017 PassMark™ Software



142

OSForensics

Clear Search

This button will be enabled when a custom search has been preformed. Selecting this will clear the

custom query and reload the selected table.

Right clicking a cell will bring up a menu that will allow you to accomplish various tasks.

Right click menu

btk A g
btk A g
http: #4a.fad
hittpz:/#09.1
hittpe: A e
hitps:/fcha
bt A Ay

Copy Selected Row(s) as C5V

Copy Cell Contents

Wiew Cell with Internal Viewer

Save Cell to File

Add Selected Row(s) to Case

Copy Selected Row(s) as CSV
Copy the selected rows to the clipboard in CSV format.

Copy Cell Contents
Copy the cell contents to the clipboard.

View Cell with Internal Viewer
Available only on binary/BLOB cells. The cell will be open with the OSForensics’ Internal Viewer.

Save Cell to File

Available only on binary/BLOB cells. Allows saving the contents to a file.

Add Selected Row(s) to Case

Allows the user to add the current selected rows to the current open case.

Search Table

© 2017 PassMark™ Software



Features 143

Search Table -

Query Generator

url (LOMGVARCE contains - passmark
Criteria:
Column Criteria Value
id = 22
wrl contains passmark
4 1 3

Custom Output Query:

SELECT * FROM moz_favicons WHERE id = "22° AMD url LIKE “%tpassmark s

Search ][ Cancel ]

b

Query Generator

The first drop down box will be pre-populated with the column names for the loaded table. The second
drop down box sets the criteria to be used on the chosen column. The text field allows further
customization of the search criteria. The Add button will add the constraint to the query list.

Criteria
Shows a list of currently selected query constraints. To remove a constraint, select the criteria and

click the Remove button.

Custom Output Query
Will show the query that will be performed on the SQLite table.

Navigation Buttons

by ¢ 1to 100 of 3246

<<
Jump to the beginning (i.e. start with row 1) of the table.

<
Previous page.

XtoYofZ
Shows that rows from X to Y are loaded. Z is the total number of rows.
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>
Next page.

>>
Jump to the end of the table.

Table Information

Shows the table structure of the currently loaded table.

412 Web Browser

The Web Browser module provides a basic web viewer from within OSForensics. This module add the
ability to load web pages from the web and save screen captures of web pages to the current opened

case.

.@ Web Browser Help
OSForensics - Digital investigation for a new era by PassMark Software® » ﬁ\ﬁsible - E
|1ﬂp /fosforensics.com/ (%} [or)

® - ~
PASSMARK i shepping cart | Search ( )
SOFTWARE
Home Products  Training Support

g—‘ Re:em‘i&ﬁvity

o' OSForensics

(] e | .. Digital investigation for a new era
“©00
- Extract forensic data from computers, quicker and easier than ever.
" Uncover everything hidden inside a PC.
e 120345878 3 0UNBBEISWTVIBNNNBRBBITE,
{ April f
2 2014

h-»

——
—

| e -

= Dlscover .‘J Identiﬁ ﬁ? Manaqeﬁ

Caution:

T . i / ﬁﬂ

The internal OSForeniscs' web browser module is implemented using Microsoft Internet Explorer Web
Control COM object. In using the web browser, it will behave similarly to using Internet Explorer on
Windows. As such it may leave artifacts (e.g. cookies, temp web files, entries in browser history) on
the machine OSForensics is being operated on. Users should take caution if the web browser is being
used on a live system that is under investigation.
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Address Bar

Allows you to enter an URL to navigate to or shows the current URL of the loaded web page.

Navigation Buttons

£ . | ! l‘t

Not all buttons will be enabled at all times. Buttons (starting from left):

Back - Load the previous page.

Stop - Active when the page is being downloading. Stop the current page from loading.

Refresh - Reload the current page.

Forward - Active when the "Back" button has been used. Goes Forward to the recently viewed page.

Screen Capture

Visible Window
Select Region

| v Whole Page

Pressing the screen capture button will capture the current page. Different capture options (Visible,
Region, Page) allow you to choose what is captured. The image will been prefaced with capture date
and the current URL. The captured screen will then be added to the case under "Files".

Visible Window
Captures what is current visible in the browser.

Select Region

Will bring up on screen prompts to allow you to capture only a certain region of the visible browser. (If
the region width selected is too small, the info text added to the top of picture may not be shown
completely).

Whole Page
The whole page will be saved as an image.
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Capture Date: 2013-01-11. LIRL: hitp:fpassmark.com/

.
-
|
l
i

Screen Capture showing capture info text and OSForensics watermark.

(Note: The Free version of OSForensics will have OSForensics logo watermarked throughout the

image. The Pro version will not show the watermark.)

Save/Export Page

Pressing the following button will launch the export page dialog. The dialog will allow you to
capture all the pages currently linked from the Current Page. Or load a site list file to capture.
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-

OSForensics Web Browser Export

Export Settings
se:
(@) Use Current Page http:/fosforensics.com/

["| Follow & expart links (single level)
() Use Webpage List File Select File

Export As:
@) Image (.png)

Web Archive (.mht) - MYT

Pages in export

Match base domain only: htip:/fosforensics. com/ Filter

m

Export Link? Link Count

I http:/fwww. osforensics. com/

htip: /fwww. passmark. com/salesfcart. php
htip:/fosforensics. comfindex. himl
htip:/fosforensics. com/products. himl
http:/fosforensics. com/fags-and-tutorials findex. html
http:/fosforensics. com /support. hitml

http: /fwww. passmark. com fabout/
htip:/fosforensics. com/download. himl
htip:/fosforensics. com/discover . himl
htip:/fosforensics. comfidentify. himl
http:/fosforensics. com/manage. html
http:/fwww.passmark.comlegal fdisclaimer. htm

http:/fwww.passmark.comfabout/contact_us.htm
i | 1] | 3

m

e e S e S e O R S S T =

Murmber of Pages Selected: 16 Total Unique Links: 16

Export |[ Cancel

Export Settings

Use Current Page - Use the current page that is loaded in the web browser. Selecting the "Follow &
export links" checkbox will also export the pages linked on the current page. Further filtering can be
done if not all pages are to be exported.

Use Webpage List File - Load a text file containing URLs to export. The list file should place each site
on a new line. Lines starting with # are comment lines and will not be loaded.

&

Mj sitelist.tut - Notepad

Eile Edit Format View Help

# Search Engines
http://wew. yahoo. com
http://wew. google. com/

# Company WEbS'itESL
http:/ /v, passmark. com/
http:/ /vww. osTorensics. com/
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Export As - Currently all pages will be saved as .PNGs images.
Pages to Export

If using Current Page as the export option, in addition to the current URL, you can select additional
linked pages to be captured. The list will show pages that are linked from the current page. The column
Link Count shows how many times the link is found on the current page. If using the Webpage List
option, then the list shows what sites were found in the file.

Match base domain only - Allow you to filter the list to match certain base domains. Domains should

start with http:// or https://. You can specify multiple domains separated by a semicolon ";" character.
The filter is case insensitive.

Export - This will start the export process of saving the page to your current case. OSForensics will pop
up a web browser window during capture process. It is best to leave the capture process alone while it
is in progress.

Passwords

Find Passwords/Keys
Retrieve passwords and product keys that have been stored by various applications and web browsers
on the system.

Windows Login Passwords
Retrieve login passwords and hashes for the users of the system. Retrieved hashes can be used in
conjunction with rainbow tables to find passwords.

Rainbow Tables
Use rainbow tables to do a reverse lookup on a password hash.

File Decryption & Password Recovery
Decrypt and access encrypted files.

Find Passwords/Keys

This feature can recover passwords for several types of applications, as well as Microsoft product
keys.
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Find Passwords & Keys ‘windows Login Passwords  Generate Rainbow Table  Retrieve Password with Rainbow Table  Decryption & Pazsword Recovery

(O Live Acquisition of Current Machine @) Scan Drive: | ‘Windows_7_Enterprise Canfig...

0 UuRL Ugername/Product ID - Password/Product Key  Application/Product Blacklizted ‘“indows User  Location  Strength (0-100]
[ M 00392-918-500000...  33F=H-FrEKF-2AUC..  ‘Windows 7 Enterprise U [ Windo.. M4

|_ Adminiztr ator Windows Uszer M. Admiristrator Crack.. WA

[ pazsmark, pazsmark Windows User M pazzmark, Crack... 29 [weak)

[ M ROOTH1Z23 Windows Autologon [old walue)  MAA Syztem Windo..  MNAA

£ >

Statuz: Finished

Addto Caze.. | | Ew=porttoFile..

Browser Passwords

Passwords that been saved by users into their web browsers (IE, Edge, Firefox, Safari, and Opera). It
can also find sites where a user has chosen not to remember a password.

Note: to recover FireFox password you must have FireFox installed on either the system that is running
OSForensics or on the drive that OSForensics is currently scanning.

Email Passwords
Passwords saved by email account managers (Outlook and Windows Live Mail).

Wifi Passwords
Passwords for connecting to Wi-Fi networks that have been saved on the system.

Windows Autologon Password

Passwords that were provided for autologon of a particular User account when logging into Windows.
When autologon has been enabled (e.g. by using netplwiz) and the password has been set, that
password is saved on the system. Another way in which this value gets saved is when a password is
provided during Windows installation, in some versions of Windows, it gets saved as the Autologon
password even though Autologon is not enabled. Note that this password does not necessarily have to
be the correct value, as it is still possible to set this value to an incorrect password (e.g. via netplwiz).

Windows Product Key
Product keys for certain versions of Windows, Microsoft Office, and Visual Studio.

Below is a table that shows which features are supported for diferent applications and their different
versions.

Password Type Versions Login & Passwords
Windows Autologon Password 3,4,5,6+ Yes
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Wifi Vista, Win7, Win8, Current user OR when Windows
Win10 user password is available*
Outlook 2002, 2003, 2007, Current user OR when Windows
2010, 2013, 2016 user password is available*
Outlook Express, 98, 2000 Current user only*
Windows Live Mail 12,2009, 2011, 2012 Current user only*
Chrome 8 Current user OR when Windows
user password is available*
Internet Explorer 6,7,8 Current user OR when Windows
user password is available*
Edge 20+ Current user only*
FireFox 2 Current user only*
FireFox 3,4,5,6+ Yes
Safari 4 No
Opera 20+ Current user only*
Opera 10, 11+ Yes
Opera 9 Yes
Product Versions Product Keys
Windows Vista, 7, 8, 10 Yes
Microsoft Office 2003, 2007, 2010, Yes
2013, 2016
Visual Studio 2008, 2010 Yes

*Current user only: This means information can only be retrieved with the Windows user to which the
account belongs to. That is, you must be logged in to that Windows user when retrieving the password.

*Current user OR when Windows user password is available: This means that in addition to being
available in the above circumstances, these passwords are also available for retrieval in an Offline

41311

manner, but only when the Windows User password that was used to decrypt the unknown password is
available (e.g. by extracting the Windows Autologon password) or is provided by the investigator (i.e. in
the Config window).

Offline Password Decryption

When retrieving passwords from an offline Windows installation (i.e. not a Live Acquisition) it is
recommended that you provide the password of the Windows user account that is being investigated.
To set the password, open the Config window, select "Enter Windows User Login" and type in the
Username and Password of the Windows account that you wish to retrieve passwords from (see Fig 1.
below).
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Indude

[ ]al

Windows Autologon Passwaord
Wi-Fi Passwords

Outlook Password

Windows Live Mail Passwords
[ | Firefox Passwords

Chrome Password

Internet Explorer

Safari Passwords

|:| Opera Passwords

[ | safari Passwords

Microsoft Product Keys

Offline Decryption Settings
() Dictionary Attack
Autormatic

Use Dictionary File:

@ Enter Windows Liser Login
Username

| Bob |

Password
| qwer 123| |

Reset to Default

Ok Cancel

Fig 1. Config Window

For many applications supported in this module, the Windows User password is required to retrieve
passwords in an offline manner. This includes passwords for applications such as Chrome, IE, and
Outlook. The user password is required because these applications save login information as encrypted
data on the disk, and the key required to decrypt the data is the Windows User password.

If no Windows User password is provided, the default "Dictionary Attack" mode will be used. Here,
OSForensics will automatically check if a password has been saved as the Autologon password and
will attempt decryption using this password. Note that the Autologon password is also displayed by
default in the list of retrieved passwords. The caveat is that this value is not always correct, nor always
available, and it only applies to the user account that has been specified for autologon.

In addition to attempting decryption using the Windows Autologon password, a quick dictionary attack
will be performed in which a list of common passwords will be tested. Alternatively, you can also
specify a dictionary file to use.

Note that while this function searches each Windows user account on the system, you may only provide

one user account password at a time.

If you do not know the Windows user password, you can try obtaining it with the following
steps:
Use the Windows Login Passwords tab to dump the NTLM (a.k.a. NT) hash (or LM for WinXP) and

1.

2.

save it to a file.

Obtain a decently sized NTLM Rainbow Table or collection of NTLM Rainbow Tables. Rainbow
Tables are available for download from various sources, including our website. A hard drive
containing a large collection of rainbow tables is also available for purchase at http://
www.osforensics.com/rainbowtables_hashsets.html. You may also try generating one, but
generating an effective rainbow table will require a lot of resources. Make sure you obtain rainbow
tables that are compatible with OSForensics.
Use the Retrieve Password with Rainbow Table tab to crack the NTLM hash that was dumped in
step 1. If this fails, try using a rainbow table with a different or larger character set. If the Rainbow
table you used did not have a high success rate, try using one with a higher success rate.
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4. Once you have obtained the password in plaintext, open the Config window, select "Enter Windows
User Login" and enter the Username and Password that you have just recovered (see Fig 1. below).
Click "OK" and then click "Retrieve Passwords". If you are still unable to decrypt passwords, it may
be because it is under a different user account to the one that you entered in the Config window.

4.13.2 Windows Login Passwords

This will attempt to retrieve the LM and NT hashes from the Windows registry and save them to a file
so Rainbow Tables can be used to match the hash values to a password. In some cases the password
may be retrieved by OSForensics without the use of Rainbow Tables, for example where the password
is the same as the username or it exists in the common passwords dictionary.

Any cached domain user names and passwords hashes will also be retrieved and displayed separately.

Find Passwords & Keys “indows Login Passwords  Generate Fainbow Table  Retrieve Password with Rlainbow Table  Decryption & Password Recovery

(O Live Acquisition of Current Machine (@) Scan Drive: | ‘Windows_7_Enterprise, v

Test common passwords

Local Users

Wwindows Uszer Account Pazsword Required? LM Password - MT Pazsword  LM-Hash  MT-Hash Fegistry Key

Administrator Mo [dizabled] [digabled] 31DECFEOD1EAESINETICHDYEOCOSICO  SAMADomainghdccountsUsersh 000001 F 44
Guest MAA [dizabled] [dizabled) [dizabled] [dizabled] SAMADomains\AccountsUsers 000001 FEY
pazemark, ez [dizabled] paszmark [digabled] BAFEDTVECORA424FIEEBETSDEZEBBEAZT  SAM\Domaing\adccountslzersh00000EE B
HomeGroupllzer Yes [dizabled] [unknown] [disabled] ASF7B7244FFES39CE F7E835EE0RAE420 SAMADomains\AccountsUsers\000003EAN
DT MLLUAdminl zer ez [dizabled] [unknown) [digabled] FO8310833D71B7AEEA4BEDDETTDCADSE  SAMADomaingybccountsUsers\O0D003E CAWW
WDk LelStdU s ez [dizabled] [unknown) [dizabled) EBFEABCF1EDEEZ282B358D1AEESBS9ICO  SAMADomainghdccounty U zers\O00O03E DY

Save Local Users to File...

Cached Domain Users

Usger Domain Password Hash Registry Key

Save Domain Users to File...

Test Common Passwords

Selecting this option will test the found local user hashes against the common passwords dictionary file
that is included in the OSForensics install.

Save Local Users to File
Saves the local user hashes in PWDUMP format (username:userid:LM hash:NT hash:comment:blank)
so they can be used in conjunction with Rainbow Tables in OSForensics to find the passwords.

Save Domain Users to File
Saves the cached domain hashes so they can be used with external tools to find the passwords.

Once the registry files have been read the information will be displayed like the example below;

Local Users

© 2017 PassMark™ Software



Features 153

4.13.2.1
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Windows User Account: The Windows login user name

Password Required?: Whether a password is required to login.

LM Password: The password that matched the LM hash, if found, otherwise will contain "(unknown)" or
"(disabled)". If blank then there is no password (an empty password).

NT Password: The password that matched the NT hash, if found, otherwise will contain "(unknown)" or
"(disabled)". If blank then there is no password (an empty password).

LM-Hash: The LM hash that was retrieved from the registry or "(disabled)" if there was no hash.
NT-Hash: The NT hash that was retrieved from the registry or "(disabled)" if there was no hash.
Registry Key: The registry key location the data was retrieved from.

Domain Users

User: The user name.

Domain: The domain logged into.

Password hash: The stored password hash.

Registry Key: The registry key location the data was retrieved from.

Recovering Windows Passwords With Rainbow Tables

Once the hashes have been recovered Rainbow Tables can be used to try to find the password that
matches the hash value. For this example we're using a rainbow table that was generated in
OSForensics using "Im" as the hash setting, minimum 1 to maximum 7 characters and a character set
of uppercase alpha-numeric (A-Z 0-9). This table is available for download from the OSForensics
website.

First we need to retrieve the hash values from the registry and save them to a file, we are using a hard
drive that had Windows XP installed on it. Opening the file in a text editor will let us select individual
hashes to use with the Rainbow Tables if we were only trying to find a single value. If looking for
multiple passwords then we can import the entire file on the Rainbow Table tab.

Once we have selected the file we need to choose the table to use and then start the process with
"Recover Password/s".

If the values for the LM hash are all "(disabled)" this would indicate that either the LM hash has been
disabled as part of a security policy for that Windows install or a password that is tool long for a LM
hash has been used (15 or more characters).

For more information on LM and NT hashes see these Wikipedia articles.

Generating Rainbow Tables

This window is used for generating Rainbow Tables. These tables can then be used in the Rainbow
Table Password Recovery Window.
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HF.L?j Passwords =

Find Passwords & Keys “Windows Login Passwords  Generate Rainbow Table  Retrieve Password with Raink 4 |

Paszvward Parameters
kin bd an

Hazh Routine |Im R FPazsword Length |1 w 7 -

Character Set lovweralpha-numenc-sumbol32-zpace e

| abcdefghikmnoparstussesypzil 2245573 EHEE ™) _+=""T10HN e 2

T able Dimensians

Mode ® Automatic () Manual [Advanced Users]
Success % 229376
) 229146624
Loveer Decrypt Laonwer File
File Path |E:'\F‘rn:|gramD ata'\PazzMarkhOSFarensicehR ainbowT ableshm_loweralpha-numer

Comprezs to RTC format

Wariable Walue

Eztimated Time to Generate 96 dayz 8 hours 35 minutes

Hazhes Per Second B313428

Mo, of pozzible pazswordz 7EE5E53447473
Required Dizk Space 3496 50 ME
Succesz Rate 95 03%

Generate

To generate a Rainbow Table, fill in the input fields with the appropriate values under the Password
Parameters box..

Under the Hash Routine field, select the hash routine that was used to encrypt the password into a
hash. Currently, there are four hash routines to choose from, md5, Im, ntim, and sha1.

Under the Password Length fields, select the suspected minimum and maximum length of the
password.

Under the Character Set field, select the character set that contains the characters that the password
is most likely to contain. The elements of the character set are listed in line following the name of that
character set. For example, the character set "loweralpha" contains the lowercase letters of the
alphabet.

Note: The size of the character set (i.e. the number of characters in that character set) will effect the
efficiency of the recovery process. To decrease generation time, try to pick the smallest character set
that also covers the possible characters of the password.
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Before proceeding, use the Automatic and Manual radio buttons to select the input mode you would
like to use in the Table Dimensions box. If you wish to input a success rate and have the dimensions
calculated automatically, then select Automatic mode. Otherwise, if you wish to input the table
dimensions (chain length and chain count) then select Manual mode.

Automatic mode

Under the Minimum Success Rate field, input the minimum success rate of recovering the password
that you are willing to tolerate. A higher success rate will result in tables that are increasingly longer to
generate, so the value should be as conservative as possible. The dimensions of the Rainbow Table,
i.e. the Chain Count and Chain Length fields, will be filled out automatically. You can continue to
adjust the Chain Count and Chain Length by using the Slider Control bar to achieve a desired balance
between minimizing the decryption time and minimizing the file size. To begin generation, click the
"Create Rainbow Table" button. Once generation has commenced, the process can be terminated by
clicking "Cancel".

Manual mode

Fill in the Chain Count and Chain Length fields. If you are unsure about what these values mean, then
it is recommended that you use Automatic mode. The Rainbow Table statistics will be calculated and
displayed automatically. Increasing the size of the Rainbow Table will increase the generation time
proportionately. Increasing the size also increases the success rate, but at a decreasing rate.
Increasing the Chain Count will increase the Rainbow Table file size proportionately, while Increasing
the Chain length will have no effect on the file size, but will increase the expected decryption time. To
begin generation, click the "Create Rainbow Table" button. Once generation has commenced, the
process can be terminated by clicking "Cancel".
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Find Pazswords & Keys Windows Login Pazsworde  Generate Rainbow Table  Fetrieve Password with Faint 4 [ ¥

Pazgword Parameters
kdin b &

Hazh Foutineg  |Im o Fazsword Length |1 w 7 e

Character 5t | laweralpha-numernic-sumbal32-space w

| abcdefghijkmnopgratussmsyz01 23486739 EHEE 8 )_+=""[1 1N e

Table Dimenzions
kode () Automatic (®) Manual [sdvanced Users)

Chain Length | 10000
Chain Count | 100000000

File Path | C:%ProgramD atahPazztd ark b0 SForenziceh R ainbowT ablezhm_loweralpha-numer |

Comprezs to RTC format

Wariable " alue

Eztimated Time to Generate 1 davs 20 hours O minutes

Hazhes Per Secand Ga13423

Mo, of pozsible pazswords 7ER5858447479

FRequired Dizk Space 1525.83 MB

Success Rate 12.03%

[Generate

File Naming

By default, a file name is given that denotes all the parameters of the Rainbow Table and generated
Rainbow Tables will be saved in the OSForensics working folder under a folder named
"RainbowTables". The default file name contains the parameters necessary to use the Rainbow Table
for password recovery, and the default folder is also the folder used to populate the list of Rainbow
Tables in the Recover Password feature. The save folder can be changed by clicking the "Save to
folder..." button, but it is not possible to change the file name from the interface, as this is discouraged.
If it is necessary to alter the filename, this can be done from explorer. If any parameter except the
suffix is altered, the table will no longer be compatible with OSForensics. For more information on the
file name convention used. please see File Naming Convention.

Note that if a Rainbow table of the same parameters is generated multiple times and saved in the same
folder, OSForensics will assign a unique Rainbow table Index to the rainbow table so that the rainbow
table is different from those previously generated.
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4.13.3.1

RTC Format

RTC stands for Rainbow Table Compact. They are the result of .RT (raw rainbow table) files that have
been compressed to save space. Since the raw data has been altered, they generally take a slightly
longer time to extract passwords from. By default, OSForensics compresses rainbow tables to RTC
format. This feature can be turned on/off simply by switching the "Compress to RTC format" checkbox.

Rainbow Tables

What are rainbow tables

Rainbow tables are tables of plain text passwords and hashes. They allow a password to be quickly
looked up if a hash for that password is known.

What is a hash?

Passwords are generally not stored as plain text. Instead, passwords are stored as the output of a
cryptographic hash function and the plain text password is discarded. Hashes are one-way
mathematical operation, so the hash can be verified from a login page but can't be reversed in theory. A
password in plain text is given as input and a hash is created as output.

Plain text password input: TopSecret$89
MD5 Hash: FB34E3347894BOBA8AC2F34F56851095

Even if an attacker gained access to the hashed version of a password, it's not possible to directly
reconstitute the password from the hash value alone. Common hashing algorithms have names like
MD5, SHA1, SHA256.

Methods to recover the password?

Assuming the hashed password is known, or can be found on the system then there are 2 methods to
recover the password. One is a brute force attack where every possible password is attempted until a
match is found. This can be extremely slow, especially if it needs to be repeated for multiple hashes.
The second method is to use a pre-computed table of hashes to speed up the process, known as
rainbow tables.

Password space
With even short passwords there can be a lot of possible combinations, depending on the character set

used. For example

Character set: A-Z
Password length: 1 to 7 character
Number of possible passwords: 8,353,082,582

Character set: A-Zand a-zand 0to 9
Password length: 1 to 12 character
Number of possible passwords: 1,000,816,264,331,497,152

Rainbow table format

If every password and hash were stored in a file, the file would be enormous. Too large to be practical
in fact. So instead of storing all possible hashes the data is divided up into “hash chains”. A hash chain
is a sequence of hashes where each hash in the chain is generated from the prior hash. Only the
beginning and end of the chain are then stored in the rainbow table. Dramatically reducing the size of
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the file, but also increasing the time required to look up the file (as the chains need to be regenerated
during the lookup process). So there trade off to be made in terms of file size, completeness of the
table, lookup time and generation time.

Despite the optimisation of the table format, rainbow tables can still be very large. 500MB to several
GB per table are common.

For each combination of hash algorithm, password lengths and character set a different rainbow table
is required. So a MD5 table will only work on passwords encrypted with the MDS algorithm. The
smaller the password space, the smaller the table can be. Also not all possible hashes are generally
stored in a table, so there is also a concept of success rate. A table with a 90% success rate can be
expected to decrypt 9 out of 10 hashes. The higher the required success rate, the larger the table.

When rainbow tables won’t work
Rainbow tables won’t work, or are not practical, in the following situations.

1) The Password was encrypted with an unknown algorithm
2) The possible password length is long e.g. 12 characters or more
3) An unknown or random ‘salt’ is added to the password before hashing

It is also worth noting that no modern properly implemented password scheme is vulnerable. But there
are still older, not so well implemented schemes, that are subject to attack.

Some common applications that use hashes

LM hash, an older hash algorithm used by Microsoft. LM hash is particularly vulnerable because
passwords longer than 7 characters are broken into two sections, each of which is hashed separately.
http://en.wikipedia.org/wiki/LM_hash

MySQL user accounts are listed in the user table of the mysql database. Each MySQL account is
assigned a password, although what is stored in the Password column of the user table is not the
plaintext version of the password, but a hash value computed from it. Password hash values are
computed by the SQL PASSWORD() function. Prior to MySQL 4.1, password hashes computed by the
PASSWORD() function are 16 bytes long. Such hashes look like this:

mysql>

Bt +
| PASSWORD ('mypass') |
e +
| *6f8cl14b58f2ce9e |

o +

As of MySQL 4.1, the PASSWORD() function has been modified to produce a longer 41-byte hash
value:

mysql>

B ettt +
| PASSWORD ('mypass') |
Bt ettt +
| *6C8989366EAF75BB670ADSEATATFC1176A95CEF4 |
e +

The Microsoft Windows NT/2000 family uses the LAN Manager and NT LAN Manager hashing method
and is also unsalted, which makes it one of the more popularly generated tables.

Additional Information

Generating Rainbow Tables

Recovering Passwords Using Rainbow Tables
.RT Naming Convention
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4.13.3.1.1 Compatible File Formats

OSForensics is fully compatible with .RT and .RTC, and partially compatible with .RT]I file formats as
long as the file name follows the correct naming convention.

OSForensics can generate and extract passwords from .RT and .RTC files.

OSForensics can extract passwords from .RTI files. OSForensics. RTI tables are available for
download online at http://www.freerainbowtables.com/tables/.

RT Format

.RT files contain the raw values of the start and end points of each chain in a rainbow table. Each start
and endpoint is an unsigned 64-bit integer value, and are also referred to as indexes. Chains are stored
in ascending order with respect to their end point value.

Below is an example of a few rainbow chains in little endian.The start indexes are in purple and the end
indexes are in blue.

000000000h: D2 OB OE 00 00 00 00 00 91 06 00 00 00 OO0 00 0O
000000010h: FA 2D OE 00 00 OO 00 00 SD 06 00 00 OO 0O 00 00
000000020h: CE 06 09 00 00 00 00 00 AD O6 00 00 00 00 00 00
000000030h: AB 03 04 00 00 00O 00 00 AE 06 00 00 OO 0O 00 00

RTC Format (Rainbow Table Compact)

RTC Format is a compact version of RT format. It aims to save space by approximating the sorted end
point values to a linear function, storing the parameters to this function in the header, and storing the
error of each value to the linear function in place of the raw value. The number of bytes allocated to the
start and end values of each chain is minimized and is stored in the header.

The advantage of RTC format over RT format is that it can potentially save a considerable amount of
space. However, it is a generally slightly slower than RT format, due to the overhead of inverting the
stored values back to the raw values.

RTI Format (Rainbow Table Indexed)

RTI Format is essentially and indexed version of RT format. RTI Format aims to saves space and
increase search speed by indexing chains for every increase 2*6 (2 byte) increase in the end point
values. The prefix (5 bytes) of each index entry, along with an additional 6 bytes is stored in the
.rti.index file. For each chain, 6 bytes is given to the start point value, while 2 bytes are given for the
suffix values of the end points. It is implied that start points values will lie within the 6 byte range and
end points will lie within the 7 byte range.

4.13.3.1.2 File Naming Convention

Rainbow Table files in .RT, .RTC and .RTI format should follow a specific naming convention in order to
be compatible with OSForensics. When Rainbow Tables are generated in OSForensics they will be
given a default name (unless otherwise specified) that will follow this naming convention:

hashAlgorithmName _characterSetName_#minimumPasswordLength-
maximumPasswordLength_RainbowTablelndex_ChainLength_ChainCount_OSF.rt*

For example:
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"md5_alpha-numeric#1-5_ 0 20288x182592 OSF.rt"

4.13.3.1.3 How Chains are Generated

Rainbow tables are made up of chains of plaintext - hash pairs which we will refer to as 'rainbow
chains'.

Generating the Chain
A rainbow chain is generated by producing a series of plaintext-hash pairs.
plaintext -> hash -> plaintext -> hash -> ... -> hash -> plaintext

The start of the rainbow chain, is a plaintext string that is generated randomly. To obtain a hash from a
plaintext, the hash algorithm being used is applied to the plaintext. What isn't so obvious, is how to
obtain the next plaintext. A mathematical function called a reduction function is applied to the hash to
obtain the subsequent plaintext in the chain. The reduction function is essentially arbitrary, and can be
defined in any way, as long as the same reduction function/s is used for the cracking process.

In a rainbow table, a different reduction function is used for each column, to avoid Rainbow Chains
containing the same information.

This implementation uses a reduction function based on RainbowCrack 1.2. The reduction function is
defined as follows:

f(hash) = (hash + i) % plaintext_space

where

i = the column number of the hash

plaintext_space = the plaintext space which is the total number of possible plaintexts/passwords given
by the character set and the minimum and maximum plaintext lengths

This reduction function is suitable, because it is linear and can be computed fast.

A hash is usually represented by a hexadecimal number, is therefore essentially an integer, making it a
suitable input for the reduction function. However the output will not immediately produce a plaintext.
Thus there is an intermediate value, called an index that is produced by the reduction function. An index
is simply an integer that corresponds to a plaintext/password. So in reality, a rainbow chain looks
something like this:

index->plaintext->hash->index->plaintext->hash->...->hash->index

An index can be thought of, as an integer representation of a plaintext, in which the value of each
plaintext depends on the character set and the plaintext space. For example, suppose we had a
character set given by [abc] and a min/max plaintext length of 1. This would give us 3 possible
passwords {a,b,c}. Then the indexes 0,1,2 would correspond to a, b, and c respectively.

The reduction function ensures that when the index produced, will always be within the appropriate
range, which is [0,2] in this case, regardless of what the input hash is, by taking mod of the plaintext
space, hence the name "reduction function".

This means that there is a space advantage in storing the indexes instead of storing either the hashes
or plaintexts. The advantage of storing indexes over storing hashes is that the range of indexes stored
will always be smaller than the range of hashes, which means there is more potential to save space
should the file be compressed.
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Similarly, it is more space conservative to store an index than to store the plaintext which would mean
we would have to encode each individual ASCII character, which is inefficient since only a small portion
of characters are used in a typical rainbow table.

Storing the Chain

The advantage of Rainbow tables, is that we do not need to retain every link in the chain in order to
store all the information represented by the Rainbow Table. In fact, we only need to store the first and
the last links in each chain to use the information effectively.

index—>plaintext-—=>hash->index—>plaintext-=>hash->——>hash—=index

All but the start and end index of the chain is discarded, and the indexes are written to file in binary, with
the end indexes being sorted in ascending order, to allow for a binary search during decryption.

In a .RT file, both the raw values of the start and end index are stored as 64-bit integers. Below is an
example of a few rainbow chains in little endian.The start indexes are in purple and the end indexes are
in blue.

000000000h: D2 0B OE 00 00 00 00 00 91 06 00 00 00 00 00 0O
000000010h: FA 2D OE 00 00 00 00 00 9D 06 00 00 00 00 00 0O
000000020h: CE 06 09 00 00 00 00 00 AD 06 00 00 00 00 00 0O
000000030h: AB 03 04 00 00 00 00 00 AE 06 00 00 00 00 00 0O

There are various ways to store and compress rainbow tables. Please see Compatible File Formats for
more information on this.

The parameters of the rainbow table file (including the hash algorithm, the number of chains, the chain

length etc.) are kept in the filename. Please refer to .RT Naming Convention for details on how the
parameters are stored.

4.13.3.1.4 Character Sets

Rainbow tables contain passwords belonging to a specific character set.

OSForensics uses a default list of character set definitions for both Rainbow Table generation and
decryption.

Specifying a Character Set

Users can specify a list of character set definitions by adding a configuration file named charset.txt to
the RainbowTables folder in the OSForensics working path folder.

Inside charset.txt, there should be one character set definition per line. each character set definition
should specify a character set name, and the contents of the character set inside square brackets
assigned with an'='. For example:

[ABCDEFGHIJKLMNOPQRSTUVWXYZ]
[ABCDEFGHIJKLMNOPQRSTUVWXYZ ]
[ABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789]
[ABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789 ]
[ABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789!@#$%"&* () —_+=]

alpha

alpha-space
alpha-numeric
alpha-numeric-space
alpha-numeric-symboll4
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4.13.4 Recovering Passwords Using Rainbow Tables

Passwords may be recovered using a suitable Rainbow Table and the hash of that password. Using
this feature, a hash can be searched for within the Rainbow Table, and may successfully return the
password in plain text.

m;'_]",] Passwords e

Find Pazswords & Keys  Windows Login Pazswords  Generate Rainbow Table  Fetrieve Password with Rainbow Table  Decruption & Pazsword Recovery

Input Pazzword hazh & Rainbow T ables
(®) Enter Hazh in et (O Select Hazh File [ hash, PWDUMP k)
| 098fEbcd4621d37 3cadede832627b41E

Select Rainbow T ables to use

&dd Folder... Refresh
* HashScheme  Character set Min Length tax Length Tahble ID Chain Length Chain Count File Size [mb] Success Rat..
[ mds numeric 1 7 4 276 275724 4.207 091
[ md5 numeric 1 7 5 276 275724 4207 091
1 md5 numeric-space 1 7 0 452 451548 2584 240
v md3 loweralpha 4 4 a 5E943 57 0.000 9519
< >
Finished 1 password/s recovered, 0 password/s not recovered)
Recover Passwordds
Recovered Passwords
Fazzwiord Haszh Cryptanalyziz Time [zec) Usgemame/S ource
test 098f6bcd4621d37 IcadedeB 326270416 2.001 Faw Hash
< >

Export...

Before using this feature, either generate an appropriate Rainbow Table (see Generating Rainbow
Tables), or use an existing rainbow table. Rainbow Tables are available for download from various
sources online. We offer a small collection of sample Rainbow Tables that you can download for free
from our website, but these are meant primarily as examples. For more serious investigations, you can
purchase a hard drive containing a large collection of Rainbow Tables from our website: http://
osforensics.com/rainbowtables hashsets.html.

Rainbow tables in .RT, .RTC and .RTI format can be placed in the "RainbowTables" folder within the
OSForensics working folder (Try C:\ProgramData\PassMark\OSForensics\RainbowTables). By
default, tables generated by OSForensics will be saved in this folder. The refresh button can be clicked
to update the list of Rainbow Tables if a table has just been created or moved to the RainbowTables
folder in the same run of OSForensics. Tables in a folder can by added by clicking "Add Folder..." and
then selecting a directory. Tables added in RTI format will be shown as a single entry in the Select
Rainbow Tables list box.

Note that for OSForensics to recognize a Rainbow Table file it's file name must follow the File Naming
Convention used by OSForensics.
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Select the Rainbow Tables to search through by ticking the check box corresponding to that Rainbow
Table. Note that selecting more rainbow tables can make the decryption process slower.

To recover a password using a Raw Hash, simply input the hash under the Raw Hash Field.

Decrypting a Hash List file

A hash list file contains one hash per line. To create a hash file, simply open a text file and write one
hash per line. For example:

BO3A340319A12864F8EBBD4FAS5799B41
D253B68A594383481C80397D52C3A13E
3E8061DD481552E23DCC193F0B8C47E7

Then save the file with a .hash extension.

To recover passwords from a Hash List file, select the "Select File" radio button and then click the "..."
button and select the file.

To start the decryption process click "Recover Password/s". To stop the process click "Cancel".

Decrypting a PWDUMP file

Either use an existing PWDUMP text file, or extract the LM hashes from a machine, use the Windows
Login Passwords function in OSForensics, then save the extracted data to file.

"Select File" radio button and then click the "..." button and select the file.

To start the decryption process click "Recover Password/s". To stop the process click "Cancel".

4.13.5 File Decryption & Password Recovery

This function will allow you to decrypt files that use 40-bit encryption or run a dictionary based attack on
files using different encryption methods to recover the password. OSForensics will display different
options depending on the encryption method detected.
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Find Pazswords & Key:  Windows Login Pazswards

Pazzword Recovery Options

Enciypted File; | Drive-C:\UsershKeith'\Downloads' password docx

Select Dictionanies for Brute Force Attack
] Comman First Names and Sunames

Common pazswords
English words - US and UK

1 Mulrdew - T lsers K sith Dlasnlnads

[] My Index - C Users K.eith Downloads. .
[] My Index - C Users Keith Dawnlaads. .

Source

O5F default
O5F default
0O5F default
Current case - search dictionary
Current caze - zearch dictiohary

Corrent rase - search dictinnan

Generate Rainbow Table  Retrisve Password with Rainbow Table  Decrvption & Password Recovery

Browsze...

Edit Fandom...
Uz GPU

1

2
3
4

Thread #  Status

Starting...
Starting...
Starting...
Starting...

Current Dictionarny: |C0mm0n passwords [1 of 2]

Current Line: |

E stimated Time Remaining:

|
Speed: |
Passwords Tested / Total |

Start Stop

When OSForensics detects 40 bit encryption the following options will be displayed;

40-Bit Decryption Optionz
Encrppted File:  D:W2003_RC40_enc. doc

Output Location:  D:hkermp

Browse. ..

Encrypted File: File name of a file encrypted using 40 bit keys. This can be a PDF, XLS or DOC file.
To check if a PDF file uses 40 bit encryption you can open it in the OSForensics file and hex viewer, go
to the meta data tab and check the "Encryption" entry, a version of 1.x can indicate 40bit encryption.
For XLS and DOC files those encrypted in 97 and 2000 editions should use 40bit encryption.

Output Location: Working directory for temporary files and where decrypted output file is created.

40 bit decryption is guaranteed but can take several days, for example when running on an Intel®
Core™2 Duo E8400 it can take approximately 1.8 days to test all the available 40bit keys.

When OSForensics detects other encryption methods the following options will be displayed;
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Pazgword Recovery Options

Bz shedl |I::"-.uEIEIE_EIEI?.|:u:If Browse..
Select Dictionanes for Brute Force Altack Source
[] Commor First Mames and Surnames Q5F default
[] Comman passwords Q5F default
] English words - U5 and UE, QSF default
Random Paszwords QSF default Edit Rardonm...
Ilze GFU

Encrypted File: File name of an encrypted file. The following file types are supported:

¢ Microsoft Office (doc, docx, docm, xis, xIsx, xIsb, ppt, pps, pptx, pptm, ppsm, pdf)
o Archives (zip, rar, 72)
¢ OpenOffice (LibreOffice only) (odt, ott, odp, odf)

Select Dictionaries for Brute Force Attack: Clicking on the checkbox for a dictionary will select it for
use with a brute force attack. If you have created a search index for the current case the dictionaries
from these indexes will be available to use here. OSForensics provides several different dictionary
options;

Common Passwords: This is a list of common used passwords created from statistical lists and
published passwords lists.

English words - US and UK: an English based dictionary. This dictionary contains 79165 lowercase
words in a combination of UK and US spelling. After testing all lowercase words the first letter of each
is capitalized and tested again. This word list was combined from several Ispell word lists.

Names: This is a list of common first names and surnames from the US, UK, Europe and Asia (550 in
total). Each name is tried separately and then as various combinations which results in approximately
165,000 combinations.

Random: Depending on the settings chosen (see the Edit Random section) will generate different
random passwords based on a combination of letters, symbols and numbers.

The rest of the entries in the list are the available search indexes from the currently select case. See
the "Adding Dictionaries" section for information on how to add your own custom dictionaries.

Edit Random
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( Edit Random Brute Force Options ﬁ1
Min password length 3|
Max password length 6
Character set Kniown value
Chracter 1: [Knuwn ,] A
I Chracter 2: [.ﬁ.]l e ,]
Chracter 3: [.ﬁ.]l e ,] N
Chracter 4: [.ﬁ.]l sets ,]
Chracter 5: [IJ—EI ,]
Chracter &: [IJ—EI ,]
Chracter 7: [ ,]
Chracter 3: [ ,]
Chracter 9: [ ,]
Chracter 10: [ ,]
Chracter 11: [ ,]
Chracter 12: [ ,]
Estimated combinations: 92,203,660
[ Ok ] [ Cancel

This feature is applied when only the "Random Passwords" dictionary is selected.
Min: Minimum password length
Max: Maximum password length

Character 1 - 12: For each character in the password the type of character it can be needs to be
selected from the options;
o All sets - all available characters
a-z - all lower case letters froma - z
A-Z - all uppercase letters from A - Z
a-z & A-Z - both cases of letters a - z
0-9 - all numbers from 0 - 9
a-z & A-Z & 0-9 - all alphanumeric characters
~@#3%% - special characters {}:"<>?[];\',./~| @#$"&*()_+"-=|
Known - a known character, must be typed in the edit box for the character

The number of combinations will be displayed when the password parameters are changed. The image
above will test password from 3 - 6 characters long, starting with "A", followed by up to 3 letters,
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symbols or numbers, and ending in up to 2 digits (For example, "A##", "A12Z", "Abc#12" would all be
generated by this option) and results in over 92 million passwords.

Use GPU

This option only applies for when the above method (Random Passwords) is being used.
Checking this box will enable use of the GPU for faster cracking. Note that not all GPUs are supported.

Start

When the "Start" button is clicked, decryption will begin in which a number of threads will be launched,
one for each available logical processor. For example on a machine with a quad core CPU 4 threads
will be launched. If "Use GPU" is checked, a single GPU thread, plus a CPU thread equal to the number
of available logical processors minus one, will be launched.

Clicking the "Stop Decrypting" button will stop the threads. When decrypting a 40 bit file, if the
temporary files have not been deleted when "Start Decryption” is clicked again decryption will resume
from where it was last stopped.

4.13.5.1 Adding Dictionaries

The dictionary and password definition file used by OSForensics are located in the "OSForensics
\PasswordRecovery\PDF" folder (in Win7/Vista this will default to C:\ProgramData\PassMark
\OSForensics\PasswordRecovery\PDF) .To add your own custom dictionary you will need to create 2
files in this directory - a dictionary file (.dic) and a definition file (.def).

The dictionary file is a list of words, one word per line, for example;

aardvark
aardvark's
aardvarks
aaron

The definition file is a structured file that is used to set which dictionary is being used and can be used
to make alterations to the words in the dictionary.

To define a dictionary use $w = "dictionary name", and $u = "dictionary name" if you want to combine
two dictionaries.

"##" is a required section of the file and marks the end of the dictionary setup. After this you can use
$w and $u to refer to a word from each dictionary, and use modifiers to alter the words.

The simplest definition file, that loads a dictionary and then tests each word in the dictionary is;

$w = "dictionary_name.dic"
#Hit
Sw

To use a modifier to capitalize the first letter of each word in the dictionary, effectively doubling the
number of passwords, you can use "$w.u(1)".

$w = "english-us-uk-combined.dic"
#i#

Sw

Sw.u(1)

The other modifiers available are;
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.U (upper) to upper-case

I (lower) to lower-case

.t (truncate) to truncate up to the given length
.j (joke) to upper-case some letters

.r (reverse) to reverse the word

.s(shrink)  to shrink the word

.d (duplicate) to duplicate the word

Each modifier will accept a parameter in after itself,
.uor .u(0) to upper-case the whole word (PASSWORD)

.u(1), .u(2) to upper-case only the first (the second) letter (Password, pAssword)
.u(-), .u(-1) to upper-case the last (the next to last) letter (passworD, passwoRd)

A(-1) to truncate the last letter in the word (passwor)
.j(O) or .j  to upper-case odd letters (PaSsWoRd)

J(1) to upper-case even letters (pAsSwOrD)

J(2) to upper-case vowels (pAsswOrd)

J(3) to upper-case consonants (PaSSWoRD)

.r(0) or .r  to reverse the word (drowssap)

.s(0) or .s to reduce the word by discarding vowels unless the first one is a vowel (password ->
psswrd, offset -> offst)

.d(0) or .d to duplicate the word (passwordpassword)

.d(1) to add reversed word (passworddrowssap)

4.13.6 Ispell Copyright Notice

Copyright 1993, Geoff Kuenning, Granada Hills, CA
All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. All modifications to the source code must be clearly marked as
such. Binary redistributions based on modified source code
must be clearly marked as modified versions in the documentation
and/or other materials provided with the distribution.

4. All advertising materials mentioning features or use of this software
must display the following acknowledgment:

This product includes software developed by Geoff Kuenning and
other unpaid contributors.

5. The name of Geoff Kuenning may not be used to endorse or promote
products derived from this software without specific prior
written permission.

THIS SOFTWARE IS PROVIDED BY GEOFF KUENNING AND CONTRIBUTORS "AS
IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE ARE DISCLAIMED. INNO EVENT SHALL GEOFF
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KUENNING OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING,
BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN

ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

4.14 System Information

The System Information module allows retrieval of detailed information about the core components of
the system. This module comes with built-in test test lists that can retrieve the core details about the

system such as;

CPU, Motherboard and Memory
BIOS

Video card/Display devices
USB controllers and devices
Ports (Serial/Parallel)

Network adapters

Physical and Optical Drives

% System Information

List: [BasicS_l,lstemlnfctmalbn v‘ [ Edi... ” Go

@ Live Acquisition of Curment Machine Scan Drive: | Drive-C:!

Commands | Result

Help

Command Intermal Archatecture  Live Acquistion  Dnve Letter cg.. Image Acqui..
GetComputer ame Yes 32/64 Yes Mo [
Opetating system Yes 32/64 Yes Ma No
Get CPU Infa Yes 32/64 Yes Na No
Get Mem Info ey 32/64 Yes Mo No
Get Graphics Info Yes 32/64 Yes Mo No
Get USE Info Yes 32/64 Yes Mo No
Get Digk volume Info Tes 32/64 Yes Mo Mo
Get Disk drive Info e 32/64 Yes Mo Mo
Get Optical dive Infa Yes 32/64 Yes Ma No
Get Metwark, Info ‘es 32/64 ‘es MNa No
Get Parts Info Yes 32/64 Yes Na No
Get Maotherboard Info Yes 32/64 Yes Mo No

Curent Command:

Once the commands have executed the output will appear on the results tab and can then be saved to

a file or to case.
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The default "Basic System Information” list can only be run on the local live system (Live acquisition
only). The "System Information From Registry" list can be run on either the local system or on a
specified drive letter, device or image. Currently these are the only commands that make use of the
"Live acquisition of current machine" and "Scan drive" options. The other internal commands only run on
the live system and external tools that have been added by a user will run on either the live system or a
drive letter specified in the command itself. These commands, "Get Computer Name (Registry)", "Get
Timezone Info (Registry)", "Get Network Info (Registry)" and "Get User Info (Registry)" will search for
registry files available on the image, drive selected or the live system depending on the option selected.

If you have a number of different commands selected and choose the "Scan drive" option then only the
commands that support changing their target location (the registry command mentioned above) will run
on this drive letter while the others will execute at their default locations.

While OSForensics comes with four default command lists that can gather a fair bit of useful information
you may want to customize or add to these lists. By clicking the edit button you can go to the list
management window.

List Management @

= Hel
[% Edit Command Lists -

List: | Basic System |nfarmation v] Add list Dielete list

List of Commatds Supported Commands in this List

Command Intermal Anchit Command Internal Architech
arpLENE -8 Ma 3206 GetComputert arme Yes 32/64
at. exe Mo 32/6¢ Operating system ez 32/64
Get CPU Infa Tes 32764

autorunsc.ese autorunsc.exe fa.. Mo 3206
Get CPU Info Yes 3205 Add all >> Get Mem Info es 32/64

Get Digk drive Info Yes 206 et Graphics Info Yes 32/64

Get Digk wolumne Info Yes 32/6¢ Get USE Info Tes 32/64
. Audd selected » :

Get Graphics Info Yes 206 Get Dizk wolume Info Yes 32/64

Get Mem Info Yes 3246 Get Dizk drive Info Yes 32/64 o

Get Network dive Info Yes 3248t Get Optical dive Info Yes 32/54
Get Optical drive [nfo Yes 3246E et Metwark drive Info Yes 32/64
Get Ports Info es 32/6¢ Get Parts [nfo Tes 32/64
Get USE Info Yes 32762

GetComputert ame es 32088 -
4 1 3 ] I 3

Add... J I Delete ‘ Murmber of commands to execute: 11

New external tools can be added using the Add button below the list of all commands supported. Also
note that some of the default supported commands require external tools to be installed. See the
External Tools page for more information.

External Tools

New third party tools can be easily added to the test suite. There are many applications which can be
helpful in retrieving system information. These tools must first be installed if these commands will run
correctly.
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To install a new external tool simply place it in one of the following folders depending on your operating
system;

Vista / Win7: C:\ProgramData\PassMark\OSForensics\SysInfoTools\

XP: C:\Documents and Settings\All Users\Application Data\PassMark\OSForensics\SysInfoTools\

To use one a new tool you added to this folder you need to add a command from the list management
window using the add button below the list of all commands supported.

New Command ﬂ

Command |

Achitecture  [32/64 @) Live Acquisition Only
Dirive Letter Acquisition

Add | | Cancel

The command should be the executable with any command line parameters needed. By default
OSForensics gathers data from the command line output of the tool. There are also wildcards that can
be used to have OSForensics fill in the details at run time.

%d: Places a drive letter in the form "c:", the drive letter is the current cases default drive or ¢ if no
case is open

%t: Inserts a path to a temp file, when this command is specified OSForensics will gather data from
this file rather than from the command line output of the command.

Architecture specifies whether this command should be restricted to 32 or 64 bit systems.

The "Live Acquisition only" option specifies that the command should only run when during a live
acquisition, otherwise the "Drive Letter Acquisition" should be chosen and can be executed when a drive
letter is chosen for the "Scan drive" option.

There are a few internal functions of OSForensics that are able to be run on a live acquisition, on a
drive letter or directly on an image (image acquisition) a that has been added to the case.

While none of the default test lists use any external tools, a number of commands are pre-configured to
be added. These tools are listed here.

e Autorunsc: This tool gives comprehensive knowledge of auto-starting locations of any startup monitor.
¢ handle.exe: This is command line version of process explorer.

e PSTools: Its a very useful set of tools which include the following individual tools:
e PsExec - execute processes remotely
e PsFile - shows files opened remotely
e PsGetSid - display the SID of a computer or a user
e Pslinfo - list information about a system

e PsKill - kill processes by name or process ID
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e PsList - list detailed information about processes

e PslLoggedOn - see who's logged on locally and via resource sharing (full source is included)
e PslogList - dump event log records

e PsPasswd - changes account passwords

e PsService - view and control services

e PsShutdown - shuts down and optionally reboots a computer

e PsSuspend - suspends processes

e PsUptime - shows you how long a system has been running since its

showgrps.exe: This command-line tool shows the groups to which a user belongs within a given
network domain.

srvcheck.exe: SrvCheck is a simple ping-like program, which can check the availability of a given
server. Part of Windows Server 2003 Resource Kit Tools package. Supports Windows Server 2003
and Windows XP. Not supported on 64 bit platform.

The above tools are maintained and distributed freely. These tools can be downloaded from following

locations:

Autorunsc: http://technet.microsoft.com/en-us/sysinternals/bb963902

handle.exe:http://technet.microsoft.com/en-us/sysinternals/bb896655
PSTools:http://technet.microsoft.com/en-us/sysinternals/bb896649

showgrps.exe: http://technet.microsoft.com/en-us/systemcenter/bb676805.aspx

srvcheck.exe: http://www.microsoft.com/downloads/en/confirmation.aspx?FamilylD=9d467a69-57ff-
4ae7-96ee-b18c4790cffd&displaylang=en

Verify / Create Hash

The Verify / Create Hash module is used for verifying the integrity of files by calculating its hash value. It
can also be used to create a hash of a whole partition or physical disk drive or a simple text string.
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i _ Hel

l||_||'_J'|] Verify / Create Hash i
(®) File W olume () Text

File |Drive-c:Winduwsﬁystem32xbcdsw.dn |

Hazh Function | SHaA-1 “ | Secondary Hazh Function | kD5 e

Upper caze output [

Frogress

D ata Hazhed |3?.5|:| kB |

Celilehed) ek | Baldee?704822320655251 (2526 GeR2321 1160 | | SHa-1 |
Primary
| 54,1 DEE 77045E 23206554251 F 2526FFEE 62321 1F60 | | MDS |
Secaondary
Comparizon Hash | Ba1dee?7048:2320552251 (2526662321 1160 | 0

Hazhes [primany] are equal
Add Result to Caze. ..
Selected Hash Function Dezcription

SHA-T iz part of the broader set of SHA hash functions deseloped by the M54, Although nat the most
gecure, SHA-T iz by far the most widely uzed.

Al thiz point in time SHA-T iz considered to have been broken, however finding collizions iz ztill 8 somewhat
computationally intensive tazk and SHA-1 continues to be uzed for many applications.

To calculate a hash for a file, simply input the file path, select one of the available hash functions and
press Calculate. To verify the calculated hash with a known hash value, copy the known hash value into
the Comparison Hash field.

To create a hash for a partition or drive, select the 'Volume' radio button and then use the drop down to
select from the available drives and partition. Note that administrator privileges are required for this
feature.

To create a hash of a line of text select the text option and type or paste the text you want to hash into
the text field.

Hash Function / Secondary Hash Function
Specify the hash function to use for hashing. A secondary hash function can also be specified to
calculate the hash value simultaneously.

Upper case output
If checked, the calculated hash will be in upper case.

Add Result to Case...
Save the result of the hash calculation and add to the case.
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Hash Sets

Hash Sets allow an investigator to quickly identify known safe files (such as Operating System and
program files) or known suspected files (such as viruses, trojans, hacker scripts) to reduce the need for
further time-consuming analysis. Hash Sets are used in a data analysis technique called Hash Analysis,
which uses the MD5, SHA1 and SHA256 hash of files to verify the files on a storage device. A hash
uniquely identifies the contents of a file, regardless of filename. In other words, any two files with the
same hash are said to be the same. A collection of these hash values form a hash set, which can be
used to reduce the time required to search a storage media for particular files of interest. In particular,
files that are known to be safe or trusted can be eliminated from file searches. Hash sets can also be
used to identify the presence of malicious, contraband, or incriminating files such as bootleg software,
pornography, viruses and evidence files.

It is recommended when creating hash databases that safe files be kept in a sperate database to files
that are illegal/incriminating.

Once the hash sets are created, they shall be used throughout OSF where applicable (such as File
Searching).

Included as part of OSForensics are sample hash sets from NSRL, a US government project that
provides a repository for hash sets of known files. Additional sample hash sets can be downloaded
from the Passmark website.

Hash Set Management

@ Hash Sets Help

I MHew DE... I I |mpart... I I ake Active I

Search Hash Sets:

l Mew Set... Il Export... I lNSHLImpDrt...I

#-| | Ewample
+-| @ MSRLImpart

New DB
Creates a new empty database. Clicking this button will prompt the user to provide a name for the
database. After a valid name is entered, the database will appear in the list ready for use.

New Set
Creates a new hash set in the currently active database. Clicking this button will open the New Hash
Set window where you can specify the creation options.

Export

Exports the currently selected item to csv format. If a single hash set is selected, then just the selected
hash set is exported. If any other item is selected (eg. origin, DB) then all hash sets contained are
exported. W

Import
Imports a hash set that was previously exported from OSF in csv format back into the currently active
database.
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Make Active

Makes the currently selected database active. The active database is the database that shall be used
for all operations in OSF requiring hash sets. You can also make a DB active via right-click and
selecting "Make Active". The currently active database is highlighted in yellow.

NSRL Import
Imports the NSRL (http://www.nsrl.nist.gov/) dataset into an OSForensics database. See this page for
detailed instructions.

Search Hash Sets

This search box allows the user to search for a hash set by name. The search applies to all databases
in the list. Enter all or part of the hash set name and use the ">>" and "<<" to move forwards and
backwards through the list. The search is case insensitive.

Hash Set List

ERE]
--[8 MSRL

—El Wieh Browser

(- |_] Maozilla Firgfow 2 2 | Mazilla Foundation | Englizh
-] web Utiity

- |_] FrontPage 98 19938 | Microzoft | Englizh

_ zip

b ] Zip-it 4075023 | Quarterdeck Corporation | Englizh

The hash set list displays a list of all hash sets under the following hierarchy:

Database
|-- Origin
|-- Product Type
|-- Hash Set

Double clicking on a hash set will allow you to view its contents. Items (excluding databases) may be
dragged and dropped to copy hash set(s) within/across databases. Right clicking on items in the list
allows you to perform actions such as renaming and deleting.

Due to the relational nature of the database, be aware that all Product Types appear under all Origins,
regardless of whether they have any content.

Other Information

Installing Hash sets
Hash Set Lookup

New Hash Set

The New Hash Set window allows the user to enter the attributes for generating a new hash set. This
window can be accessed by clicking on the "New Set" button in the main Hash Sets window.
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¥ New Hash Set Léj
New Hash Set il
Current DB: Example More Info:
Origin: [Passmark vl ’ Mew ] This is the directory where to =«
find the files to be added to
- the set. All files in this folder
Product Type: [Dperatmg System vl [ S ] and in all subfolder will be
added.
Manufacturer [Microsoﬁ v” MNew ]
Set Type: [Good vl ’ Mews ]
05 | Windows 7 v” New ]
Sat Windows 7 System Files
Version: Ultimate
Language: English =
Folder: c:\ E
Current File:
Progress:
Create ] ’ Cancel
Current DB

The name of the database that the hash set will belong to.

Origin

The origin of the files belonging to the hash set. Depending on the scope of the database this could be
as specific as "Bob's PC" or as broad as an entire organization.

Product Type
The product type the files are associated with. Eg. Word Processor, Image Editor, Operating System.

Manufacturer
The original creator of the files in the hash set. Eg. Apple, Microsoft, Google

Set Type
A classification for the set of files. Eg. Safe, malware, bootleg, trusted

(o1
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The Operating System the files are associated with.

Set Name
The name for the hash set. Hash set names should briefly describe the contents of the hash set. Eg.
Windows XP system files, viruses, blueprints.

Version
The version of the product the files are associate with. Eg. Microsoft Word 2007, Adobe Reader 9.

Language
The language of the files in the set.

Folder
The directory to be scanned for files to be added to the hash set. All files and subdirectories in this
folder shall be added to the hash set.

Current File
The file that is currently being processed.

View Hash Set

The Hash Set Viewer window allows the user to view the details about an existing hash set. This
window can be accessed by double clicking on a hash set or via the right click context menu in the main
Hash Sets window.

. Mozilla Firefox 2 2 | Mozilla Foundation | English [

\;I Hash Set Viewer 2

Hash Set Name: Mozilla Firefox 2 2 | Mozilla Foundation | English
Hash Set Type: Good
Operating Systems: Linux

Name MD5 SHA1 Last Update Size -
! D41D08CD98F00... DA39A3EESE... 2010-05-19... 0 Bytes =

about.css 660560D30BBA5... 6BA7169B3F6... 2010-05-19... 684 Byles

about.css EF7323380C20... D2976526AB... 2010-05-19... 593 Byles

about.dtd 9176FBOFSBO4... 117EBB57735D... 2010-05-19... 274 Byles

about.xul 73148BD6D797... B706FG55BBZ... 2010-05-19... 1.75 KB

actionbuttons.png 8A611608149D... DBCBZE194D... 2010-05-19... 7.14 KB

all.js SFDD321D9A4C... F1AC4857F5... 2010-05-19... 6l.00KE

alltabs-box-overflow-end-bkgnd-animate.png ~ F5D8C23A176D... 93B2E9DCHE... 2010-05-19... 429 Bytes

alltabs-box-overflow-end-bkgnd-hover.png 2B4AGF2A2D9E... FB8795C7A9D... 2010-05-19... 469 Bytes -

Number of files in set: 500, Total Size: 80.79 MB

The table contains a list of files in the hash set and corresponding hash values.
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4.16.3 Hash Set Lookup

In either the file name search or the mismatch search it is possible to do a lookup on the files found to
see if they exist within the current hash database. This is accomplished by right clicking in the list and
choosing "Look up in Hash Set". Depending on wether you do this for a single file or multiple files you
will get a different interface. In both cases however the file will be marked in the original list as to
wether a match was found.

baselineinfo_v7.png
1| Location: CASRecycle Bin\5-1-5-21-306345047-3534240248-220347857
—— Size: 94.31 KB, Created: 10-Dec-200& 0558, Modified: 17-Nov-2008 02:

53, In hash set: Mo

Single File Hash Lookup

The results of the lookup are displayed in the table, listing any matches that were found in a hash set in
the active database.

©- Lookup File in Hash Set [ﬁ

Filename (120DPI)alertlcon.png

MD5 3FABG788AA36119A6DD4B4DDOS16ATIC @
SHA-1 ESAOFCB419380E29B1A762DF345326626C2C7EC2

SHA-256 DFCE1623580773C600BBASDFALSDSD15401DDYEZF/609CAE25689C46BB464FED

Frogress

Matches: 2 | Mame Matches: 2 | MD5 Matches: 2 | SHA-1 Matches: 2 | SHA-256 Matches: 2

Hash Set Matches Filename MDS SHA1 SHAZ256 Type
Windows 7 (32-bit)... All (120dpi)alerticon.png 3FAB67B8AA... ESAOFCB419... DFCE162358... Good
Windows 7 (32-bit)... Name, MD5, SHA1, SHA256 (120dpi)alerticon.png 3FABG788AA... ESAOFCB419... DFCE162358... Good

< 11 [ 3

Elements colored green indicate matches.

Multiple Files Hash Lookup

When hash comparing multiple files at once, the files that matched the entries contained in the hash set
are displayed in the list view.
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% Lookup File in Hash Set

Filename

i MD5
SHa1

SHA-256

Frogess

Jbuntu-0: Swarhlibbaptilistshus, archive. ubuntu.com_ubuntu_dists oneiic_universe_binary-

i386_Packages

ES2CA509C8353227E1 30 004FE72EBICD

7CO043E26C3024F 54D CRE FED FEAFFES3ST1EBC2EF

ES3BEZ3CED16F433BBA2TADCEASC2801 21 2253430C30 92CEFA01 07 M 38036024

Files Hashed 4 Matches 4
File Folder kD5 SHAT SHAZRR tatches
pozthst DB Ubuntu-0:\varhcache\apt-wapian-inde...  SEBBBAZDE3BA... BOFE1403B35E..  2BEODTFFE3ST.. Al
Jibsul. 20 Ubumtu-0:husrlibhthunderbird-7.0.1 DE34CDSIDED..  OF97AT204903F.. COABFESE1338.. Al
termhizt. DB Ubuntu-0:bwarscachehapt-wapian-inde. . CFBE3FCAYADA. . FI01B6223320F. . YR4EDI194734 Al
libxul.z0 Ubumtu-0:susrlibsfirefos-7.0.1 BADDST458265.,, BCATVOETYBFEZZ..  423F4828618B.. Al

4 L 3

Cancel

The list of matching files can be exported to a text file by selecting 'Export list to text..." in the right-click
menu.

4.16.4 Installing Hash Sets

To install the hash sets from external sources, you must move them into the OSForensics program data
folder.

On Vista, Windows 7 (aka Win7), and Server 2008, this would typically be the following folder (you may
need to enable viewing of hidden directories to see it or enter it directly into the Explorer address bar):
C:\ProgramData\PassMark\OSForensics\hashSets

On XP and Server 2000/2003, it is typically something like this:
C:\Documents and Settings\All Users\Application Data\PassMark\OSForensics\hashSets

For a USB install

%OSF_Usb_Directory"%\AppData\hashSets

Note that while most files are automatically copied when installing to USB, hash sets are not as they
can often be quite large.

You will then need to restart OSForensics if you have it currently open. When you next start
OSForensics, you should now find additional sets listed in the tree view under the "Hash Sets" panel.
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4.16.5

4.16.6

Some additional hash sets you can install can be found on the OSForensics download page http://
www.osforensics.com/download.html

NSRL Import

The National Software Reference Library data set can be obtained from this site http://
www.nsrl.nist.gov/. To import the data set into OSForensics you will need to follow these steps.

1. Download the dataset from http://www.nsrl.nist.gov/. Currently the dataset is distributed as a set of
four .iso files. To access the contents of these files you will either need to burn them to DVD or
mount them using a virtual disk manager such as OSFMount.

2. On each of the disks is a zip file, each of these zip files must be unzipped into a sperate folder in the
same location. For example, you create a folder named "NSRLData" and then under that folder you
create folders named "Disk1", "Disk2" etc. in which you extract the zip files from each disk.

3. Create a new empty database in OSForensics, you may import to a non empty database but this is
not recommended.

4. Make the new database active.

5. Select the "NSRL Import.." button on the hash management window and then select the root folder
for all the unzipped sub folders. (the "NSRLData" folder in the example from step 2).

Note this process can take a very long time to complete, up to several days on some systems. One
way to make the process more manageable is to only import a disk at a time. This would mean in step
2 above you would only extract one of the zips, then remove it and extract the next and repeat the
process importing into the same database. This is one scenario where importing to a non-empty
database is recommended. This will actually take more time total but breaks the task up into shorter
steps. You can also back-up the database in between each import in case an error occurs this way.

Another way to speed up the process is to make sure the database is on a solid state hard drive of a
RAM drive. Import time is highly dependant on the random seek read/write performance of the drive.
On an average system with a normal hard drive the process takes about 50 hours. On a RAM drive the
process has been seen to take as little as 10-15. A solid state drive will likely have a import time
somewhere between these two figures.

Hash DB Import/Export Format

The import / export format for the hash database is a flat CSV file with the following fields.

Origin The origin of the file hash

Product The product the hashed file belongs to.

Product A description of the what type of product the product is.
Type

Hash Set The name of the hash set the file hash belongs to.
Name

Hash Set A Unique ID for this hash set.

ID

Version The version of the product.

ManufactuThe manufacturer of the product.

rer

Language The language of the product.

Type What type of hash set this is (known good files, known bad files, etc)
(ON} What operating system this hash set is associated with.
Filename The name of the file this hash was taken from.

MD5 The MD5 hash for this file.

SHA1 The SHA1 hash for this file.

SHA256 The SHA256 hash for this file.

LastUpdat When this hash was last updated

e
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Size The size of the file that was hashed.

Example output:

Origin, Product Type,Hash Set Name,Hash Set ID,Version,Manufacturer,Language,Type,O0S,Filename,MD5, SHAL, !
NSRL,Web Browser,Mozilla Firefox 2,5,2,Mozilla Foundation,English,Good,Linux,about.xul, 73148BD6D79786C"
NSRL, Web Browser,Mozilla Firefox 2,5,2,Mozilla Foundation,English,Good, Linux,actionbuttons.png, 8A6116D!
NSRL,Web Browser,Mozilla Firefox 2,5,2,Mozilla Foundation,English,Good,Linux,all.js,5FDD321D9A4C232925(

4.17 Signatures

Signatures allow users to identify changes in a directory structure between two points in time.
Generating a signature creates a snapshot of the directory structure, which includes information about
the contained files' path, size and attributes. Changes to a directory structure such as files that were
created, modified and deleted can be identified by comparing two signatures. These differences can
quickly identify potential files of interest on a suspected machine, such as newly installed software or
deleted evidence files. Signatures differ from Hash Sets in the following ways:

1.  The signature is not required to contain any file hashes
2. The file path, size and attributes of the files on the hard drive are included in the signature.

OSForensics provides the following File Signature Analysis functionality:

Create Signature
Module that handles all aspects of generating a signature.

Compare Signature
Module that allows the user to compare previously generated signatures. A summary of any changes
between the signatures are displayed to the user.

Other Uses
In addition to finding any suspicious changes to a system, signatures can be used for the following

¢ Finding the details of intentional changes, and creating a hash set based off a signature comparison.
o For instance it can find all the files the an application's installer package makes to a system,
including the total file size of those changes. Once these changes are found they can then be
turned into a hash set that defines all the files related to that application.
o Determining whether two machines have any documents / photos / videos in common. (eg. due to the
sharing of files)
e Making a list of all files on a drive.

4.17.1 Create Signature

The Create Signature module is used for creating a signature file. This is used for creating a snapshot
of a system's directory structure at a particular point in time.
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. . . g Hel
[ =/ Create Signature / File Listing =P
Start Folder  Dirive-C: Config...
Scan Status
R
Statuz  |(Scanning Files Curnulative File Size 65.89 GB
Filez Scanned 10303 Directonies Scanned (236

Current File Details

Mame |uzerpng

Directory | Drive-C:Spassmarkhicones_o2%o_collechonho_caollechion_pnghblue_dark_greyh32x32

Haszh |MAh File attributes

Archive Hidden
File Size 388 Butes & O

Creation Tirme  [2015-09-01, 3:28:04
Modify Time | 2015-07-18, 2:04:43 Ercrypted[] System [_]

Compressed[ ] Fead only[]

A signature can be created using the default options by simply specifying a starting directory and
clicking the "Start" button. Advanced options for signature generation can be found by clicking the
"Config..." button to open the Create Signature Configuration Window.

After the signature has been created, the user will be prompted to save the file signature. Saving should
only take a couple of seconds, even for very large signatures.

The signature creation process can be canceled at any time by clicking the Stop button.

4.17.1.1 Create Signature Configuration

The Signature File Creation Configuration windows allows for more advanced configuration of the
signature creation process. This window can be accessed by clicking on the "Config..." button in the
main Create Signature window.
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Create Signature / File Listing Configuration >

] Create Signature / File Listing Configuration Help

COutput Tepe: | Signature e

Drirectary list mangement

Directory | Drive-C:NWindows W

Action | Exclude all files in this directony w

Add ta list Remove from izt
Dhirectary Action
Dirive-C:WwWindows Exclude
Dirive-C: Include
Other settings
Hashes |SHA-T we | [Hashing will glaw down the zcanning process significantly]
lgnare Reparze Paints lanare “Windaws Temp Folders
Include Files Inzide Zipz [ Include Emails fram b ail srchives [

Inizlude Email &ttachments

Directory List

Directories to be included/excluded from the signature can be configured here. When a signature is
being created, each include directory shall be recursively scanned and included in the signature file.
Excluded directories will be skipped during the recursion. Note that if an include directory in the list
contains another include directory in the list, the common files will be included twice in the signature file.

You can include paths from the registry, the directory selection drop list has the registry root keys that
can be added. Registry sub paths can be included/excluded the same as file system paths.

Other Settings

Calculate SHA1 Hashes

Check this box to calculate an SHA1 hash for every file in the signature. This will add a second step to
the signature creation process that takes a significantly larger amount of time than a simple scan as
every file in the signature needs to be read in its entirety off the hard drive. This option is disabled by
default.
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When creating a signature of registry paths this will hash the data stored in the registry values. Hashing
of the registry has a far smaller performance penalty than the file system as there is a lot less data.

Ignore Reparse Points

Check this box to ignore reparse points. Reparse points exist on NTFS drives and appear as normal
folders. However, they act as links between different parts of the file system. Windows creates a
number of these reparse points in its initial install. This option is enabled by default. It is recommended
that this option is checked. Otherwise the scan process may end up including the same file multiple
times.

Ignore Windows Temp Folders
Ignores a hard coded list of the following known Windows temporary folders. This option is enabled by
default.

"\AppDatal\Local\Microsoft\Windows\Temporary Internet Files"
"\AppData\Local\Temp"
"\AppData\Roaming\Microsoft\Windows\Cookies™"

"\Users\All Users\Microsoft\Search\Data\Temp"

"\Users\All Users\Microsoft\Search\Data\Applications\Windows\Projects
\SystemIndex\Indexer"
"\ProgramData\Microsoft\Search\Data\Applications\Windows\Projects
\SystemIndex\Indexer"

"\ProgramData\Microsoft\Search\Data\Temp"

"\Windows\Temp"

"\Windows\Prefetch"

"\Windows\System32\WDI"

"\Windows\System32\LogFiles"

"\Windows\System32\spool"

"\Windows\System32\config"

"\Windows\System32\winevt\Logs"

Include Files inside Zips / Include Emails from Mail Archives

Selecting these options will have the signature creation function examine the contents of zip files or
email archives. In the case of emails extra meta data (ie. to and from addresses) will be stored.
Attachments of emails will also be added as separate entries Note that these options are recursive, if
there is a zip file inside a zip file or an email archive within an email they will also be examined. If both
options are selecting zips attached to emails will be examined as well as email archives inside zips.
There is no fixed limit as to how deep the recursion will go.

4.17.2 Compare Signature

The Compare Signature module is used for comparing two previously created signatures, in order to
identify differences in the directory structure between two points in time. Differences include new files,
modified files and deleted files.
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- . Hel
i-(i Compare Signature =P
Old Signature |I::\Users\Keith\Desktop\drive_e_standard_mnde.EISFsig w | . nfo..
Wew Sigrature |C:\USers\Keith'\Desktl:up\drive_e_fnlensic_mnde.EISFsid V| . nfa..
|grore device name Canfig... Hazhszet... Esport... Compare
Mame Difference Create td odify Size Attributes Hazh ~
WEMFT R FAAS2015,1:2917 P 743172015, 1:29:17 PM 9.25 MB HS
WEMFT Mire Mew FAANS2018,1:2917 P 73172005, 1:29:17 PM 4.00 KB HS
WESecune e TAAS2018, 12917 PM 743172005, 1:29.17 PM 8.05 KB HS
\$UpCaze Mew TA3,2015,1:2917 P 743142015, 1:29:17 PM 1280KB HS
W olume Mew TAA/2015,1:2917 P 743172015, 1:29:17 PM 0 Bytes HS
W$E stend\$0bild R FAAS2015,1:2918 P 743172015, 1:29:18 PM 815KB Ha&S5
WHE stend\$uata Mew FAAS2018,1:2918 P 743172005, 1:29:18 PM 208 Bytes Ha&5
W$E stend\$Reparse e TAAS2015, 12918 P 74312005, 1:29.18 PM 43 Bytes H&5
WEE stend\$Usnml Mew TA31/2015,1:2919 P 743142015, 1:29:19 PM 0 Bytes HAS
WEEtend $Rmbetadat.. Mew TAA/2015,1:2918 P 743172015, 1:29:18 PM 0 Bytes H&5
WEEstend $Rmbetadat.. Mew FAAS2015,1:2918 P 743172015, 1:29:18 PM 0 Bytes Ha&S5
WEstend $RmMetadat.. Mew FAAS2015,1:2918 P 10/3/2006, 11:07.38 4 B4.00 KB &
WEEstend $RmMetadat.. Mew FAAS2015,1:2918 P 10/3/2006, 11:07.38 4 10,00 MB & v
L4 >
Show: | Al differences ~

Total Mew: Total Deleted:
New Size: [108.0ME Deleted Size:

Total Modified:

Modified Size:

Total Identical: | 5436
|dentical Size: [440.2 GB

Total Differences: |22

Total Size Change: [108.0 MB

i
i
i

Old / New Signature
The file path of the signature files to compare. The chronologically older of the two signatures should be
the "Old Signature" so that the terminology of the differences are correct.

Info
Open the Signature Info window which displays the details of the corresponding signature file.

Ignore device name
Check this option to compare the signature files without considering the differences in device name (eg.
'C:" 'D:" 'winxp:") in the file paths.

Config...
Open a configuration dialog which allows the user to adjust the signature comparison settings.

Hashset
Click this button to create a Hash Set using the list of differences from the comparison.

Export
Click this button to save the results of the signature comparison to a CSV file.

Compare
Click this button to perform the comparison between the signature files.
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4.17.2.1 Signature Info

The Signature Info Window shows the details about the signature file. This window can be accessed by
clicking on the "Info" button on a signature file in the main Compare Signature window.

Signature File Info

d Signature File Info b

File D:AExample. O5Fsig
Creation Date 1470342012, 14:59

SHAT DI6AS3IN 21BFES1CFOSYDED545F433E DD 53CA0 36

Directanes included in zignature

Drirechary Actian
D:ATestingsSigT est [nziude
Hashes SHA- Tatal Files 7033

Ignore Reparse Points Tatal File Size  a7.74 ME

[gnore Windows Temp Folders

Inzlude Filez Inzide Zips

EEEE

Inzlude Emailz from kail Archives

File
The file path of the signature file.

Creation Date
The date and time of when the signature file was created.

SHA1

The internal SHA1 hash of the signature. Note that due to the fact that the SHA1 hash is stored within
the signature itself, running the hash function over the signature file will not generate the same hash.
The hash is however recalculated and checked upon loading the signature and an error will appear if the
signature has been modified.

Directories included in signature
The list of directories included/excluded in the creation of the signature file.

Hashes
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This field will specify what type, if any, hashes were calculated for the entries in this signature.

Total Files
Total number of entries in this signature.

Total File Size
Cumulative size of all entries in this signature.

Ignore Reparse Points
If checked, reparse points were ignored in the creation of the signature file.

Ignore Windows Temp Folders
If checked, known Windows temporary folders were ignored in the creation of the signature file.

Include Files Inside Zips
Whether or not the signature creation process included files inside zip files.

Total Emails from Mail Archives
Whether or not the signature creation process included emails and attachments from inside mail
archives.

4.17.3 Signature Technical Details

The following is a list of notes about how signatures and file listings handle certain special cases.

Email Date/Times
In the case of emails the Create Date is the Sent Date and the Modify Date is the Receive Date.

Single Email Containers

Files that only contain a single email (ie. eml, msg) still get two entries in the signature. One for the file
itself, and one for the email. This is due to the fact that some shared data can be different. There is
date/times for both the file itself and when the message was sent and received. Also the file size and
hash will differ, see below.

File Sizes of Emails
The email file size is calculated as;

Message header + Message HTML content + Message plain text content + message RTF content +
size of any attachments (where supported).

All fields except RTF are treated as double byte unicode for size purposes. RTF is left in its original
single byte formatting.

The total size of all emails in a container will differ from the size of the file, in some cases total will be
bigger. This is an artifact of the message HTML and plain text content always being treated as double
byte, whereas internally it may have been stored as UTF-8 or some other compressed format.

Email Attachment Limitations

MBOX Attachments are limited to 50MB. If an attachment is large than this it is not included in the
signature/file listing nor counted as part of the message hash / file size.

DBX attachments are not supported in any way.

Email Hashes
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When generating hashes there are two separate hashes generated for emails. The first, which exists in
the same field as normal hashes, is a hash of the content that makes up the message file size as
described above in the email file size above.

The second hash is a hash of just the message content. The has is calculated on one of the three
possible content fields. If more than one content type exists they are chosen in the following order of
priority.

Plain text has the highest priority, it is treated as double byte unicode and all spaces, newlines, tabs
and carriage returns are removed before hashing.

HTML has the second highest priority, it is treated as double byte hashed without modification.

RTF is the lowest priority, it is hashed as a single byte character string.

Large Zip Files
Zip archives greater than 4GB are not supported. Only the top level zip will be added to the signature,
not any of the files within the zip.

Drive Preparation

This module provides two different features. Firstly it can test a drive for reliability, potentially identifying
any faulty drives before they are put into active use in an investigation. Secondly it can set all bytes of a
drive to a specified byte pattern (and verify the byte pattern has been written to the entire drive),
making sure there is no chance of data contamination between investigations.

< Drive Preparation e

WARNING: Testing and writing a data pattern will delete data from the target drive.

Thiz test can be uzed to check the reliability of any storage drives, az wel az write and werify a pattern ta all bytes an the
drive. Mate that in arder to test or zero the drive all data and formatting on the drive will be ovemarnitten. Additionally
O5Forensice must be run with adminigtrator piviledges in order to accomplish thiz.

Phsical drive Frogress  Status
[0: Fined 476.94 GB [C: MTFS] 0% Sysztem Drive - cannat be tested
1: Fixed 465.76 GE [F: NTFS] (4 Idle
2 Fived 465.76 GB [E: NTF5] 0z Idle
3 Remowvable 1.90 GB [M: FAT] % [dle
3: Fixed hot pluggable 23283 GB [K: MTF5] 0% [dle
Dirive test optionz Wiite a data pattern to the entire drive
Wy quick drive test D Data pattern (0..255]
Start drive best Wirite pattern Werify pattern
Refresh drive list Open Digk Mar. Stop
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Drive List
The Drive list shows 3 columns:

¢ Drive: Shows the disk volume and/or physical drive number. May also show the volume name, type of
disk, size and file system type.

e Progress: Progress of the test, zeroing or verification as a percentage.

o Status: A brief summary of the current activity or the resuilt.

Multiple disks (up to 100 disks) can be acted on at once by selecting the multiple rows in the drive list.
An action may be stopped at any time with the “Stop” button.

If additional drives have been added to the system since OSForensics has been started, you can
refresh the list of drives that can be tested with the “Refresh drive list” button.

Drive test options

Very quick drive test: When selected, the testing is kept to about 3 minutes. Otherwise , the random
samples stage of the test will continue until about 10% of the disk is tested.

The "Start drive test " button starts the drive testing. This test does not test the entire drive, as in most
cases this would take very many hours. Rather, to provide the fastest possible test, while providing the
greatest test coverage of the drive, the test writes and reads test data to the drive directly and not via
the File System e.g. NTFS. The test will test the start of the drive, the end of the drive and random
samples in between. As such, the drive test WILL DELETE the file system information (e.g. NTFS) and
data on the drive. Administrator privileges are required for this test.

The drives that can be tested are shown in the physical drive list. The only drives allowed to be tested
are fixed and removable drives. The system drive (ie. "C:") cannot be tested.

Write a data pattern to the entire drive

This action makes sets every byte on the hard drive to the specified value (default zero). Effectively
blanking out a disk and removing any possibility of data cross-contamination when using the drive in a
new investigation. After the write pattern process is complete the "Verify pattern" action can ensure the
process was successful by reading back all data from the disk and checking each byte value is the
specified byte value,

As this function acts on the entirety of a drive it may take some time, depending on the size of the drive.

Open Disk Manager

After the drive is tested or a data pattern written and verified, the drive will need to be formatted. The
Open disk manager option opens Windows disk manager to allow the drive(s) to be partitioned and
formatted as required.

Stop

Stops a drive test, writing a data pattern or verifying a data pattern.
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4.19.1

Forensic Imaging

The disk imaging functionality allows the investigator to create and restore disk image files, which are
bit-by-bit copies of a partition, physical disk or volume. Disk imaging is essential in securing an exact
copy of a storage device, so it can be used for forensics analysis without risking the integrity of the
original data. Conversely, an image file can be restored back to a disk on the system.

A forensics investigator may need to deal with physical disks that are part of a RAID configuration.
Without having access to the RAID controller needed to recreate the RAID array, it may be difficult to
reconstruct the logical disk for forensics analysis. Given a set of disk images, OSForensics can rebuild
the logical image based on the specified RAID parameters. RAID parameters from software RAID
created under Linux and Windows can be automatically detected.

A hard disk may also contain hidden areas that are normally inaccessible to users, namely Host
Protected Area (HPA) and Device Configuration Overlay (DCO). The disk imaging module can detect
for the presence of an HPA and/or DCO, and optionally create images of these hidden areas.

Create Image
Module that performs imaging on any disk attached to the system

Restore Image
Module that restores images to any disk attached to the system

Hidden Areas - HPA/DCO

Module that detects for the presence of HPA and DCO hidden areas on a disk. If present, these areas
can be imaged or removed.

RAID Rebuild

Module that can rebuild a RAID array from a set of disk images and specified RAID parameters.

Create Logical Image
Module that creates a logical image that includes only the files/directories specified by the user.

Create Image

OSForensics allows the user to take exact copies of partitions, disks and volumes of an active system,
or any device added to the case. This is particularly useful for live acquisitions while running
OSForensics from USB. However, if you want to make a copy of a drive from a non live system, see
OSFClone.

Creating a disk image makes use of the Volume Shadow Copy service built in to Windows. This allows
OSForensics to make copies of drives that are in use without resulting in data corruption from reading
files that are currently being written to. This is especially important for imaging system drives which
Windows is constantly modifying. Once a shadow copy has started, a snapshot state of the drive is
frozen at that point in time, so even if important evidence is being removed by another process in the
background it will still appear in the resulting image file.

If the shadow copy service is not available, OSForensics tries to lock the drive to prevent any other
programs from writing to it. If this is not possible, a warning will appear. Drives copied without a
shadow volume or a lock are prone to creating corrupt images on completion.

Once the drive image has been created it can later be analyzed by adding it to the case or mounting it
with OSFMount.
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o = = Help
r;_gg Drive Imaging

Create Image  Festore Image  Hidden &reas - HPA/DCO  RAID Rebuild

Source Disk: W APhysicallirnivel: Partition 2, C: [453.57GE MTFS/H

Target Image File:  |E:MOSF disk imagesiPazsmarkDrivel. a0l |

EnCase B Image

Compreszion Level: Fast =
D ezcription: |W’|:urkstati|:|n PC |
Location/Place: | Sydney. Australia |

Yerify Image File After Completion
Dizable Shadow Copy
Attach Image Metadata File to Caze on Completion

Statusz
Copy Method:
Data Read: Dizk Size:
Speed: [Irreadable Data:
Create Image
Source Disk

The partition, disk, volume or device to create an image of. Note that only partitions with drive letters
can be shadow copied.

Image File

The location to save the image file to. An .info file with the same name will also be created at this
location. After specifying the image file path to save to, the image file format shall be displayed below
depending on the file extension used.

Compression Level
If the image file format supports compression, one of the following level of compression of the image
file can be specified: None, Fast, or Best.

Description
A simple description of the image that will be stored in the accompanying .info file.

Location / Place
A description of where the disk was obtained. This will be stored in the info file.

Verify Image File After Completion
Check this to verify the image file hash against the source disk hash. This can take as long as the initial
imaging, thereby doubling the time for the entire process.
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4.19.2

Disable Shadow Copy
The imaging process will not attempt to use the windows Volume Shadow Service to perform the copy.

Attach Image Metadata File to Case on Completion
Upon imaging process completion, prompt the user to attach the image validation file (.info.txt) to case.

Status
The current status of the imaging process. Also shows a duration where available. Note that the
duration is only for that particular step or the process.

Copy Method
The method being used to create the disk image (either a shadow copy or a direct sector copy). Also
whether OSF managed to lock the volume or not.

Unreadable Data
If a sector was unreadable, it will fill that sector with 0's and continue on. This field lets you know how
much data was unreadable, due to restricted access or a damaged disk.

Restore Image

Restoring an image to a disk returns the disk contents back to a previous state, allowing an investigator
to observe the changes that occur on the disk while being attached to the live system. This may be
useful if an investigator wishes to boot an image of a system disk on a live machine in order view the
state of system from the user's perspective.

OSForensics can only restore an image file if a lock to the disk is obtained. This is to prevent any other
programs from writing to the disk while the restoration is in progress. For OSForensics to successfully
obtain a lock, no programs can be accessing the disk at the time (eg. files on the disk being opened).
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l::':# Drive Imaging N

Create Image | Festore Image

Source Image File:  C:hpassmarkhimages winsp_vrware. afd

Advanced Forenzics Format - Split [AFD] Image

Target Disk: I'x'x.'xF'h_l,lsicaIDriveD: Fartition 2, C: [453.57GB NTFS/H v]

Wty Digk After Completion

Statuz:

Copy Method:

Data Read: Digk Size:

Speed:

Restore Image

Source Image File
The image file containing the disk contents to restore the disk to.

Target Disk
The disk to write the contents of the image file to.

Verify Disk After Completion
Check this to verify the target disk hash with the source image file hash. This can take as long as the
restoring process, thereby doubling the time for the entire process.

Status
The current status of the restoring process. Also shows a duration where available. Note that the
duration is only for that particular step or the process.

Copy Method
The method being used to restore the disk image. This will always be 'Direct Sector Copy'.

4.19.3 Hidden Areas - HPA/DCO

The Host Protected Area (HPA) and Device Configuration Overlay (DCO) are features for hiding
sectors of a hard disk from being accessible to the end user.

A typical usage for an HPA is to store boot sector code or diagnostic utilities of the manufacturer.
However, the HPA can also be used for malicious intent including hiding illegal data, which may be of
interest to forensics investigators.
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The DCO feature was proposed to allow system vendors to purchase hard disks of different sizes, but
setting the hard disk capacity of each disk to the same size. Again, the hidden sectors can be used for

hiding data of forensic interest.

Note: If the HPA and/or DCO is removed, you will need to detach/re-attach the hard disk before the
system is able to access the previously hidden sectors. le. You will be unable to view the previously
hidden sectors in the Raw Disk Viewer until you detach/re-attach the hard disk. However, you can still
view the contents of the hidden areas without detaching your hard disk by imaging the HPA and/or

DCO fo a file, and opening the image file in the internal viewer.

[;_:g Drive Imaging

| Create Image I Restare Image| Hidden Areas - HRADLCD |

Help

Disk: |\ \PhysicalDiive [465.76 GB] 5T 350041345}
Maw User LBA: Max M ative LBA: Maw Dizk LEA:
976773167 976773167
HP#, Size: 0 Bytes | RemoveHP4 || ImageHPA.. |
DCO Siee: N/ | RemoveDCO | | ImageDCO.. |

baw Uzer LBA zucceszsfully retrieved
bl aw Mative LBA succezsfully retrieved
Could nat retrieve Max Dizk LBA - DCO Locked

Detect HRAADCO

Max User LBA

The maximum addressable sector by the user. This determines the capacity reported by the disk to the

system.

Max Native LBA
The maximum addressable sector allowed by the disk.

Max Disk LBA
The maximum addressable sector of the physical disk.

HPA Size

The size of the area between the Max User LBA and Max Native LBA
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Remove HPA
If present, the HPA on the specified disk is removed. The sectors that were previously hidden in the
HPA are now accessible.

Image HPA
If present, an image of the HPA is created and saved to disk. The HPA is restored back to its original
state after imaging.

DCO Size
The size of the area between the Max Native LBA and Max Disk LBA

Remove DCO
If present, the DCO on the specified disk is removed. The sectors that were previously hidden in the
DCO are now accessible.

Image DCO
If present, an image of the DCO is created and saved to disk. The DCO is restored back to its original
state after imaging.

Note: DCO can only be removed if no HPA exists on the disk. le. The HPA needs to be removed first
before the DCO can be removed and/or imaged.

Depending on the hard disk, the HPA/DCO areas may be locked and therefore cannot be removed or
imaged. This is indicated by "N/A" for the size of the area.

Accessing the HPA/DCO

Once a hidden area has been detected use the "Image" button that corresponds to the particular hidden
area, this will allow you the save the contents of the area as an image file, in the example shown below
clicking the "Image HPA..." button will allows us to save the contents of the detected HPA.

r._‘:@ Drive Imaging

Create Image | Restore Image | Hidden Areas - HPA/DCD | RAID Fiebuild

Drizk: Y OAPhysicalDrivel [B38.63 GB] {5T375033045) W
baw zer LBA: b aw M ative LBA: M aw Digk. LB,
1465147054 1465143167 1465143167

HP2 Size: 1.03 MB Remove HPA Image HFA,..

OCO Size: 0 Bytes Remaove DCO Image DCO...

baw zer LBA succeszsfully retneved
bl M ative LBA successfully retrieved
b ax Disk LBA successfully retrieved

Detect HRA/DCO

Now that an image of the HPA has been created you can view it using the File System Browser and
Internal Viewer. Navigate to the location where the HP image was saved, right click on the image file
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and choose the "View with Internal Viewer" options. Now you will able to see the HEX contents of the
area and use the other internal viewer functions like "Extract Strings" as shown in the example below.

File Viewer | Hex/String Viewer | Text Viewer | File Info | Metadata
Settings
Enter filter text Enter Hex/ASCII search pattern | @] (M) @ Hex () asci
legacy devices activity A A
Serial 0B01750AS0EEZESS 0000SB4508538078 . .u.P..5...I
RQ7-0 0E02751350E84F38 O00O0FFT7S08EEACEE ..u.P.05.. .1
RQ158 0000EB4508535950 7E0803750A50E848 .. . E.¥¥.x. 1
2000002B45085950 7E0804750A50E63E Z.¥.x. .1
Software initiated 4400008B45085980 TE0805750R50E821 D._ .E.¥.x. 1
Software through 4500002B45085980 780806750A50E8CE E.. .E.¥.x. .1
CIMRD790.B2 ZEOOD0OSEB45085980 780807750AS0E8BE ... .E.¥.x. .1
CIMSBT700.B2 ZE00002B45085950 7E0808751350E8FE ... . E.¥.x. .1
UI750.5IN 430000FF7508E8E9 4400002B45085559 C. .. .D..
GETEC 140.5IN 20750803750750E8 34460000595DC3EE . (4F.
TR C44300008B00C3EE BC430000884004C3 .Co. ... .. cC.
o bll PRSI SSEBECS1EB450853 SE0FBET04DSTCLES U. .Q.E.SV. f
B 18BFAZ00000081ES FEFFLTFEELCE0000 - oonoen...
Track-Mapping  Status 10008BCECIES1383 E11F33DBE3FS0COF - ... ...... 3
Device 575F00000033C040 D3E085450CT46780 .. ... 3.@...I
Array defined... 450AS08BCEODZA01 00006ROLSOEBTCI0 E_P...%.__j
errar 000083C40CFE450R 0Z744BED45FCE08E .. ... E. .tK
Press <Ctrl-F> enter Option Utiity... DES1CEE0D0000057 S3ES673200008B45 . ... ... WS.g:
0123456 789RAID READY FCEBCES3E17081CS 0010000083E080C1 . . .. P
E3040BCEED4SFCS0 SA0057S5S8940DFCES .. _E_Bj_H:
- £73200006R00&8888 130000E8F62F0000 g2 5. h. ..
Critical 330B83C424438BCE 250000FSFFOS0000 3. . 5C. & _
Functional 020033CEZ50000F8 O0023F0SBCECLIESLS . 3 % .. 3.
Rebuilding 23E11FR3F30C0FEE S9FFFFFFREDROFEE .. ... ... i
Initializing 43FFFFFFSFSE33C0 SECSC3ER0Z33C053 B. .. ~3_[
Migrating SB5424048R1411582 542408750733D242 _T$._ .. T v
Synchronizing vt >
Filter: |Mone v
HPAImage.img (3 of 4)

4.19.4 RAID Rebuild

RAID configurations are becoming more commonly found in consumer machines, not just in server
machines. As such, being able to properly image systems with RAID configurations for forensics
analysis is critical and sometimes challenging. This is due to the fact that having access to the
controllers that manages the RAID array may not be possible. The forensics investigator may only have
access to a set of disk images without knowing which RAID controller was used, and the RAID
parameters used in the configuration.

OSForensics can rebuild a logical disk image from a set of physical disk images from a RAID array,
given a set of RAID parameters. Depending on the controller used (software or hardware), some of the
RAID parameters can be automatically detected. See Supported RAID Metadata Formats for a list of
metadata formats that can be automatically detected.
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[,:f;# Drive Imaging

RaAID Image Files:

Help
| Create Image | Fiestore Image I Hidden freas - HRA/DCO | RAID Rebuild
Path Format Offzet Size * Add...
C:pazsmarkh400 - Linue So... VMW are Image 32256 106(= Remave
C:hpazsrmark 400 - Linug So.. Yhware Image 32256 106 .
C:\pazemarkhd00 - Linux So... YMWare Image 32256 106 _
o e e . s m
Configur ation: RalD 5 [Backward Dynarmic Parniky] [Abd]]
 apping: 01.2p45p 38067 091011
Stripe Size: 16334 Check parity/redundancy

Target Image File:

C:hpaszmark 400 - Linus Software BAID Rebuld RAID Chraidc. aff

Advanced Forenzsics Format [4FF] Image

Compreszsion Level: Fast
Status: Copring (39 Seconds Remaining)
D ata Wwrither; 400.0 MEB Disk Size: 2.99GE
Speed: G730 MBS Unreadable Data: Mone
Cancel

RAID Image Files

List of source image files from disks to rebuild from, in the listed order.

Add...

Adds an image file to the list

Remove

Removes the selected image file(s) from the list

Edit...

Modify the offset and size of the selected image file

Info...

Displays any metadata information associated with the image file.

Configuration

Describes how the disks are arranged to achieve a particular level of redundancy and performance

RAID 0
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Arranges the disks to provide increased performance and capacity. Blocks of data are striped
consecutively on consecutive disks

RAID 1

Arranges the disks to provide increased reliability. Blocks of data are copied on the same
physical block of all disks, resulting in all disks being mirror images of each other. Disk images
configured in RAID 1 do not need to be reassembled (as all disks contain all blocks from the
original image), but can be checked for integrity.

RAID 0+1

A nested RAID that combines RAID 0 and RAID 1, providing redundancy and performance.
Two or more disks are arranged in RAID 0, which are then mirrored onto another set of disks.
This creates a mirror of stripes.

RAID 1+0
Like RAID 0+1, RAID 1+0 is a hybrid of RAID 0 and RAID 1 configurations. In this case, a set
of RAID 1 mirrors are arranged into RAID 0 configuration, creating a stripe of mirrors.

RAID 3

Arranges the disk to provide a balance between performance, capacity and reliability.
Consecutive bytes are striped onto consecutive disks, with the last disk being used exclusively
for parity bytes. As such, the last disk is not directly used in rebuilding the logical image but for
verifying the integrity of the data.

RAID 4

Like RAID 3, this configuration provides a balance between performance, capacity and
reliability. In this case, blocks of data (rather than single bytes) are striped consecutively on
consecutive disks, with the last disk being used exclusively for parity blocks. Again, the last disk
is not directly used in rebuilding the logical image but for verifying the integrity of the data.

RAID 5

Similar to RAID 4, the disk is arranged to provide a balance between performance, capacity
and reliability. However, instead of having a disk exclusively for parity blocks, the parity blocks
are distributed amongst all disks. This reduces the risk of losing data when a single disk fails.

Forward Parity (a.k.a. right asymmetric)
The parity block is rotated from the first disk to the last disk. For each stripe, the
ordering of the data blocks start at the first disk, from left to right.

Forward Dynamic Parity (a.k.a. right symmetric)
The parity block is rotated from the first disk to the last disk. For each stripe, the
ordering of the data blocks start at the parity block, from left to right.

Backward Parity (a.k.a. left asymmetric)
The parity block is rotated from the last disk to the first disk. For each stripe, the
ordering of the data blocks start at the first disk, from left to right.

Backward Dynamic Parity (a.k.a. left symmetric)
The parity block is rotated from the last disk to the first disk. For each stripe, the
ordering of the data blocks start at the parity block, from left to right.

Backward Delayed Parity
Similar to Backward Parity, the parity block is rotated from the last disk to the first
disk. However, instead of the parity block rotating to the next disk on the next stripe, it
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is written on the same disk for a set number of stripes (called the delay). If the delay is
1, then this will be the same as Backward Parity.

Spanned
This configuration is not a RAID level but is a simple concatenation of two or more disks to
provide increased capacity.

Mapping

Provides the mapping pattern between a a physical disk/stripe pair to a logical block number,
depending on the selected configuration. For example, the mapping for a RAID 5 (Backward dynamic)
configuration is as follows:

Disk 1 Disk 2 Disk 3
0 0 1 P
1 3 P 2
2 P 4 5

The numbers represent the logical block number and 'P' represents a parity block. Each row represents
a stripe. The mapping pattern would be the following 1-D array:

0,1,P, 3P, 2P, 4,5

Stripe Size

The size of the smallest unit of contiguous data addressable in a RAID array. In order to rebuild the
logical image, the stripe size along with the disk ordering specified by the RAID configuration
determines how the source disk images are striped to form the logical image.

Check parity/redundancy
If checked, the parity blocks (if present) are checked to verify the integrity of the RAID array

Target Image File
The location to save the rebuilt RAID image file to. After specifying the image file path to save to, the
image file format shall be displayed below depending on the file extension used.

Compression Level
If the image file format supports compression, one of the following level of compression of the image
file can be specified: None, Fast, or Best.

Status
The current status of the rebuilding process. Also shows a duration where available. Note that the
duration is only for that particular step or the process.

Unreadable Data
If a sector was unreadable, it will fill that sector with O's and continue on. This field lets you know how
much data was unreadable, due to restricted access or a damaged disk.

Supported RAID Metadata Formats

Typically when a RAID array is managed by a RAID controller, metadata describing the specific RAID
parameters (eg. stripe size, RAID level, etc.) is written to the beginning or end of each member disk.
This allows the controller to properly assemble the RAID array each time on power-up. However, the
format of the metadata is different depending on the manufacturer of the RAID controller. The following
table summarizes the metadata format that can be automatically detected by OSForensics when
rebuilding a RAID array:
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Metadata Format Tested
Intel Matrix RAID Yes
Linux mdadm RAID Yes
SNIA DDFv1 Yes
Highpoint v2 RocketRAID No
Highpoint v3 RocketRAID No
Adaptec HostRAID No
Integrated Technology Express RAID No
JMIcron RAID No
LSILogic V2 MegaRAID No
LSILogic V3 MegaRAID No
nVidia MediaShield No
Promise FastTrak No
Silicon Image Medley RAID No
Silicon Integrated Systems RAID No
VIA Tech V-RAID No

4.19.5 Create Logical Image

Creating a logical image allows the investigator to copy files/directories from one or more source
devices to a destination folder or image file, preserving as much file system metadata (eg. date/times,
attributes) as possible. This is useful for cases where making a complete drive image of the evidence
device is not preferable (eg. due to disk size). Note that while the directory structure, file contents, and
some metadata are preserved, some data may be lost from the operation such as slack space,
fragmentation, unallocated space, deleted files, etc.

When specifying a destination target, the investigation can either specify a folder or an image file
(Windows 7 or later) to copy the directory contents to. If the 'Image File' option is selected, a Virtual
Hard Disk (VHD) image file is generated which shall contain the directory and contents. Before the copy
operation takes place, a VHD image file is created, attached, and mounted to the system to a drive
letter as an NTFS volume. Once the operation is complete, the virtual disk is detached from the system
upon which the image file can be added to the case or re-mounted using Disk Management in Windows.

While the operation is running, a log is generated which contains the files/directories that were copied,
general status messages and any error messages. The most common reason for failure is that they are
locked by another process or the current user does not have permissions to access them. The log can
be exported to a text file and/or added to the case as an attachment.
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e - - Hel
;.;;_# Forensic Imaging =P

Create Digk Image  Festore Image to Disk  Disk Hidden Areas - HPA/DCO  Febuild BalD Disk  Create Logical Image

Sourze Paths: Drive-CA\WinDDE. Add

filein_fat3z:\DELL
Remove

Destination T arget: D:himagezhartifacts. vhd

(®) Create Logical Image () Copy to Folder

Attach Log to Caze on Completion

Current Path: | Drive-C:hwinDDEMNEOD 16385, 1 MibhwnethiabAhmazwszock. ib

Time Remaining: 46 Seconds Speed; |11.87 MBhs Filzs copied; |43328

Log:
Copying file "Drive-C:\WwWinDDENEOD. 163851 Wik wnethiabdhmzdmo. k" [Size: 4938, Attibubes: 071000020, Creation Drate »
Copying file "Drive-C:\wWinDDEATEOD 16385, 1 Mibvwwnethiab4 bz ib" [Size: 78118, Attibutes: 01000020, Creation Date: &
Copying file "Drive-C:SwinDDEATEO0 163851 Mibwnethiabd brnzimg 32 b [Size: 2200, Attibutes: 01000020, Creation D&
Copying file "Drive-CMWinDDKATED0. 16335, 1 ibhwnethiabd smepbaze. ib" [Size: 5071374, Attnbutes: 07000020, Creation
Copying file "Drive-C:\winDDEAEOD 16385, 1M ibvwwhethiabd vnzporte ib" [Size: 4544, Attributes: 01000020, Creation D at
Copying file "Drive-C:\wWinDDEATEOD 163851 b vwnet iabd rnstazk Ib" [Size: BE036, Attributes: 01000020, Creation Da
Copying file "Drive-C:AWwWinDDEATEOD. 16385, 1M ibvwnethiabd g1 _QLIB" [Size: BET4, Attnbutes: 01000020, Creation D al
Copying file "Drive-C:\WwinDDEATEOD. 16385, 1 Mibhwnethiabdhmzvert_win2003.0b)" [Size: 85980, Attributes: 01000020, C =

< >

Ewport Log o file... Clear Log

The following table summarizes the metadata that is preserved when performign a forensics copy

Preser
ved

Creation Date 4

Last Accessed Vv
Date

Last Modified v
Date

Last Attribute x
Modified Date

File Attributes v
Short (8.3) file ~ v'*

names
Streams v'*
Owners / v'*
Groups
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Permissions v*
(ACL)
File x
fragmentation
Slack space
Deleted files/ x
directories
* Only if supported by the source/destination file system
4.20 Registry Viewer

OSForensics includes a built in registry viewer to display the contents of registry hive files and has
options to copy value names, data and to export registry keys and their sub keys to a text file.

ﬂ OSForensics Registry Viewer — O Y

File Search
=i~ e
Filename: Drive-C:\Windows\System32\Config\SOFTWARE

Current Key: Microsoft\Windows'\CurrentVersion\Setup\WindowsFeatures\WindowsMediaVersion
kKey Edit Time: 1/27/2018, 6:33 PM

Help

RunOnce | Mame Type Data

Search
REG_SZ 12.0,10586.0

- SelectiveRemoteiWipe
G- SettingSync REG_BINARY 0000 OC 00 00 40 1B 27

= Setup
[ CleanupTask
..... DPI
----- ImageServidngData
3 OC Manager
..... OOBE
[ PnplLockdownFiles
[ PnpResources
..... StatE
Sysprep
SysPrepExternal
= WindowsFeatures
- WindowsMediaVersion
SharedDlLLs
[~  Shell Extensions W

£ >
OSForensics Registry Viewer

Right clicking on an item in the list view will allow you to copy the value's location (full key name and the

value name), value data and to add the item to a save as a HTML os CSV formatted document.

=--[F]

Opening a Registry File

Clicking the "Registry Viewer" icon on the Start tab of OSForensics will open a dialog that will allow you
to pick a registry file to open. When a drive is selected, the known locations of registry files as well as
the root directory are scanned. Any registry files found will be displayed. If you have a collection of
registry files in another location you can use the "Browse" button to navigate to their location and open
them.
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i .
Y Select registry hive file to open Iﬂ
Select Crive Registry files found on selected drive
[H;\ v] H:\NTUSER.DAT
H:\SAM
i GorTwAR
TOWSE... H:\SOFTWARE
H:\SYSTEM
Clpen ] [ Cancel
L

Selecting a file to open
Usage
Right-click Menu

Right-clicking a registry key brings up the following menu:

- namniam s
~  Show binary data in Hex

Show binary data in ASCII
Show binary data in Unicode

Add to Case
Copy Value Location
Copy Data

Show binary data in Hex
Display all registry data of type REG_BINARY in hex format

Show binary data in ASCII
Display all registry data of type REG_BINARY in ASCII format

Show binary data in Unicode
Display all registry data of type REG_BINARY in Unicode format

Add to Case
Save all values of the current key as a CSV/HTML list and add to the case

Copy Value Location
Copy the selected registry value location to clipboard

Copy Data
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Copy the selected registry value data to clipboard

Search

To search for a string pattern in the registry, open the 'Search' menu and select 'Find...". In the dialog
(as shown below), you can specify a search term, whether keys, values and/or data are matched, and

whether the whole search string must be matched.

(A —— |

Search For:

Search:

Keys
Values
Data

[ Match whale string only

Find

Cancel

b

Once the search parameters are specified, click 'Find' to locate the next registry item that matches
these parameters. You can also repeat the previous search by selecting 'Find Next' under the 'Search’

menu

Go to Key

To jump to a particular key in the registry, open the 'Search’' menu and select 'Go to Key...". Enter the
desired key, then click 'Find' to select and highlight the key in the Registry Viewer.

ot A ==

Go to key:

oftwareWrensoft\Zoom Search Engine

Drive-C: \users'Keith\NTUSER. DAT

Find

Cancel

Exporting

To export a registry key, or entire file, open the "File" menu and select the "Export to text..." option.
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==

Export Registry File

() Entire registry file
@ Selected key

MicrosoftiWindows\CurrentVersion'Setup

Include all subkeys

Export filename

D:Templexport. td|

[ Export ][ Cancel

Exporting a registry key

4.21 Internal Viewer

OSForensics includes a built-in stream viewer for viewing the contents of files, deleted files, memory
sections and raw sectors. The stream viewer consists of several viewing modes that aid specifically in

forensic data analysis
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Drive-C:\Program Files (xB6)\LibreOffice d\share\gallery\people\BusinessPerson-Maled.png - O X

i) Visible -

File Viewer  Hex/String Viewer Text Viewer File Info  Metadata

EzEL P HE Zoom: 89.2%

/R

Open (Default Program)

Image Type: PNG image Dimensions: 266 x 360 Open with...
Size: 414 KB Pixel Format: 32bit (ARGE) Open Containing Folder
EUSiﬂESSPEI'SDI"I'MElES.pﬂg[ Look up in Hash Set Ctrl+H
Bookmark >
- A Add File to Case Ctrl+5

H ” 0 Sawve to file...

Copy File to Clipboard
Print...

Jump to index...

File Viewer
Previews the data stream as a common file format (ie. image, video, document)

Hex/String Viewer
Views the data stream as raw bytes (in hex) and extracts any strings contained in the stream

Text Viewer
Views the data stream as text

File Info
Displays the attributes of the data stream

Metadata

Display the file format specific metadata of the file

To scroll between the items, use the left/right buttons. Optionally, you can double click the previous/next
thumbnails or press the left/right keys.
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Keyboard shortcuts

Left/Numpad 4 key - Scroll to previous item
Right/Numpad 6 key- Scroll to next item
Home key - Scroll to first item

End key - Scroll to last item

Esc key - Close the internal viewer

Ctrl-A - Add file to case

Minus key - Reduce the scale of the image
Plus key - Increase the scale of the image

Backslash/Numpad 5 key - Fit image to screen

4.21.1 File Viewer

The file viewer attempts to view the data stream as a common file format. The following file formats are
supported:

Image formats (BMP, JPG, GIF, PNG, Exif, and TIFF)

Video formats

Audio formats

Document formats (PDF, DOC, DOCX, XLS, XLSX, PPT, PPTX, RTF, WPD)

Compressed formats (7z, XZ, BZIP2, GZIP, TAR, ZIP, WIM, AR, ARJ, CAB, CHM, LZH, LZMA,
RAR, XAR and Z)

Image Formats
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CAUsers\Public\Pictures\Sample Pictures\Lighthouse,jpg RN X

S

File Viewer |Hex,{5tring Viewer I Text Viewer | File Info I Metadata

E @ I:/ Zoom: 39.2%

Image Type: JPEG image Dimensions: 1024 x 768 Date Created: 14/07/2009 4.52:31 AM
Size: 5481 KB Pixel Format: 24bit (RGB) Date Medified: 14/07/2009 4:52:25 AN

Lighthouse. jpg (& of B)

Zoom

To zoom on the image, use the buttons on the top left ‘ﬁ, ‘EI ‘;I or alternatively, the scroll

wheel on the mouse or +/- keys.

Pan
To pan the image, use the mouse to drag the image in any direction.

Video/Audio Formats
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ﬁwSIHE -

File Viewer Hex/String Viewer Text Viewer File Info  Metadata

0
BN @ :

white.mp4 {121 of 130)

< Drive-c\psygighCarMD-Lanelines-P1\white.mpd - O

00:00

E@'?@E

To play/pause the media file, press the 'Play/Pause’ button or click on the image (video only).

Seek
To seek within the media file, drag the slider bar to the desired position.

Rewind
To seek back to the beginning, press the 'Rewind' button.

Volume increase/decrease
To adjust the volume of the audio, use the 'Volume Increase’ or 'Volume Decrease' buttons.

Document Formats
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Drive-cUsers\Keith\, Downloads\[MS-PATCH]. pdf — O >
Egivisible » | Stream |(Default) ~

File Viewer Hex/String Viewer Text Viewer File Info  Metadata

[MS-PATCH]:
LZX DELTA Compression and Decompression

Intellectual Property Fights Notice for Open Specifications Documentation

Technical Documentation. Microsoft publishes Open Specifications documentation ({“this
documentation”) for protocols, file formats, data portability, computer languages, and standards
support. Additionally, overview documents cover inter-protocol relationships and mteractions.

Copyrights. This documentation is covered by Microsoft copynights. Regardless of any other
terms that are contained in the terms of use for the Microsoft website that hosts this
documentation, vou can make copies of it in order to develop iunplementations of the technologies
that are described in this documentation and can distnbute portions of it in vour implementations
that use these technologies or in vour documentation as necessary to propetly document the
implementation. You can also distrbute in your implementation, with or without modification, any
schemas, IDLs, or code samples that are included in the documentation. This permission also
applies to any documents that are referenced in the Open Specifications documentation.

Mo Trade Secrets. Microsoft does not claim any trade secret nghts in this documentation. W

Text only - images not supported

[M353-PATCH].pdf (61 of 319)

=, - =,
M ﬁ - Tf" '1 . L,

Only the text component of the document file is displayed. Formatting is not preserved.

Compressed Formats
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drive-ch\Program Files (x86)\Microsoft Visual Studio 12.00Common P IDEAVSWinExpress\ProjectTe.. —
il visible ~
File Viewer Hex/String Viewer Text Viewer File Info  Metadata
[\

Mame Type Date modified Date created £
| | _templateicon.ico lcon 2014-07-23, £:34:52.0000000

|| AlignmentGrid.png PMG File 2014-07-23, £:34:52.0000000

|| Applicationlcon.png PMG File 2014-07-23, 6:34:52.0000000

| | BasicTimer.h C/C++ Header  2014-07-23, £:34:52.0000000

|| CubeRenderer.cpp C++ Source 2014-07-23, £:34:52.0000000

|| CubeRenderer.h C/C++ Header  2014-07-23, 6:34:52.0000000

|| Direct3DApplication.cpp C++ Source 2014-07-23, £:34:52.0000000

| | Direct3DApplication.h C/C++ Header  2014-07-23, £:34:52.0000000

|| Direct3DApplicationvexprej  VC++ Project 2014-07-23, £:34:52.0000000

|| Direct3DApplicationvoxproj.. VC++ Project..  2014-07-23, £:34:52.0000000

|| Direct3DApplication.vexpraj.. CACHE File 2014-07-23, £:34:52.0000000

| | Direct3DApplicationvstem...  Visual Studio P...  2014-07-23, £:34:32.0000000

|| Direct3DBase.cpp C++ Source 2014-07-23, 6:34:52.0000000

|| Direct3DBase.h C/C++ Header  2014-07-23, £:34:52.0000000

| | Direct{Helper.h C/C++ Header  2014-07-23, £:34:52.0000000

|_| FlipCycleTileLarge.png PMG File 2014-07-23, £:34:52.0000000

|| FlipCycleTileMedium.png PMG File 2014-07-23, £:34:52.0000000

|| FlipCycleTileSmall.png PMG File 2014-07-23, 6:34:532.0000000

| | lconicTileMediumLarge.png  PNG File 2014-07-23, £:34:52.0000000 o

<

WindowsPhoneDirect3DApp.zip (854 of B92)

The contents of the compressed file are displayed in a list view. Pressing 'enter' or double-clicking the
selected file shall extract and open the file in another OSForensics Viewer window.

4.21.2 Hex/String Viewer

The hex/string viewer displays the data stream as raw data bytes in hex. This mode also allows the
user to extract ASCIl/Unicode strings from the raw data bytes.
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“ drive-c\Drivers\video\VGF48\ Graphics\ColorlmageEnhancement.wmy - O X
i) Visible -
File Viewer Hex/String Viewer Text Viewer File Info  Metadata
Settings
Extract | Filter: |None e

Enter filter text Search...
en-us L] a0 08 123456783ABCDEF a
I<VER CF118EE400C00C20 5365680000000000 - ... .. Seh. ...

z v 7 . =
ormanceTemplate 000027C0C4193F86 TE4FSABSB43CFISD ... 7. o...<.
[SVER 704F35B305000000 000020228333A8B0 pO. .. .. ___ LT

CF011F0000000000 0000F0ZAFE0S0000 - ... ... ... .
ormanceTemplate 0000BO1ZF4020000 0000881300000000 - o oo oo oo ..
MP@LL 000002000000902E 000030ZE00009D68 - - o - oo .... h
WMFSDKVersion 0B00BSO03BFSFZERS CF118EE300C00C20 ... e
12.0.7501.17514 5365331000000000 000011DZD3ABBARS Se. .. ... ... ..
WMFSDKNeeded CF118EE600C00C20 5365080055100000 .. ... .. Se..U...
0.0.0.0000 AS46437CEOEFFC4B B2Z9333EDE415C85 FC|. . K. ) 9> B\,
LVER 2700000000000000 01000CE5006E0020 . ... ... ... e.n.-
oai 0075007300000050 SBFlZ&B445ECATIF .u.s...]..&.E.G.
alrs STOEG51F0452C91A 0000000000000002 .&. Ro.........
VER Peak 01EACEFECSAFSETT 4GB46TARSCL4TALC ... ... [wH.g..D.L
Buffer Average CAE0000000000000 000400000001000C - oo oom oo nnnn ..
Windows Media Audio 9.2 ooozooozoooooofl] [RREREETTIEREER - - -- I.3.V.B.E
=BR. Quality 98 v [focooo1oo000001 ooz4onooocoosoncn f.. o . .. ... -

Extraction Complete (528 found) Dx00000147 - 0x00000151 {10 Bytes) Selected
ColorimageEnhancementwmyv (1 of 13)
M - = m [

Hex View

The hex view displays the raw data bytes in hex. The starting offset of each line is identified by hex
offset on the left margin. The byte groupings can be configured via the Settings window.

Right-clicking opens a context menu

as shown below:

a0 oo
aa oo Carve Selection to Case..,
&C EF¢
5E &7¢ C
apy Hex
4D 0d ] PY
74 597 CDFI}"ASC]I
4F 434
73 00 Select 4l
47 494D0O40A0E4Z6F 70 _ .. . .. gEIM Cop

Carve Selection...
Carve the selected bytes to file
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Carve Selection to Case...
Carve the selected bytes to file and add to the case

Copy Hex
Copy the selected bytes as hex characters to clipboard

Copy ASCII
Copy the selected bytes as ASCII to clipboard

Select All
Select all bytes in the hex viewer

Hex View Search

Clicking on 'Search...' opens a search window (similar to the Raw Disk Viewer search window) for
locating hexadecimal/text patterns.

String Extraction

Click the 'Extract’ button to locate ASCII/Unicode strings in the data stream. Note that for large files,
this process may take some time. Advanced string extraction settings can be configured via the
Settings window.

The extracted strings are displayed in this list. To filter the results, enter a search string to narrow the
results in the string list. This search is case insensitive and is a substring match. Alternatively, the list of
strings may be filtered based on a particular string format:

Filename - shows all strings that appear to be in a valid filename format
URL - shows all strings that appear to be in a valid URL address format
GUID - shows all strings that appear to be in a valid GUID identifier format

IP Address - shows all strings that appear to be a valid IP address format

Right-clicking opens a context menu as shown below:

*BBIM ! | |
Priny Jump to Offset

Cop  Copy

Jar Export List to Disk...

ol

Cald Add Listto Case..,
Guides | |

Jump to Offset
Jump to the location of the string in the hex view

Copy
Copy the word into the clipboard

© 2017 PassMark™ Software



214 OSForensics

Export List To Disk...
Export the entire string list to a text file

Add List to Case...
Save the entire string list to a text file, then add to the case

4.21.2.1 Hex/String Viewer Settings

The Hex/String Viewer Settings window contains configuration options for the Hex/String Viewer.

Hes/String Viewer Settings >

Hex Viewer Settings

Arrange By:

) Byte ) word () Double @m

String Extraction Settings

4k

Min. String Length
Man. String Length

Repeating Character Limit

4k

LRI

4k

Case Change Limit

Indude Spedal Characters

Cancel Apply

Hex Viewer Settings

Arrange By
Change the hex groupings in the hex view

String Extraction Settings

Min. String Length
The minimum length of the string to be included in the extracted string list

Max. String Length
The maximum length of the string to be included in the extracted string list

Repeating Character Limit
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4.21.3

The maximum number of repeating characters a string may contain to be included in the extracted string
list

Case Change Limit
The maximum number of case changes for a string to be included in the extracted string list

Include Special Characters
If checked, strings containing the following special characters are included in the extracted string list:

~1R#SSAET ()= =+ [ {1\, ">/

Text Viewer

The text viewer displays the data stream as text.

-

~ e B . =3 ~
c:\wl'ndm\winm\xs:a_micmm&-windows-p..||-pre|oc.res.:.urces_31bf355ﬁad354e35_5.1.?500.1533...l =NREN X

| File Viewer | Hex/String Viewer | Text Viewer | File Info | Metadata |

geftings Enter search text (44 [] Match case

TOPIC »
about _aliases

m

SHORT DESGRIPTION
Describes how to use alternate names for cmdlets and commands in Windows
PowerShel | .

| ONG DESCGRIPTION

fn oalias is an alternate name or nickname for a cmdlet or for a command
element . such as a function, script, file, or executable file. You

can use the alias instead of the command name in any Windows PowerShell
commands . |

To create an alias, use the New-Alias cmdlet. For exameple, the following
conmand creates the "gas™ alias for the Get-duthenticodeSignature cmdlet:

new-alias -name gas -value Get-futhenticodeSignature

about_aliases.help.bd (4 of 1927)

) 1| 3 1

A — — . = —

Text View
The htext view displays the data stream as text. Right-clicking opens a context menu that allows the
user to copy the text into the clipboard.
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Copy

Select All
QII Ty

The font settings can be configured via the Settings window.
Text View Search

The user may enter a string pattern to search for in the text view. Use the left/right buttons to search for
the previous/next match.

4.21.3.1 Text Viewer Settings

The Text Viewer Settings window contains configuration options for the Text Viewer.

Text Viewer Settings ﬁ

Font Size

Arial v] I |Bold 9 -

Font smoothing | Default ‘r] Encoding ’Huto—detect -

Preview

Sample Text
Line spacing before 2 =
Line spacing after 2 :
| oK | | Cancel | [ Apply ]

Font

The font to use when displaying the text in the text view

Bold
If checked, all text will be bolded

Size
The font size of the text

Font smoothing
The quality of the font to display the text in
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Encoding
The character encoding to view the text in. Choose Auto-detect to automatically determine the
character encoding or a specific encoding to force the viewer to use.

Line spacing before
The spacing before each line

Line spacing after
The spacing after each line

4.21.4 File Info

The file info view displays attributes of the data stream.

drive-ch\Drivers\video\ VGF42\ Graphics\ColorimageEnhancementwmyv - O X
&) Visible
File Viewer Hex/String Viewer Text Viewer FileInfo  Metadata
E | alo ageEnhancement. wmv|

File Type: WMV File

Location: drive-c:\Drivers\video\WGF4&\Graphics}

Shart name: COLORI~1, WMy

Size: 366.4 KB (375,173 bytes)

Size on disk: 368.0 KB (376,832 bytes) [Starting LCM: 2698761]

Created: December 30, 2014, 1:05:45.8417661

Modified: October §, 2014, 16:27:02.0000000 [MFT Modified: December 30, 2014,

Accessed: December 30, 2014, 1:05:45.8417661

Attributes: Archive [read-Only []symbolic Link Flags:  []In Case [l Green Bookmark
[Jcompressed [ System [] system Compression Viewed [Tellow Bookmark
[JEnerypted [ Ireparse Point [W]1n Hash et [ |Red Bookmark
[JHidden [Isparse file

Streams: SDATA 366,94 KB

ColorimageEnhancementwmv (1 of 108)

| - ] - g
| m |

File Type
The type corresponding to the data stream. For files, this corresponding to the file extension.

Location
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4.21.5

The location of the data stream on disk

Short name
If available, the 8.3 filename convention used by older versions of DOS and Windows.

Size
The size of the data stream

Size on disk
The size of the data stream that is actually allocated on disk

Created
The date that the file was created.

Modified
The date that the file was modified. If applicable, the date that the file's attribute was modified shall
also be displayed (eg. MFT Modified Date).

Accessed
The date that the file was accessed.

Attributes
The attribute flags that are set for the data stream.

Archive - This flag indicates whether or not the file has been backed up. When set, the file is
flagged to be backed up.

Compressed - The file is compressed.

Encrypted - The file is encrypted.

Hidden - The file is hidden.

Read-Only - The file is read-only

System - The file is a system file.

Reparse Point - (NTFS only) The file contains a reparse point, which is a collection of user-
defined data. Typically, reparse points are used to indicate NTFS hard links or system compression.

Sparse File - The file contains sparse data, which is a segment of data which contains all zeroes.
This segment of data is not allocated on disk and therefore reduces the disk space used by the file.

Symbolic Link - (POSIX only) The file is a symbolic link to another file.

System Compression - (NTFS only) The file is compressed using the Windows 10 '‘CompactOS’
or 'System Compression' feature.

Streams
(NTFS only) The list of streams contained in the file, including the default stream.

Metadata
The metadata view displays file format specific metadata of the current item.

Files

For files, file format specific metadata obtained using the ExifTool 3rd party tool is displayed. This is
only available for files and not memory sections or raw sectors.
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-

Lo CAUsers\Public\Pictures\Sample Pictures\Koalajpg

| File: Wiewer | Hex/String Viewer I Text Viewer | File Infa | Metadata

Property

File Mame
Directory
File Size

File Permissions

| File Type

] MIME Type

Exif Byte Order

| Image Width

Imaage Height
Encoding Process
Bitz Per Sample
Colar Companents
Y Cb Cr Sub Sampling
JFIF Version
Resolution Unit

1l DCT Encode Version
APP14 Flags 0

I APP14Flags 1

| Color Transform

LT LY -

File Modification Date/Time

Value

Koala.jpg

C:/Users/Public/Pictures/Sample Pictures

Fai ke

2009:07:13 21:52: 25-07:00
PW-FW -

JPEG

image fjpeg

Big-endian (Motarola, MM)
1024

Ta8

Baseline DCT, Huffman coding
3

3

¥CbCr4:4:4 (1 1)

102

inches

100

(none)

{none)

¥ChCr

Tt T T o O R T e D U P

»

m

Koala.jpg (25 of 28)

The metadata can be copied to clipboard, or exported to a text file from the right-click menu.

NTFS Directories

In particular for NTFS directories, the metadata view displays the $130 entries of the folder, which
includes entries that have been deleted. This is useful for identifying files or folders that used to belong

to the directory (which may or may not be found in a deleted files search)
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4.22

| File Viewer | Hex/String Viewer | Text Viewer I File Info | Metadata |

§
- Drive-CAWi ndu“- [ == i)

File Mame

L Setup

| setupact.log
| setuperr.log
| ShellMew

L SOFTWA~L

| Speech
ﬂs;ﬂwowﬁ"r.exe
“i J Web

‘@, win.ini

xl_, WINDOW~1.L0G
xl_, WINDOW ~1.MAN
L Winsxs
| symbols
| system

| SoftwareDistribution

“I_, WindowsShell. Manifest
“I_, WindowsUpdate.log

£130 offset

10384 ($§INDEX_ALLOC...
10480 ($INDEX_ALLOC...
10592 ($INDEX_ALLOC...
10704 ($INDEX_ALLOC...
10808 ($INDEX_ALLOC...
10935 ($INDEX_ALLOC...
11040 ($INDEX_ALLOC...
11135 ($INDEX_ALLOC...
11432 ($INDEX_ALLOC...
11520 ($INDE¥_ALLOC...
11616 [SINDEY_ALLOC...
11744 ($INDEX_ALLOC...
11864 (SINDEX_ALLOC...
11976 ($INDEX_ALLOC...
12088 ($INDEX_ALLOC...
12352 ($INDEX_ALLOC...
12443 ($INDEX_ALLOC...

MFT Record #

2380
197742
58922
2362
21675
21675
2363
120769
101
16031
16032
16033
16033
16032
3757
63599
2373

Creation Time

13/07/2009, 9:45 FM
13/07/2009, 9:51 FM
13/07/2009, 9:51 FM
21/11/2010, 12:17 AM
04/01/2012, 1:44 FM
04/01/2012, 1:44 FM
13/07/2009, 8:20 FM
15/08/2012, 9:12 AM
13/07/2009, §:20 M
04/01/2012, 1:30 PM
04/01/2012, 1:30 PM
04/01/2012, 1:30 PM
04/01/2012, 1:30 PM
04/01/2012, 1:30 PM
13/07/2009, 8:20 PM
05/01/2012, 11:08 AM
13/07/2009, 8:20 PM

<

L

Last Modified Time

13/07/2009, 9:45 PM
11/06/2014, 9:14 AM
13/07/2009, 9:51PM
21/11/2010, 12:17 AM
06/01/2012, 10:06 AM
06/01/2012, 10:06 AM
21/11/2010, 12:06 AM
10/02/2012, 11:36 FM
04/01/2012, 1:29FPM
04/01/2012, 1:30 FPM
04/01/2012, 1:30 FPM
04/01/2012, 1:30 FPM
04/01/2012, 1:30 PM
04/01/2012, 1:30 PM
04012012, 1:29 FPM
05/01/2012, 11:08 AM
13/07/2009, 7:36 PM
F

-

m

Windows (24 of 39)

The $130 entries can be copied to clipboard, or exported to a text file from the right-click menu.

Email Viewer

The Email Viewer provides a simple yet powerful interface for browsing and analyzing e-mail messages
across multiple e-mail files.
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o E-mail Viewer — O *
File View
Help
B"E—FJ All Emails | | polif s [Juse RegEx
|- §4F) Dri z il
= D”I\'iﬁp'ﬁf";zgfrk"’ama'l MFrom [ATo/cc/Bec [Asubject [JBody start [l 26-May-2017 v | end [ 26-May-2017 v |
rphaned:

Date

e8P PP -
2010-03-15, 14:35:23

| <recovered:
| Top of Personal Folde

Subject
Instantly Search & Apply On All Top Career Sites

From
JobSeeker Weekly <ne...

0| Contacts

Omaha Steaks Stores <.,
Abs Diet Online <Mens...
Wix Team <newsletter...

Get Your FREE Ham in Time for Easter
Mow is the time to get your 6-pack abs

2010-03-15, 23:00:03 A
010-03-15, 23:33:18

[wIx.COM] Upgrade Your Site For Just £0.99 2010-03-16, 2:45:51 ﬂ_j’

The Career Mews <new... How to Conduct an Effident Job Search 2010-03-16, 15:48:07 W

How to Conduct an Efficent Job Search

2010-03-16, 15:48:07

From:  The Career News <newsletter @thecareernews.com:=
To: randy@randyleebaker.com

Co

B

~
March 15, 2010 The Career News Vol. 10, Issue 11
The Latest News, Tips and Tools For Your Career
Make each minute count in your job search efforts
: The Wall Street Journal v
£ >
487 item(s)

OSForensics Email Viewer

The left pane provides a hierarchical view of all devices added to the case. Clicking on a node shall load
its contents into the right pane.

Understanding the Email Viewer

The table below summarizes the main components of the Email Viewer

|Component IDescription

|[E-mail Hierarchical [Tree organization of all e-mail files currently being

View browsed. Selecting a folder will display the list of e-mail it
contains.
|E-mail List List view of the e-mail contained in the current folder.

Selecting an e-mail will display the e-mail contents in the

Preview Pane.

E-mail Preview Displays the e-mail contents of the currently selected e-

Pane mail

E-mail Filter Filters the list of e-mail to those that match the specified

criteria
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Opening the Email Viewer

The Email Viewer is accessible via the "Email Viewer" icon in the "Viewers" group under the Start tab.
Once opened, the user is prompted to select an e-mail file to view.

Viewers ‘
()% \ . |
File and Hex Memory Wiewer  Faw Disk Viewer  Feagistry Viewer File Spstem SOLite DB E mail Viewer
Wiewer Browzer Browser
Usage
Search

To search for e-mail messages that contain a particular text, enter a search expression in the search
bar, specify any additional search parameters and click 'Search’. To use Regular Expressions, check
the 'Use RegEx' checkbox. Additionally, e-mail messages can be filtered by when they were sent/
received.

To remove the search results, click 'Clear Search'.

Right-click Menu

The right-click menu integrates the E-mail Viewer with OSForensics' analysis tools.

E-mail List Menu

Open Enter Es
Jump to message... Ctrl+) P2
Fon
Bookmark > he
0 Add Email to Case... Ctri+S [
Ir
Export to disk...
Export List of Selected E-rnail to *
R om
1 Print...
Co
Open

Opens the message in a separate window.

Jump to message
Jump to a message specified by a message ID.

Bookmark

Green
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Add/remove selected e-mail from the list of Green bookmarks. Keyboard shortcut: Ctrl+G

Yellow
Add/remove selected e-mail from the list of Yellow bookmarks. Keyboard shortcut: Ctrl+Y

Red
Add/remove selected e-mail from the list of Red bookmarks. Keyboard shortcut: Ctrl+R

Add Email to Case...

Opens a dialog prompting the user to enter details for the selected e-mail to add to the case.
Keyboard Shortcut: Ctrl+S

Export to disk...
Exports the selected e-mail to HTML and saves to disk.

Export List of Selected E-mail to

txt
Saves the list of selected e-mail to a text file

html
Saves the list of selected e-mail to an html file

Ccsv
Saves the list of selected e-mail to a CSV file

Print...
Prints the e-mail

Attachment Menu

] Certification_. tunigmy

View with Internal Viewer... Enter

Open (Default Prograrm) -

Reno Career | R
Show File Properties.., Ctrl+|
Date: Tuesday Lock up in Hash Set... Ctrl+H
Bookmark L]

Location: Gra
2500 East Se Add Attachment(s) to Case... Ctrl+5

Reno. NV 89: Save to disk...

Print...

Time: 11:00 A

View with Interval Viewer...
Opens the file with OSForensics Viewer to perform a more thorough analysis. Keyboard shortcut:
Enter

Open (Default Program)
Opens the file with the default program. Keyboard shortcut: Shift+Enter
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Open With...
Allows the user to select the program to open the file

Show File Properties...
Opens the file with OSForensics Viewer in File Info mode. Keyboard shortcut: Ctri+/

Look up in Hash Set...
Verify whether the selected attachments are in a hash set in the active database. See Hash Set
Lookup. Keyboard shortcut: Ctrl+H

Bookmark

Green
Add/remove selected attachment(s) from the list of Green bookmarks. Keyboard shortcut: Ctrl+G

Yellow
Add/remove selected attachment(s) from the list of Yellow bookmarks. Keyboard shortcut: Ctrl+Y

Red
Add/remove selected attachment(s) from the list of Red bookmarks. Keyboard shortcut: Ctrl+R

Add Attachment(s) to Case...
Opens a dialog prompting the user to enter details for the selected attachment(s) to add to the case.
Keyboard Shortcut: Ctrl+S

Save to disk...
Saves the selected attachment(s) to a location on disk

Print...
Prints the attachment (if applicable)

Deleted E-mails

The Email Viewer supports recovering deleted and orphaned e-mails within PST files. To scan for
deleted/orphaned e-mails, click on either the "<orphaned>" or "<recovered>" folders after loading the
PST file.
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4.23

B@_‘g All Emails |/O ¢ []Use RegEx
) Drive-D:\passmark\email|
=@ S mrp“ﬁane - Vel e m [(ATo/Cc/Bec [ASubject [JBody  start [O 264ay-2017 v| end [ 264ay-2017 ~ |
i ] From Subject Date g @ P @ ~
| Job.com CareerTooks <... Randy -Applynow toUS Census 2010jobs! 20100106, 165501
Windows Security Tacti... Windows 7 ¥P Mode: How to fix compatibility @... 2010-01-07, 4:03: 18
Mew Earth Release <inf... Explore Google Earth with Earth ViewPoint 2010-01-07, 5:40:51 W

Randy - Apply now to US Census 2010 jobs!

2010-01-06, 16:55:01
From:  Job.com CareerTools <JobCom-CareerTools-074a 1c8s@mail4.job.com =
To:
Co
Bee:

£ >

877 item(s)

The "<orphaned>" folder contains all e-mail items that do not have a parent folder, possibly due to a
corrupted file. The "<recovered>" folder contains all e-mails that have been deleted but the data still
remains in the unallocated space of the PST file.

Thumbnail Cache Viewer

The Thumbnail Cache Viewer is another valuable tool in OSForensics' suite of viewers for locating
artifacts of files that may have been deleted on the system. In particular, the Thumbnail Cache Viewer
allows the investigator to browse image thumbnails stored in the Window's thumbnail cache database.
When a user opens Windows Explorer to browse the contents of folders, Windows automatically saves
a thumbnail of the files in the thumbnail cache database for quick viewing at a later time. This can be
useful for forensics purposes especially for cases where even though the user has deleted the original
image file, the thumbnail of the image still remains in the thumbnail cache.

== ThumbCache Viewer EIIE'

File Info
File path:  Drive-C:\users\Keith\AppData\ ocal WMicrosoft\Windows \Explorer \thumbcache _idx.db

Cache Type:  Thumbnai Cache Index
Version: 21

#ofEntries: 2361

Select Thumbnail Size: () 16x16 (132¢32 () 48x48 () 96x95 (@) 256%256 () 1024x1024 () 1500x1500

Lookup thumbnail paths. ..
List View | Thumbnail view Fa—

# Filename Filepath Size Modified Date 'a :
179 82fc0f4957d5906a Ci\Users\Keith\My Pictures\Google Talk Receiv... 25.35KB NfA 'a [
1757 e4027da045159 1ef C:\Users\Keith My Pictures\Google Talk Receiv...  16.84KE  NfA 'a
2330 9db585a21b097b3a C:\Users\Keith My Pictures\Google Talk Receiv...  8.64KEB MfA 'a
1716 43e22b2eessb3da4 CiYJzersKeith My Pictures\Google Talk Receiv... 25.22KE  NfA 'a
329 e93b14737ea52a76 CiYJzers\Keith My Pictures 0 Bytes A
1402 788a6872bsb20acl CiYJzers\Keith My Music 0 Bytes K1)

1835 abdacdd2ode42a3 C:\Users\Keith My Documents\Windows XP Pra... 0 Bytes A

1789 2e416ca3d5cdicie? C:\Users'\Keith My Documents\Windows XP Pra... 0 Bytes MfA

628 7c3aedcale?s0ile C:\Users'\Keith My Documents\visual Studio 2008 43.00KE  NfA

1251 5b323e27013eaeb3 C:\Users'Keith My Documentsvirtual Machines 43.00KEB  NfA

1208 57db393e772fcced C:YJzers\Keith My Documents\Scanned Docum.. .

1066 73ba%37a0e0bla2y CiYJzers\Keith My Documents\Scanned Docum..,  64.36KB  NfA

335 e31104107ffd5937 Ci\Users\KeithMy Documents\Remate Assista,.. 0 Bytes K1)

1793  4ced30550f650638 C:\Users\KeithMy Documents\Remote Assista...  41.60KE  N/A -

4 . | »

Understanding the Thumbnail Cache Viewer
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The table below summarizes the main components of the Thumbnail Cache Viewer

|Component |Description
|File Info Displays the details of the thumbnail cache database
[List View Displays a list of thumbnail entries contained in the

thumbnail cache database

Thumbnail View Displays a thumbnail view of the images contained in the

thumbnail cache database

IPreview Pane Displays the image of the currently selected thumbnail

Opening the Thumbnail Cache Viewer

The Thumbnail Cache Viewer is accessible via the "ThumbCache Viewer" icon in the "Viewers" group
under the Start tab.

Yiewers

o & = B

File and Hex temon Yiewsr  Faw Dizk Viewsr  Registry Viewer File System
Wiemer Brawser

2 # 4§ |-

SCLite DB wWeb Browser Email ¥iewer ThumbCache
Browser Wigwer

t

Once opened, a list of detected thumbnail cache files are displayed for the selected device.
Alternatively, the thumbnail cache file can be manually selected by clicking the 'Browse' button and
locating the file itself.

When attempting to open a recognized thumbnail cache file using the internal viewer, the user may be
given the option to open the file using the Thumbnail Cache Viewer instead. Recognized thumbnail
cache files include the following:

Thumbs.db
ehthumbs_vista.db
ehthumbs.db
thumbcache_idx.db
thumbcache 1024.db
thumbcache 256.db
thumbcache 96.db
thumbcache 32.db
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Usage
Double-clicking or pressing 'Enter' on a thumbnail opens the internal viewer.

Right-click Menu

—— R ——————
'dz View with Internal Viewer... Enter 5\Go
152 Add Thumbnail(s) to Case... 5\Go
bz ] ] 'Go
4 Save Thumbnail(s) to Disk...
43 g
ig7 Lock-up filepath...
ad ents’
- Copy filename —
4c ts!
i Select All e
ez _ _ . ents
33077 MHerRd M sersiKeith My Doiments!

View with Internal Viewer...
Opens the thumbnail with OSForensics Viewer to perform a more thorough analysis. Keyboard
shortcut: Enter

Add Thumbnail(s) to Case...
Opens a dialog prompting the user to enter details for the selected thumbnail(s) to add to the case

Save Thumbnail(s) to Disk...
Prompts the user to enter a location on disk to save the selected thumbnail(s) on disk

Look-up filepath...
Attempt to look-up the filepath of the select thumbnail(s) from a Windows Search database.

Copy filename
Copies the filename as text to the clipboard

Select All
Select all of the thumbnails in the thumbnail cache file

Additional Info

Filepath Look-up

Thumbnail caches, by itself, do not contain any filepath information about the individual thumbnail
entries. However, it does include a hash for each thumbnail entry that can be mapped to its
corresponding filepath. This filepath mapping can be found in the Windows Search database. By
performing a filepath look-up, the Thumbnail Cache Viewer can automatically try to find the matching
filepath in the Windows Search database. The corresponding filepath is then displayed beside the
thumbnail entry in the table.

4.24 ESE Database Viewer

The ESE Database Viewer provides visibility into databases stored in the Extensible Storage Engine
(ESE) file format. The ESEDB format, in particular, is used by several Microsoft applications that store
data with potential forensics value, including the following:
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¢ Windows (Desktop) Search
¢ Windows (Vista) Mail
¢ Microsoft Exchange Server

&, ESEDB Viewer EI @

File Info
File path;  Drive-C:\ProgramData\Microsoft\Search\DatalApplications\Windows\Windows.edb

File Type:  Database File
Format version: 0x020 rev., 17
Creation version: 0x520 rev. 17

Page size: 32.00 KB

Tables
M5ysObjects Search
MSysObjectsShadow ArancegiSearch
MSysUnicodeFixupyer2
NameTable DeclD System_Search_Rank  System_Search_GatherTime  System_Size  System_FileAttributes it
SystemIndex_Gthr 42037 aaaad March-13-13, 11:33:27 AM 6207 20000000
SystemIndex_GthrPth 43038 e March-13-13, 1L:37:08 AM 177 20000000
SystemIndex_OP 43039 e March-13-13, 11:33:27 AM 10547 20000000
SystemIndex_0A 45040 e March-13-13, 11:38:27 AM 6009 20000000
43041 MR March-13-13, 11:37:08 AM 2322 20000000
43042 MR March-13-13, 11:37:08 AM 2408 20000000
43043 MR March-13-13, 11:38:27 AM 83377 20000000
49044 s March-13-13, 11:37:08 AM 2358 20000000
43045 s March-13-13, 11:37:08 AM 435 20000000
43046 = March-13-13, 11:37:08 AM 435 20000000
43047 e March-13-13, 11:37:08 AM 606 20000000
43048 e March-13-13, 11:37:08 AM 435 20000000 -
4 m 3
Showing records 49001 - 50000 of 97832 Page 50 = ofg8 L =

Only the most common columns are displayed for this table. Click here to customize columns

Understanding the ESE Database Viewer

The table below summarizes the main components of the ESE Database Viewer

|Component IDescription

[File Info Displays the details of the ESE database

Tables List Displays a list of table contained in the database
IRecords List Displays a list of records contained in the selected table

Opening the ESE Database Viewer

The ESE Database Viewer can be accessed via the "ESEDB Viewer" icon in the "Viewers" group under
the Start tab.
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Viewers

YEEE

File and Hex Memom Yiewer  Faw Disk Viewer  Registy Yiewer File Sypztem
Wiewer Browser

2 ® 4 = iz

SOLite DB WWeb Browser E mail Wigwer ThumbCache ESEDE “iewer

Browser Wigwer ‘

Once opened, a list of known database files are displayed for the selected device. Alternatively, the
database file can be manually selected by clicking the 'Browse' button and locating the file itself.

When attempting to open a file with a known ESE database file extension using the internal viewer, the
user may be given the option to open the file using the ESE Database Viewer instead.

Usage

Once the database file is opened, the Tables list is populated with the tables contained in the database.
To view the records contained in a particular table, select a table from the Tables list. Known tables
with useful data are highlighted in red.

Note: For some known tables, only a subset of the most common columns are displayed (due to having
a large number of columns). This message is shown on the bottom of the viewer. Clicking on the
message allows for selecting the columns to display.

Search
To perform a simple text search of all records in the table, enter a search term and click 'Search'. This
will locate records that contain the specified text as it is displayed on the table. A more comprehensive

search can be performed based on the data type (eg. number, boolean, dates) of the fields by clicking
on Advanced Search...

Right-click Menu

03 Copy row 7:0
03 Export selected records to O
% Add selected record P2
04 selected records to case... .0
04 Select Al /:0
04 w2
04 Select Columns... .0
045 R March-13-13, 11:37:0
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Copy row

Copies the entire row as text to the clipboard

Export selected records to

txt

Saves the list of selected records to a text file

html

Saves the list of selected records to an htmil file

csv

Saves the list of selected records to a CSV file

Add selected records to case...

Adds the list of selected records to the case as a CSV file

Select All

Select all of the records in the ESE Database file

Select Columns...

Select a subset of the columns to display

Selecting Columns

By selecting a subset of the columns to display, the user can focus on viewing the important fields of a
a database record and ignoring the less relevant ones. To specify the list of columns to display, move
the appropriate columns to the 'Selected Columns' list, while leaving the columns to be excluded in the

'All Columns' list.

F"-'——@
- Select columns s

&l Columns

Selected Columns

System_Mull
Microsoft_IE_TargetUrlPath

System_Contact_BusinessHomeF
Microsoft_IE_Title
System_IsIncomplete
N [Microsoft_IE_VisitCount
System_SDID
System_DRM_IsProtected
System_Contact_SpouseMame
System_DateAcquired
System_Message_BccAddress
Svstem T=Neleted

1| 1] 3

-~

System_Photo_GainControlText —

A W
A W

DocID "
System_Search_Rank
System_Search_GatherTime c
System_Size

System_FileAtiributes e
System_DateModified
System_DateCreated
System_DateAccessed
System_IsFolder
System_MIMEType
System_Search_HitCount
System_Search_AccessCount
Swetem TtemFolderPathDisnlay

4| 1] 3

[ Cancel ][ Ok
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4.24.1 ESE Database Advanced Search

The ESE Database Advanced Search dialog allows the user to perform a more powerful search of
database records based on one or more data type specific criteria.

# Advanced Search

S

Add Search Criterion

Column: System_ItemPathDisplay

Search Text:  password)|

System_Search_GatherTime
System_IsFolder

Search Criteria
Column Criterion Remaowve
DocID Is between 20 and 80

Is between 12/06/2010 and 12/...

Is false

| Remove |

Cancel

] [ Search

" —
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To add a criterion, first select a column from the list. Based on the selected column's data type (eg.
integer, date, boolean, text), a condition that must be satisfied by the record value can be specified.
Once the condition has been specified, click 'Add' to add to the search criteria. To perform the search

using the specified criteria, click 'Search' to perform the search. Once the search has been completed,
the results are displayed in the ESE Database Viewer.

4.25 Plist Viewer

View the contents of Plist (property list) files which are commonly used by OSX and iOS to store

settings and properties. Plist files typically have the extension of ".plist". The Plist Viewer within

OSForensics is able to display both binaries and XML formatted plist files.
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= ChUsers\PassMark'\Desktop'Delete'test2.plist — O et
Search P
| Text Search << | == Searchin: Keys [ |Values &”Wisible -

Key Type Value

[ Root Dictionary

[ |UIRequiredDeviceCapabilities Dictioniary (2 items)

|_ artisthlame String Company, Inc.

[ bundleDisplayName String App Name

[ bundleShortVersionString String 1.5.1

[ bundleVersion String 1.5.1

[ copyright String {© 2015 Company, Inc.

[ drmVersionMumber Mumber (Integer) 0

[ fileExtension String .app

[ gameCenterEnabled Boolean Falze

|_ gameCenterEverEnabled Boolean False

[ genre String Games

[ genreld Mumber (Integer) 6014

[ itemMame String App Name

[ kind String software

[ playlistArtisthame String Company, Inc.

[ playlistiame String App Name

|_ releaseDate String 2015-11-18T03:23: 102

|— 5 Mumber (Integer) 143441

|_ softwarelconMeedsShine Boolean False

[ softwareSupportedDevicelds Array (1item)

[ softwareVersionBundleld String com.company.appid

[ subgenres Array (2 items)

[ versionRestrictions Number (Integer) 16843008

s >

Understanding the Plist Viewer

The table below summarizes the main components of the Plist Viewer

[Component [Description
\Window Title Displays the current file opened in the Plist Viewer.
Search Controls to allow you to search the current Plist file.

Screen Capture

Screen Capture controls.

|Records List

Displays a list of records contained in the Plist file.

Status Bar

selected.

Displays the path information on the current item

Opening the Plist Viewer
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The Plist Viewer can be accessed via the "Plist Viewer" icon in the "Viewers" group under the Start tab.

Wiewers
1 > Tk """-_
% o e ) —] =
Filz and Hes kemon Wiewer  Faw Dizk Viewsr  Reogistry Viewer File System SOLite DB “Web B
Wiger Browzer Browwzer
-:-ﬂ P | qq:::-
e |- =
E rnail Wigwer ThurmbCache ESEDB Wiewer  Prefetch Wiewer  $Uzrdml Wiewer Plist “igwer
Wigier
Systern Artifacts & Passwords
N - (S | ™ m

Once opened, a file selection dialog will allow you to select a file from devices added to case or on the
current system itself.

When attempting to open a file with a known Plist file extension using the internal viewer, the user may
be given the option to open the file using the Plist Viewer instead.

Usage

Once the plist file is opened, the list is populated with the contents contained in the property list. The
four columns of the Plist viewer are Checkbox (for selecting/unselecting), Key, Key Type, and Key
Value. The possible Key Types are: String, Boolean, Date, Data (binary), Number (Integer or Real) and
collection types (Dictionary or Array). For collection types, it will display the number of immediate child
items it contains for the Key Value. For a Key of Array type, the child items' keys does not actually have
names, but are automatically given Key names of the format "Item n" where n is the index of the item
starting with zero.

Items of type Data, the Key Value will only show the first 64 hex character representation of the binary
data. A single left click will open a quick data preview window. A double left click will open the data in
the internal viewer window.

000&05CESRAZ24B42
1015424B426FEFEB
&57ZE1T463EFEERF
003100320043004C
008&0054005B00R4
00ODCOOEBOOF400FD
013B0149015701&5
OlABO1BS01C70105
0Z1B0Z2Z2302370245
0ZBBOZ5R0ZRE0ZEE

| Unique Identitier String 2CE4BBA03C0DE3220E 1595F64E8 SEDBADDEBAETF |

|— iBooks Data 2 Data 6

[ 'TU“ESF"ES_ Dictionary (4 €2706C6373743030 D200010002000305 bplist00_ ...
[ Munes Settings Dictionary 2 CF53312E325F1013 436F6CECE5637463 51 2. Collecti
[ Tunes Version String 11 GFEET3446174612D 312E32D200040005 onsData-1.2.....

EFEFEBEDE1TZEBEE

- -ZBFBockmark_
- -BEBockmark-Gen
eration. _u_....._ {
.C.L.T.g.o.w

10750007001F0028
005400&67006F0077 .1.:
O0OBZ00B300CT00CE
010601140120012D -
01720181018F015D .; . I.W.e.s......
OlE301F101FFOZ0D
OZ530261026F027D .

When checking an item with child elements, the children will also be selected. There are three visual
states for the checkbox: checked, unchecked, mixed-checked. Selecting a child item will automatically
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check the parent item. Parent items with some children selected and unselected will display the mixed-
checked checkbox.

Search

To perform a simple text search of all records in the list, enter a search term and click 'Search'. The
default will search the for matching text in the Keys. To search for text in the Values, check the Values

checkbox. Note: Text search will not search elements with Data Key Types.

Right-click Menu

o

i
it

i
2r

2r

Copy node value

Copy Row

) ol
Add selected itemns to case...

Export selected iterns to b
Select All Ctrl+A
Check/Uncheck Space

L) B, Seuey | S S | Aa A

Copy node value
Copy the Key's Value to the clipboard

Copy Row
Copies the entire row as text to the clipboard

Add selected items to case...
Adds the list of selected records to the case as a CSV file

Export selected records to

txt
Saves the list of selected records to a text file

html
Saves the list of selected records to an html file

CSsv
Saves the list of selected records to a CSV file

XML Plist
Saves the list of selected records to a XML Plist file

Select All
Select all of the records in the plist file

Check/Uncheck
Check/Uncheck all selected items.

4.26 $UsnJrnl Viewer

The $UsnJrnl is a special file in NTFS that tracks the changes to files/directories made to the volume,
usually several days to a week. This information is useful for identifying suspect files (eg. malware) that
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no longer exist in the file system or $MFT. Since Windows Vista, $UsnJrnl logging is turned on by
default.

The USN journal is updated whenever changes to files and directories are made to a volume including:

File Metadata changes
File Creations

File Deletions

File Overwrites

It should be noted that the journal records do not indicate how the file contents have changed, rather
whether it has been created, modified or deleted.

1] SUsnJml Viewer - O x
Help
gusnJrnl Info
File path: | Windows_7_Enterprise_x64_E-0:\8§Extend\§UsnIrnl ‘
Create Date: | 2010-08-27, 6:44:41 ‘
Max Size: [ 32.00 MB |
Allocation size: | 4.00 MB ‘
EMFT Path: | Windows_7_Enterprise_x64_E-0:\8MFT ‘
passmark. | Search
Clear Search
UsM Timestamp File Name File Path (from $MFT) Reason MFTRecord # ™
368039272 2016-10-22, 6:25:00  Preferences~RF702b45. TMP Windows_7_Enterprise_x54_E-0:\Users'passmark\AppDataiLocal\Google\Chrome\User Data'\Default\Preferen...  Delete, Close 61034
368039384 2016-10-22, 6:25:00 nsvZEBL.tmp Window _Enterprise_x64_ sers'passmark\AppData\Local{Temp\nsv2E8 1. tmp Create 61034
368039472 2016-10-22, 6:25:00 nsvZEBL.tmp _Enterprise_x64_ sers\passmark\applata\Local{Tempnsy 2E8 1. tmp Create, Close 61034
3568039550  2016-10-22, 6:25:00  nsv2EB1.tmp _Enterprise_x64_F sers\passmark\Applata\Lecal{Tempnsy 2E8 1. tmp Delete, Close 61034
363039548  2016-10-22, 6:25:00  nsa2EALtmp _Enterprise_x64_t sers\passmark\AppDatal ocal{Tempinsa 2EA 1 tmp Create 61034
368039736  2016-10-22, 6:25:00  nsa2EALtmp _7_Enterprise_x&4_| sers\passmark\AppData L ocal{Tempinsa 2EA1 tmp Create, Close 61034
363039824  2016-10-22, 6:25:00  nsa2EAltmp Viindows_7_Enterprise_x64_E-0:\Users\passmark\AppData \Local Templnsa 2EA 1, tmp Delete, Close 61034
368039912 2016-10-22, 6:25:00  nsa2EAltmp Vindows_7_Enterprise_x64_| sers\passmark\AppData'Local{Temp'nsa2EA L tmp Create 61034
358040000  2016-10-22, 6:25:00  nsa2EALtmp Windows_7_Enterprise_x64_E-0:\Users\passmark\AppDataiLocal{Tempinsa2EA L tmp Create, Close 61034
368042072 2016-10-22, 6:25:02  toolbox. thd Windows_7_Enterprise_x64_E-0:\Jsers\passmark\AppDatalLocal Microsoft\WisualStudio 12, 0 toolbox, thd Create 134791
363042160  2016-10-22, 6:25:02  toolboxIndex. thd Windows_7_Enterprise_x64_E-0:\Users\passmark\AppDatalLocal\Microsoft\WisualStudio\ 12,0 teolboxdndex.tbd ~ Create 134732
368042256 2016-10-22, 6:25:02  toolbox. thd VWindows_7_Enterprise_x64_E-0:\Users'passmark\AppData\Local Microsoft\VisualStudio | 12. 0\toolbos. thd Extend, Create 134791
363042344 2016-10-22, 6:25:02  toolboxIndex. thd Windows_7_Enterprise_x&4_E-0:\Users\passmark\AppDatal ocalMicrosoft\VisualStudio\12.0%toolboxIndex.thd  Extend, Create 134792
368042440  2016-10-22, 6:25:02  toolbox. thd Windows_7_Enterprise_x64_E-0:\Jsers\passmark\AppDatalLocal\Microsoft\WisualStudio 12, 0 toolbox. thd Extend, Create, Close 134791
368042528  2016-10-22, 6:25:02  toolboxIndex. thd Windows_7_Enterprise_x64_E-0:Jsers\passmark\AppDatalLocal\Microsoft\WisualStudio\12.0\toolboxIndex.thd ~ Extend, Create, Close 134792
368042624  2016-10-22, 6:25:02  toolbox_reset.thd Windows_7_Enterprise_x64_E-0:\Jsers\passmark\AppDataLocal\Microsoft\isualStudio\12.0\toolbox_reset.tbd  Create 137190
368042720  2016-10-22, 6:25:02  toolboxIndex_reset. thdMP Windows_7_Enterprise_x64_E-0:\Users\passmark\AppDataLocal\Microsoft\WisualStudio\12,0\toolboxIndex_re... Create 137195
363042824  2016-10-22, 6:25:02  toolbox_reset.thd Windows_7_Enterprise_x64_E-0:\Jsers\passmark\AppDatalLocal Microsoft\WisualStudio\12.0\toolbox_reset.tbd  Extend, Create 137190
368042820  2016-10-22, 6:25:02  toolboxIndex_reset. thdMP \Windows_7_Enterprise_x64_E-0:\sers'passmark\AppData\Local MicrosoftVisualStudio\12.0\toolboxIndex_re... Extend, Create 137195
368043024  2016-10-22, 6:25:02  toolbox_reset.thd Windows_7_Enterprise_x&4_E-0:\Users‘passmark\AppDatalocalMicrosoft\VisualStudio\12.0%toolbox_reset.thd  Extend, Create, Close 137190
368043120  2016-10-22, 6:25:02  toolboxIndex_reset. thdMp Windows_7_Enterprise_x64_E-0:\Users\passmark\AppDatalLocal Microsoft\WisualStudio\12.0\toolboxIndex _re... Extend, Create, Close 137195
368043224 2016-10-22, 6:25:03  Team Foundation Windows_7_Enterprise_x64_E-0:\Jsers\passmark\AppDataLocal\Microsoft\Team Foundation Create 137205
368043320  2016-10-22, 6:25:03  Team Foundation Windows_7_Enterprise_x64_E-0:Jsers\passmark\AppDataLocal\Microsoft\Team Foundation Create, Close 137205 v
Found 183531 records matching search text (365905 records total)

The $UsnJrnl Viewer displays the records of the changes that were made to each file in a volume within

a spec

ific time period.

Opening the $UsnJrnl Viewer

The $Usndrnl Viewer can be accessed via the "$UsnJrnl Viewer" icon in the "Viewers" group under the
Start tab.
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Viewers

o & B g &

File and Hex kemon Wiewer  Faw Dizk Viewsr  Fegisty Viewer File System SOLite DB
Wiewer Browser Browzer

“Wieb Browser E mail Wiewer ThumbCache ESEDE Yiewer  PrefetchViewer  $zndml Wiewer
Wieer

Once opened, the location of $UsnJrnl file is displayed for the selected device, if exists. Alternatively,
the $Usndrnl file can be manually selected by clicking the 'Browse' button and locating the file itself. The
file can either be the $UsnJrnl file itself or a separate file containing the extracted $UsnJrnl:$J stream.

Usage

Once the $UsnJrnl file is opened, the table is populated with the list of records contained in the $UsnJrnl
file. If the SMFT file exists on the drive's root directory, it shall be automatically parsed to determine the
full path of the file referenced in each record. Otherwise, the location of the $MFT file can be manually
specified.

Search

To perform a simple text search of all records in the table, enter a search term and click 'Search'. This
will locate records that contain the specified text as it is displayed on the table.

Right-click Menu

g:‘lnlllll 'I.’IIlr'lrt'l."f‘lz-'.illI"-illl!llz“'-.ﬁi‘:.:ll-l'lh“‘#
E View with Internal Viewer... Enter rs
o Open (Default Program) Shift+Enter s
[l rs
Open with...
[[a] rs
i Open Containing Folder ra
o Show File Properties... Ctrl+| rs
[la} rs
0 Add selected records to case... rs
a Export selected records to » 8
[la} rs
i Copy value re
a Copy entire row rs
N Select All CtieA [
11 rs
5 Fraamd=tam Whindrwe 7 Frtarmrica v&d Fold leare
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View with Interval Viewer...
Opens the file with OSForensics Viewer to perform a more thorough analysis. Keyboard shortcut:
Enter

Open (Default Program)
Opens the file with the default program. Keyboard shortcut: Shift+Enter

Open With...
Allows the user to select the program to open the file

Open Containing Folder
Opens the folder than contains the file

Show File Properties...
Opens the file with OSForensics Viewer in File Info mode. Keyboard shortcut: Ctri+!

Add selected records to case...
Adds the list of selected records to the case as a CSV file

Export selected records to

txt
Saves the list of selected records to a text file

html
Saves the list of selected records to an htmil file

Csv
Saves the list of selected records to a CSV file

Copy value
Copies the cell as text to the clipboard

Copy row
Copies the entire row as text to the clipboard

Select All
Select all of the records in the table

4.27 Installing to a USB Drive or an Optical Disk
It is possible to install OSForensics onto a USB drive or CD/DVD/BD such that no installation is required
on the test system. This can be useful in a number of scenarios, such as field analysis without installing
OSForensics on the test system.
When OSForensics is ran from a removable drive when installed this way, the default directory for

users files is the OSForensics directory, rather than the normal default directory of the users Document
directory.

Installing OSForensics to a USB drive

This installation process can be performed for a USB drive installation (any writable drive) using the
menu option "Install to USB".
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From the "Install OSForensics to a USB drive" Window, you need to specify:

1. The USB drive and directory you want to install OSForensics to. For example, "F:\OSForensics".
OSForensics will create the directory if it does not exist.

2. The type of installation. If you have a license key, then select Licensed, otherwise select Evaluation
for a trial period.

3. If you selected a "Licensed" installation type, then enter the Username/Key;

Select the entire key, including the ----- START_OF_KEY----- and ----- END_OF_KEY----- flags.

Test User
EGZAKAQZODEASIEAODFLOLISDKESASIEDOFDAKDAC
AZDOKN29CKEZELALARL ] 95 39K FEALDDEALTAREN
LASZE9F-FMADIZ24A8FKA03dKFIKSS0F32EN 2

Copy and paste this key into the username and key field.

When you select install, OSForensics will create the directory on the USB drive (e.g. F:\OSForensics),
copy all of the files from the OSForensics directory (e.g. C:\Program Files\OSForensics) to the USB
drive (e.g. F:\\OSForensics) and install the license information onto the USB drive.

Installing OSForensics to an optical disk

To install OSForensics on an optical disk (CD/DVD/BD) follow the process above, but specify a writable
temporary directory in step 1 (e.g. C:\OSForensics). On completing the installation to the temporary
directory, burn the created directory to the optical disk.

Creating a bootable copy of OSForensics

OSForensics can be configured to start directly from a bootable CD/DVD or USB Flash Drive (UFD),
rather than being started from within a machine's operating system. This can be useful when the
machine you need to run OSForensics on has an invalid, incompatible or otherwise non-working
operating system. To run OSForensics on a machine without a valid operating system, you will need to
set up a “Pre-install environment” that allows Microsoft Windows to be booted from a CD/DVD or UFD.

PassMark Software has written a document, Building a Bootable Version of OSForensics using WinPE,
to help guide you through setting up a Microsoft Window Pre-install 3.0 environment (WinPE)
environment which includes both Windows and OSForensics on a bootable CD/DVD or UFD. The
document also explains how to inject new device drivers into the Windows image for system specific
hardware (where required).

Alternatively, on the "Install OSForensics to a USB drive" Window, you can check the "Launch
PassMark WinPE Builder to Create Bootable Solution" checkbox and follow the following tutorial,
Creating a self bootable OSForensics with PassMark WinPE Builder.
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5.1

Advanced Topics

Free OSF Helper Tools
Examining System Page File
OSForensics Code Signing
Dates and Times

Regular Expressions
Free OSF Helper Tools

OSForensics has a number of free helper tools for performing tasks outside the scope of the main
application. These can be found at this page.

http://www.osforensics.com/tools/index.html
OSFClone

OSFClone is a free, self-booting solution which enables you to create or clone exact raw disk images
quickly and independent of the installed operating system. After creating or cloning a disk image, you
can mount the image with PassMark OSFMount before conducting analysis with PassMark
OSForensics.

OSFClone creates a forensic image of a disk, preserving any unused sectors, slack space, file
fragmentation and undeleted file records from the original hard disk. Boot into OSFClone and create
disk clones of FAT, NTFS and USB-connected drives! OSFClone can be booted from CD/DVD drives,
or from USB flash drives.

Verify that a disk clone is identical to the source drive, by using OSFClone to compare the MD5 or
SHA1 hash between the clone and the source drive. After image creation, you can choose to compress
the newly created image, saving disk space.

OSFMount

OSFMount is bundled with OSForensics so there is no need to download this seperately. It can be
launched from the side menu withing OSF.

OSFMount allows you to mount local disk image files (bit-for-bit copies of a disk partition) in Windows
with a drive letter. You can then analyze the disk image file with PassMark OSForensics™ by using the
mounted volume's drive letter. By default, the image files are mounted as read only so that the original
image files are not altered.

OSFMount also supports the creation of RAM disks, basically a disk mounted into RAM. This generally
has a large speed benefit over using a hard disk. As such this is useful with applications requiring high
speed disk access, such a database applications, games (such as game cache files) and browsers
(cache files). A second benefit is security, as the disk contents are not stored on a physical hard disk
(but rather in RAM) and on system shutdown the disk contents are not persistent.
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ImageUSB

ImageUSB is a free utility which lets you write an image concurrently to multiple USB Flash Drives.
Capable of creating exact bit-level copies of USB Flash Drive (UFDs), ImageUSB is an extremely
effective tool for the mass duplication of UFDs. ImageUSB can also be used to install OSFClone to a
USB Drive for use with PassMark OSForensics ™.

Unlike other USB duplication tools, ImageUSB can preserve all unused and slack space during the
cloning process, including the Master Boot Record (MBR). ImageUSB can perform flawless mass
duplications of all UFD images, including bootable UFDs.

Examining System Page File

The page file is a special system file Windows uses to temporarily offload data out of main memory
from time to time. This file can contain portions of volatile data even after the system has been shut
down.

Using OSForensics built in file viewer this file can be examined and searched for data strings of interest.
It is however not possible to view the page file of an active system to do this the target drive must be
mounted in an inactive state. (ie. Windows is not currently running from this drive)

To view the page file. Select "Internal File Viewer" from the OSF start page and browse to the location
of pagefile.sys, which is usually located in the root of the drive Windows was installed to. It is possible
the page file was moved to another drive or removed entirely by the user however so this will not
always be true.

OSForensics Code Signing

OSForensics is protected by a signature across the whole executable to prevent tampering. Any
modifications to the executable will remove this signature. This is useful to ensure that no malicious
applications on a target machine in a live acquisition can modify OSForensics in order to hide things.

This signature can be viewed by right clicking osf.exe in the OSForensics install directory, selecting
properties and going to the "Digital Signature" tab.

If this tab is not there, or the signature is not from "PassMark Software Pty Ltd", the executable has
been tampered with.

Dates and Times

All date and time information in OSForensics is stored internally as UTC. Any date time information read
in from external sources that is not already UTC is converted.

When displaying this information the time is converted to the time zone specified in the currently open
case. By default this is the local time zone, if no case is open then the local time zone is also used. The
case time zone can be modified when creating a new case or changing the properties of the existing
case.

The format that the time is displayed in is specified by the current system's regional settings. If you
wish to change the date/time display format you can go the the "Region and Language" settings in the
Windows control panel.
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5.5

6.1

6.2

Regular Expressions

Perl compatible regular expressions (PCRE) are used when filtering the results displayed when
browsing the search index. Several regular expression have been pre defined for quick use but you can
also type your own regular expressions in the edit below the list. Currently the search is case
insensitive, so "TEST" will return the same results as "test".

For example to search for any entry containing the word "test" select the Custom option from the filter
drop down list, type "test" and then click the search button. To find only entries that begin with the word
"test" use "Mest", the "A" character is used to indicate the pattern match must start at the beginning of
the found word.

To search for one of the special characters (eg $ *.) you will need to escape the character with "\", eg
"\.com". For more information on the format and special characters used see the Perl regular
expressions help page.

There are several pre-configured regular expressions available from the drop down list, these are found
in the the "RegularExpressions.txt" file in the OSForensics program data directory (ProgramData
\PassMark\OSForensics). These have been collected from various sources and are kept as simple as
possible while still returning fairly accurate results, please note these will not be 100% accurate in all
situations.

The RegularExpressions.txt expect 2 lines per regular expression, the first being a name for the
expression (that is used for displaying in drop down selection fields) and then the PCRE expression on
the next line, for example the first two lines of the default file are;

American Express
3\d{3}(\s|-)\d{6}(\s|-)?\d{5}

Support

System Requirements

License Keys

Contacting PassMark® Software

Free Version Limitations
System Requirements

e Windows XP SP2, Vista, Win 7, Win 8/8.1, Win 10; Windows Server 2000, 2003, 2008, 2012 (64-bit
O/S recommended)
e Minimum 1GB of RAM. (8 GB+ recommended, more for large document sets, see this forum post)

e 200MB of free disk space (1GB+ recommended, especially if working with large files)
License Keys

After purchasing the software a license key is sent out via E-mail. This license key needs to be
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entered into the OSForensics software. The registration window can either be accessed form the
welcome window by clicking "Upgrade to Professional Version" or using the "Register" button on the
navigation side bar.

When entering a license key, copy and paste the license key from the E-mail. Doing a copy and paste
will avoid the possibility of a typing mistake.

Find your license key

After you have placed an order you will receive an e-mail that contains details about your order, your
user name and your license key. It should look something like this:

Test User
EGZAKAQZODEASIEAODFLOLISDKESASIEDOFDAKDAC
AZDOKN29CKEZELALARL ] 95 39K FEALDDEALTAREN
LASZE9F-FMADIZ24A8FKA03dKFIKSS0F32EN 2

Note that the keys may vary in length and be shorter or longer than the examples above.

Step 1 - Make sure you have the right software

Make sure that the product that you have downloaded and installed, matches the version of the
product you have purchased. Note that the key should be entered in the Free Edition of the software
to transform it to the registered edition you purchased. Download and install the latest version of the
software, if required.

Step 2 - Copy your user name and key from the E-mail

Select the entire key, including the ----- START_OF_KEY----- and ----- END_OF_KEY----- flags:

Copy your key to the clipboard. This can be done by using the Edit / Copy menu item in most E-Mail
programs. Alternatively you can use the CTRL-C key combination on the keyboard.

Step 3 - Paste your user name and key into the software
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Start OSF and go to the registration window either by clicking "Upgrade to Professional Version" on
the welcome window or using the "Register" button on the navigation side bar. Paste the key in the
window provided by right clicking and selecting "Paste" or by using the CTRL-V key combination on
the keyboard.

Complete after ordering software

Key: - START OF KEY-— _
Test User Register
KB2AKASZ0DKAS IKADDFLQ 19DKSAS IKDSFDAKDAC

ASDIKOQ2ICKKIE 1AAAKA 198 39KFKALDDKAS FTABEW
LAS289FXKMSDI3 245593 FSRES0F5 2KM 2

Click on "Register". If the user name and key was accepted, the program will restart and identify
itself as the registered edition of the software in the title bar of the window.

Remember to keep your key safe

The e-mail containing the license key should be kept in a safe place in case the software ever needs
to be reinstalled. Your User Name and Key will also be required to be re-entered when software
upgrades are released.

Still have a problem?

If you still have a problem, check the following.

¢ No extra characters were included, be especially careful about not copying extra space characters
or new line characters.

e Your user hame is exactly as it appears in the E-Mail, using a different user name will not work.
o If you typed in your user name or key, rather than copying and pasting, check that you have not

made a typing mistake and check that upper and lower case characters are correct. Upper and
lower case are important.

Contact us

If the above doesn't fix your problem, contact us and describe the problem you have encountered and
include your order number and key.

6.3 Contacting PassMark® Software

On the Web

You can contact PassMark on the web at
http://www.passmark.com
http://www.osforensics.com

E-Mail
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6.4

For technical support questions, suggestions
support@passmark.com
For any other issues

info@passmark.com

Free Version Limitations
The following is a list of limitations found in the free version of OSForensics.

e Number of cases limited to 3 at a time.

e Number of items per case limited to 10.

e Cannot undelete multiple files at once.

e Cannot search hard disk for files with multiple streams.
e Cannot create an index of more than 2,500 files.

¢ Index search results limited to 250 items.

e Cannot export more than 10 recent activity items

e Cannot edit system information gathering lists.

e Cannot export hash sets.

e Cannot import the NSRL database into a hash set.
e Password cracking is limited to a single core.

¢ Number of login details limited to 5 per browser.

e Cannot sort images by color.

e Cannot view NTFS $I30 directory entries

o Web browser screen capture contains a watermark

e Cannot boot without an operating system

To remove these restriction please Purchase OSForensics.

Copyright and License

SOFTWARE COVERED BY THIS LICENCE

This license agreement (“Agreement”) applies only to the version of the software package OSForensics
V5 with which this Agreement is included. Different license terms may apply to other software packages
from PassMark and license terms for later versions of OSForensics may also be changed.

TITLE

PassMark or its licensors own the OSForensics software package, including all materials included with
the package. PassMark owns the names and marks of ‘PassMark’®, ‘OSForensics’ under copyright,
trademark and intellectual property laws and all other applicable laws.

TERMINATION
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This license will terminate automatically if you fail to comply with any of the terms and conditions,
limitations and obligations described herein. On termination you must destroy all copies of the
PassMark package and all other materials downloaded as part of the package.

Trial Version
If you are using a trial version of OSForensics, then you must uninstall the software after the trial period
of thirty (30) days has elapsed.

DISCLAIMER OF WARRANTY

PassMark disclaims any and all warranties express or implied, including any implied warranties as to
merchantability or fitness for a particular purpose. You acknowledge and agree that you had full
opportunity to test OSForensics before any live, public or production use, that you assume full
responsibility for selecting and using OSForensics and any files that may created through the use of
OSForensics and that if you use OSForensics improperly or against instructions you can cause damage
to your files, software, data or business. The entire risk as to quality and performance of OSForensics
is borne by you. This disclaimer of warranty constitutes an essential part of the agreement. Some
jurisdictions do allow exclusions of an implied warranty, so this disclaimer may not apply to you and you
may have other legal rights that vary by jurisdiction.

LIMITATION OF LIABILITY

In no event shall PassMark, its officers, employees, affiliates, contractors, subsidiaries or
parent organizations be liable for any incidental, consequential, or punitive damages
whatsoever relating to the use of OSForensics, files created by OSForensics or your
relationship with PassMark. Some jurisdictions do not allow exclusion or limitation of liability for
incidental or consequential damages, therefore the above limitation may not apply to you.

HIGH RISK ACTIVITIES

OSForensics is not fault-tolerant and is not designed or intended for use or resale as on-line control
equipment in hazardous environments requiring fail-safe performance, such as in the operation of
nuclear facilities, aircraft navigation or communication systems, air traffic control, direct life support
machines, or weapons systems, in which failure of OSForensics could lead directly to death, personal
injury, or severe physical or environmental damage (“High Risk Activities”). PassMark and its suppliers
specifically disclaim any express or implied warranty of fitness for High Risk Activities.

LINKS TO THIRD-PARTY SITES

PassMark is not responsible for the contents of any third-party sites or services, any links contained in
third-party sites or services, or any changes or updates to third-party sites or services. In the case
where PassMark is providing those links and access to third-party sites and services to you only as a
convenience, and the inclusion of any link of access does not imply an endorsement by PassMark of the
third-party site of service.

ADDITIONAL SOFTWARE

This EULA applies to updates, supplements, add-on components or internet based services
components of the software that PassMark may provide to you or make available after the date you
obtain your initial copy of the software, unless they are accompanied by separate terms.

UPGRADES

To use software identified as an upgrade, you must first be licensed for the software identified by
PassMark as eligible for the upgrade. After installing the upgrade, you may no longer use the original
software that formed the basis of your upgrade eligibility, except as part of the upgraded software.

EXPORT RESTRICTIONS

You acknowledge that the software is subject to Australian export jurisdiction. You agree to comply with
all applicable international and nationals laws that apply to the software including destination restrictions
issued by Australia and other governments.
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SOFTWARE TRANSFER
You may transfer your copy of the software to a different device. After the transfer, you must
completely remove the software from the former device.

Transfer to Third Party

This license is granted exclusively to you, the original licensee, and therefore no right to resell, transfer,
or re-assign the license is granted. An exception may exist for manufacturers, distributors and dealers/
resellers of computer systems or computer software who have specifically negotiated for such an
exception with PassMark to resell a particular license key as part of an installed system or as an
authorized reseller of the software on its own.

SITE LICENSES
If this software is being installed as part of a Site License purchase, then following conditions apply:
The software may installed on an unlimited number of computer systems provided that:

1) The computers on which the software is installed belong to the one legal entity. Subsidiaries,
parent companies, brother/sister companies, affiliates and/or agents are not considered to be
the same legal entity and are therefore not entitled to have the software installed on their
computer systems unless specific permission is granted by PassMark.

2) The computer systems must all be situated in the one country. It is permissible that the
computers be located in different cities or states within the one country.

3) All such computers are the property of, or are being leased or borrowed by the licensee and
are on the premises of the licensee.

4) Inthe event that the computers are leased or borrowed, the software must be removed prior to
the computer being returned to its legal owner.

NO RENTAL/COMMERCIAL HOSTING
You many not rent, lease or lend the software.

LIMITATIONS ON REVERSE ENGINEERING, DECOMPILATION AND DISASSEMBLY
You may not reverse engineer, decompile, or disassemble the software, except and only to the extent
that such activity is expressly permitted by applicable law notwithstanding this limitation.

APPLICABLE LAW

This Agreement and any dispute relating to the ‘Software’ or to this Agreement shall be governed by the
laws of the state of New South Wales and the Commonwealth of Australia, without regard to any other
country or state choice of law rules. You agree and consent that jurisdiction and proper venue for all
claims, actions and proceedings of any kind relating to PassMark or the matters in this Agreement shall
be exclusively in courts located in NSW, Australia. If any part or provision of this Agreement is held to
be unenforceable for any purpose, including but not limited to public policy grounds, then you agree that
they remainder of the Agreement shall be fully enforceable as if the unenforced part or provision never
existed. There are no third party beneficiaries or any promises, obligations or representations made by
PassMark herein.

ENTIRE AGREEMENT

This Agreement (including any addendum or amendment to this EULA which is included with the
software) constitutes the entire Agreement between the parties with respect to the subject matter
herein and supersedes all previous and contemporaneous agreements, proposals and communications,
written or oral between you and PassMark. Waiver by PassMark of any violation of any provision of this
Agreement shall not be deemed to waive any further or future violation of the same or any other
provision.

This software contains some GNU LGPLV3 licensed code:
- Parts related to EnCase/SMART images by Joachim Metz
https://github.com/libyal/libewf
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- Parts related to VHD images by Joachim Metz
https://github.com/libyal/libvhdi
- Parts related to ESEDB by Joachim Metz
https://github.com/libyal/libesedb
- Parts related to Volume Shadow by Joachim Metz
https://github.com/libyal/libvshadow
- Parts related to BitLocker by Joachim Metz
https://github.com/libyal/libbde
Copyright (C) Free Software Foundation, Inc.
Read http://www.gnu.org/copyleft/lesser.html for the full GNU LGPLV3 license.

This software contains some BSD 3-Clause licensed code:
- Parts related to Peer-2-Peer BitTorrent decoding

https://github.com/s3rvac/cpp-bencoding
Read https://opensource.org/licenses/BSD-3-Clause for the full BSD 3-Clause license.

8 Credits

The following is a list of people and organizations that have provided assistance in the creation of
OSForensics.

¢ Center For Digital Forensic Research, Inc. Pittsburgh, Samuel Norris
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